
 

ATTACHMENT  B 
 

NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT 
BETWEEN 

 
(INSERT NAME OF COMPANY) 

 
AND 

 
THE PORT AUTHORITY OF NEW YORK AND NEW JERSEY 

 
 

THIS NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT (this 
“Agreement”) is made as of this ____ day of __________________, 2008, by and between THE 
PORT AUTHORITY OF NEW YORK AND NEW JERSEY (the “Port Authority”) a body 
corporate and politic created by Compact between the States of New York and New Jersey, with 
the consent of the Congress of the United States, and having an office and place of business at 
225 Park Avenue South, New York, New York, 10003, and ________________________ 
having an office and place of business at 
_______________________________________(address) (“Recipient”).   

WHEREAS, the Port Authority desires, subject to the terms and conditions set forth 
below, to disclose to Recipient Confidential Information (as defined below) in connection with 
_____________________________________________________________(insert description 
of project/work) (collectively, the “Project(s)”, or “Proposed Project(s)”); and 

 WHEREAS, the Recipient acknowledges that the Port Authority, in furtherance of its 
performance of essential and critical governmental functions relating to the Project, has existing 
and significant interests and obligations in establishing, maintaining and protecting the security 
and safety of the Project site and surrounding areas and related public welfare matters; and 

WHEREAS, in furtherance of critical governmental interests regarding public welfare, 
safety and security at the Project site, the Port Authority has collected information and 
undertaken the development of certain plans and recommendations regarding the security, safety 
and protection of the Project site, including the physical construction and current and future 
operations; and 

WHEREAS, the Port Authority and Recipient (collectively, the “Parties”) acknowledge 
that in order for Recipient to undertake its duties and/or obligations with regard to its 
involvement in the Project, the Port Authority may provide Recipient or certain of its Related 
Parties (as defined below) certain information in the possession of the Port Authority, which may 
contain or include confidential, privileged, classified, commercial, proprietary or sensitive 
information, documents and plans, relating to the Project or its occupants or other matters, the 
unauthorized disclosure of which could result in significant public safety, financial and other 
damage to the Port Authority, the Project, its occupants, and the surrounding communities; and 
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WHEREAS, Recipient recognizes and acknowledges that providing unauthorized access 
to, or disclosing such information to third parties in violation of the terms of this Agreement 
could compromise or undermine the existing or future guidelines, techniques and procedures 
implemented for the protection against terrorist acts or for law enforcement, investigation and 
prosecutorial purposes, and accordingly could result in significant irreparable harm and injury; 
and 

WHEREAS, in order to protect and preserve the privilege attaching to and the 
confidentiality of the aforementioned information as well as to limit access to such information 
to a strict need to know basis, the Port Authority requires, as a condition of its sharing or 
providing access to such confidential, privileged, classified, commercial, proprietary or 
sensitive information, documents and plans, that the Recipient enter into this Agreement and 
that its Related Parties thereafter acknowledge and agree that they will be required to treat as 
strictly confidential and/or privileged any of such information so provided, as well as the work 
product and conclusions of any assessments and evaluations or any recommendations relating 
thereto, and to also fully comply with applicable federal rules and regulations with respect 
thereto; and 

 WHEREAS, as a condition to the provision of such information to Recipient and certain 
Related Parties, the Recipient has agreed to enter into this Agreement with respect to the 
handling and use of such information and to cause Related Parties to join in and be bound by the 
terms and conditions of this Agreement.   

NOW, THEREFORE, in consideration of the provision by Port Authority of 
Information for Project Purposes (as each such term is defined below) and for other good and 
valuable consideration, the receipt and sufficiency of which are hereby acknowledged by the 
Recipient and each Related Party that receives such Information, the Recipient and each such 
Related Party agrees, as follows: 

1. Defined Terms. In addition to the terms defined in the Recitals above, the following 
terms shall have the meanings set forth below: 

(a) “Authorized Disclosure” means the disclosure of Confidential Information 
strictly in accordance with the Confidentiality Control Procedures applicable thereto: (i) as to all 
Confidential Information, only to a Related Party that has a need to know such Confidential 
Information strictly for Project Purposes and that has agreed in writing to be bound by the terms 
of this Agreement by executing a form of Acknowledgment as set forth in Exhibit A; and (ii) as 
to Confidential Privileged Information, only to the extent expressly approved in writing and in 
advance by the Port Authority, and then only the particular Confidential Privileged Information 
that is required to accomplish an essential element of the Project. 

(b) “Confidential Information” means and includes collectively, Confidential 
Proprietary Information, Confidential Privileged Information, and Information that is labeled, 
marked or otherwise identified by or on behalf of the Port Authority so as to reasonably connote 
that such Information is confidential, privileged, sensitive or proprietary in nature.  The term 
Confidential Information shall also include all work product that contains or is derived from any 
of the forgoing, whether in whole or in part, regardless of whether prepared by the Recipient, the 
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Port Authority or others.  The following Information shall not constitute Confidential 
Information for the purpose of this Agreement: 

(i) Particular Information, other than Confidential Privileged Information, 
that is provided to the Recipient by a source other than the Port Authority, 
provided that such source is not subject to a confidentiality agreement, or 
similar obligation, or understanding with or for the benefit of the Port 
Authority, with respect to such Information and that the identity of such 
source is not itself part of such Confidential Information. 

(ii) Information that is or becomes generally available to the public other than 
as a result of a disclosure by the Recipient or a Related Party in violation 
of this Agreement. 

(c) “Confidential Privileged Information” means and includes collectively, (i) any 
and all Information, documents and materials entitled to protection as a public interest privilege 
under New York State law and as may be deemed to be afforded or entitled to the protection of 
any other privilege recognized under New York, and/or New Jersey state laws or Federal laws, 
(ii) Critical Infrastructure Information, (iii) Sensitive Security Information, and (iv) Limited 
Access Safety and Security Information. 

(d) “Confidential Proprietary Information” means and includes Information that 
contains financial, commercial or other proprietary, business Information concerning the Project, 
the Port Authority, or its facilities. 

(e) “Confidentiality Control Procedures” means procedures, safeguards and 
requirements for the identification, processing, protection, handling, care, tracking and storage of 
Confidential Information that are required under applicable federal or state law, the Port 
Authority Handbook, or by the terms of this Agreement.   

(f) "Critical Infrastructure Information" (CII) has the meaning set forth in the 
Homeland Security Act of 2002 (42 U.S.C. §5195c(e)) and any rules or regulations enacted 
pursuant thereto, including, without limitation, the Office of the Secretary, Department of 
Homeland Security Rules and Regulations, 6 C.F.R. Part 29 (6 U.S.C. §131-134).  CII may also 
be referred to as “Protected Critical Infrastructure Information” or “PCII”, as provided for in the 
referenced rules and regulations. 

(g) “Information” means, collectively, all information, documents, data, reports, 
notes, studies, projections, records, manuals, graphs, electronic files, computer generated data or 
information, drawings, charts, tables, diagrams, photographs, and other media or renderings 
containing or otherwise incorporating information that may be provided or made accessible at 
any time, whether in writing, orally, visually, photographically, electronically or in any other 
form or medium, including, without limitation, any and all copies, duplicates or extracts of the 
foregoing. 

(h) “Limited Access Safety and Security Information” means and includes 
sensitive Information, the disclosure of which would be detrimental to the public interest and 
might compromise public safety and/or security as it relates to Port Authority property, facilities, 
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systems and operations, and which has not otherwise been submitted for classification or 
designation under any Federal laws or regulations. 

(i) “Port Authority Handbook” means the Port Authority of N.Y. & N.J. 
Information Security Handbook, a copy of which is attached hereto as Exhibit B, as may be 
amended by the Port Authority, from time to time.  

 
(j) “Project Purposes” means the use of Confidential Information strictly and only 

for purposes related to Recipient’s and its Related Parties’ participation and involvement in the 
Project, and only for such period of time during which Recipient and its Related Parties are 
involved in Project related activities. 

(k) “Related Party” and “Related Parties” means the directors, employees, officers, 
partners or members of the Recipient, as applicable, and the Recipient’s outside consultants, 
advisors, accountants, architects, engineers or subcontractors or subconsultants (and their 
respective directors, employees, officers, partners or members) to whom any Confidential 
Information is disclosed or made available. 

(l) "Sensitive Security Information" has the definition and requirements set forth in 
the Transportation Security Administrative Rules & Regulations, 49 CFR 1520, (49 U.S.C. 
§114) and in the Office of the Secretary of Transportation Rules & Regulations, 49 CFR 15, (49 
U.S.C. §40119). 

 
2. Use of Confidential Information.  All Confidential Information shall be used by the 
Recipient in accordance with the following requirements: 

(a) All Confidential Information shall be held in confidence and shall be processed, 
treated, disclosed and used by the Recipient and its Related Parties only for Project Purposes and 
in accordance with the Confidentiality Control Procedures established pursuant to Paragraph 
2(c), below, including, without limitation, the Port Authority Handbook, receipt of which is 
acknowledged by Recipient and shall be acknowledged in writing by each Related Party by 
signing the Acknowledgment attached hereto as Exhibit A, and applicable legal requirements. 
Confidential Information may be disclosed, only if and to the extent that such disclosure is an 
Authorized Disclosure.   

(b) Recipient and each Related Party acknowledges and agrees that (i) any violation 
by the Recipient or any of its Related Parties of the terms, conditions or restrictions of this 
Agreement relating to Confidential Information may result in penalties and other enforcement or 
corrective action as set forth in such statutes and regulations, including, without limitation, the 
issuance of orders requiring retrieval of Sensitive Security Information and Critical Infrastructure 
Information to remedy unauthorized disclosure and to cease future unauthorized disclosure and 
(ii) pursuant to the aforementioned Federal Regulations, including, without limitation, 49 C.F.R. 
§§ 15.17 and 1520.17, any such violation thereof or mishandling of information therein defined 
may constitute grounds for a civil penalty and other enforcement or corrective action by the 
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United States Department of Transportation and the United States Department of Homeland 
Security, and appropriate personnel actions for Federal employees.   

(c) Recipient and each Related Party covenants to the Port Authority that it has 
established, promulgated and implemented Confidentiality Control Procedures for identification, 
handling, receipt, care, and storage of Confidential Information to control and safeguard against 
any violation of the requirements of this Agreement and against any unauthorized access, 
disclosure, modification, loss or misuse of Confidential Information.  Recipient and each Related 
Party shall undertake reasonable steps consistent with such Confidentiality Control Procedures to 
assure that disclosure of Confidential Information is compartmentalized, such that all 
Confidential Information shall be disclosed only to those persons and entities authorized to 
receive such Information as an Authorized Disclosure under this Agreement and applicable 
Confidentiality Control Procedures.  The Confidentiality Control Procedures shall, at a 
minimum, adhere to, and shall not be inconsistent with, the procedures and practices established 
in the Port Authority Handbook. 

(d) The Port Authority may request in writing that the Recipient or any Related 
Parties apply different or more stringent controls on the handling, care, storage and disclosure of 
particular items of Confidential Information as a precondition for its disclosure.  The Port 
Authority may decline any request by the Recipient or any of its Related Parties to provide such 
item of Confidential Information if the Recipient or any of the Related Parties do not agree in 
writing to apply such controls.   

(e) Nothing in this Agreement shall require the Port Authority to tender or provide 
access to or possession of any Confidential Information to the Recipient or its Related Parties, 
whether or not the requirements of this Agreement are otherwise satisfied.  However, if such 
Confidential Information is provided and accepted, the Recipient and its Related Parties shall 
abide by the terms, conditions and requirements of this Agreement.   

(f) The Recipient and each Related Party agrees to be responsible for enforcing the 
provisions of this Agreement with respect to its Related Parties, in accordance with the 
Confidentiality Control Procedures.  Except as required by law pursuant to written advice of 
competent legal counsel, or with the Port Authority’s prior written consent, neither the Recipient, 
nor any of the Related Parties shall disclose to any third party, person or entity: (i) any 
Confidential Information under circumstances where the Recipient is not fully satisfied that the 
person or entity to whom such disclosure is about to be made shall act in accordance with the 
Confidentiality Control Procedures whether or not such person or entity has agreed in writing to 
be bound by the terms of this Agreement or any “Acknowledgement” of its terms or (ii) the fact 
that Confidential Information has been made available to the Recipient or such Related Parties, 
or the content or import of such Confidential Information. The Recipient is responsible for 
collecting and managing the Acknowledgments signed by Related Parties pursuant to this 
Agreement.  Recipient shall, at the Port Authority’s request, provide the Port Authority a list of 
all Related Parties who have signed an Acknowledgment, and copies of such Acknowledgments.   
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(g) As to all Confidential Information provided by or on behalf of the Port Authority, 
nothing in this Agreement shall constitute or be construed as a waiver of any public interest 
privilege or other protections established under applicable state or federal law.  

 
3. Disclosures and Discovery Requests.  If a subpoena, discovery request, Court Order, 
Freedom of Information Request, or any other request or demand authorized by law seeking 
disclosure of the Confidential Information is received by the Recipient or any Related Party, 
Recipient shall notify the Port Authority thereof with sufficient promptness so as to enable the 
Port Authority to investigate the circumstances, prepare any appropriate documentation and seek 
to quash the subpoena, to seek a protective order, or to take such other action regarding the 
request as it deems appropriate.  In the absence of a protective order, disclosure shall be made, in 
consultation with the Port Authority, of only that part of the Confidential Information as is 
legally required to be disclosed.  If at any time Confidential Information is disclosed in violation 
of this Agreement, the Recipient shall immediately give the Port Authority written notice of that 
fact and a detailed account of the circumstances regarding such disclosure to the Port Authority. 

4. Retention Limitations; Return of Confidential Information.  Upon the earlier 
occurrence of either the Port Authority's written request or completion of Recipient's need for 
any or all Confidential Information, such Confidential Information, all writings and material 
describing, analyzing or containing any part of such Confidential Information, including any and 
all portions of Confidential Information that may be stored, depicted or contained in electronic or 
other media and all copies of the foregoing shall be promptly delivered to the Port Authority at 
Recipient's expense.  In addition, as to Confidential Information that may be stored in electronic 
or other form, such Confidential Information shall be completely removed so as to make such 
Confidential Information incapable of being recovered from all computer databases of the 
Recipient and all Related Parties.  The Recipient may request in writing that the Port Authority 
consent to destruction of Confidential Information, writings and materials in lieu of delivery 
thereof to the Port Authority.  The Port Authority shall not unreasonably withhold its consent to 
such request.  If the Port Authority consents to such destruction, the Recipient and each Related 
Party shall deliver to the Port Authority a written certification by Recipient and such Related 
Party that such Confidential Information, writings and materials have been so destroyed within 
such period as may be imposed by the Port Authority.  Notwithstanding the foregoing, to the 
extent required for legal or compliance purposes, the Recipient may retain a copy of Confidential 
Information, provided that (a) the Port Authority is notified in writing of such retention, and (b) 
Recipient continues to abide by the requirements of this Agreement with respect to the protection 
of such Confidential Information.  

5. Duration and Survival of Confidentiality Obligations.  The obligations under this 
Agreement shall be perpetual (unless otherwise provided in this Agreement) or until such time as 
the Confidential Information is no longer considered confidential and/or privileged by the Port 
Authority. 

6. Severability.  Each provision of this Agreement is severable and if a court should find 
any provision of this Agreement to be unenforceable, all other provisions of this Agreement shall 
remain in full force and effect. 
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7. Injunctive and Other Relief.  Recipient and each Related Party acknowledges that the 
unauthorized disclosure and handling of Confidential Information is likely to have a material 
adverse and detrimental impact on public safety and security and could significantly endanger 
the Port Authority, its facilities (including, without limitation, the Project site), its patrons and 
the general public and that damages at law are an inadequate remedy for any breach, or 
threatened breach, of this Agreement by Recipient or its Related Parties.  The Port Authority 
shall be entitled, in addition to all other rights or remedies, to seek such restraining orders and 
injunctions as it may deem appropriate for any breach of this Agreement, without being required 
to show any actual damage or to post any bond or other security.   

8. Governing Law.  This Agreement shall be governed by and construed in accordance 
with the laws of the State of New York, without regard to conflict of laws principles.  The Port 
Authority (subject to the terms of the Port Authority Legislation (as defined below)) and the 
Recipient specifically and irrevocably consent to the exclusive jurisdiction of any federal or state 
court in the County of New York and State of New York with respect to all matters concerning 
this Agreement and its enforcement.  The Port Authority (subject to the terms of the Port 
Authority Legislation (as defined below)) and the Recipient agree that the execution and 
performance of this Agreement shall have a New York situs and, accordingly, they each consent 
(and solely with respect to the Port Authority, subject to the terms of the Port Authority 
Legislation (as defined below)) to personal jurisdiction in the State of New York for all purposes 
and proceedings arising from this Agreement.  “Port Authority Legislation” shall mean the 
concurrent legislation of the State of New York and State of New Jersey set forth at Chapter 301 
of the Laws of New York of 1950, as amended by Chapter 938 of the Laws of New York of 
1974 (McKinney’s Unconsolidated Laws §§7101-7112) and Chapter 204 of the Laws of New 
Jersey of 1951 (N.J.S.A. 32:1-157 to 32:1-168).   

9. Notices.  Any notice, demand or other communication (each, a “notice”) that is given or 
rendered pursuant to this Agreement by either party to the other party, shall be: (i) given or 
rendered, in writing, (ii) addressed to the other party at its required address(es) for notices 
delivered to it as set forth below, and (iii) delivered by either (x) hand delivery, or (y) nationally 
recognized courier service (e.g., Federal Express, Express Mail).  Any such notice shall be 
deemed given or rendered, and effective for purposes of this Agreement, as of the date actually 
delivered to the other party at such address(es) (whether or not the same is then received by other 
party due to a change of address of which no notice was given, or any rejection or refusal to 
accept delivery).  Notices from either party (to the other) may be given by its counsel. 

  The required address(es) of each party for notices delivered to it is (are) as set forth 
below.  Each party, however, may, from time to time, designate an additional or substitute 
required address(es) for notices delivered to it, provided that such designation must be made by 
notice given in accordance with this Paragraph 9. 
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If to the Port  
Authority: 

___________________________________ 
___________________________________ 
The Port Authority of New York and New Jersey 
225 Park Avenue South, __th Floor 
New York, NY  10003 
 

  with a copy to: The Port Authority of New York and New Jersey 
225 Park Avenue South - 15th Floor 
New York, NY  10003 

Attn: General Counsel 
 

If to the Recipient: 
 

_______________________________ 
_______________________________ 
_______________________________ 
 

  with a copy to: _______________________________ 
_______________________________ 
_______________________________ 
 

 
10. Entire Agreement.  This Agreement contains the complete statement of all the 
agreements among the parties hereto with respect to the subject matter thereof, and all prior 
agreements among the parties hereto respecting the subject matter hereof, whether written or 
oral, are merged herein and shall be of no further force or effect.  This Agreement may not be 
changed, modified, discharged, or terminated, except by an instrument in writing signed by all of 
the parties hereto. 

11. Counterparts.  This Agreement may be executed in one or more counterparts, each of 
which shall be deemed to be an original, but all of which shall be one and the same document. 

12. Parties Bound.  This Agreement shall be binding upon the Recipient and its respective 
successors.  The foregoing shall not be affected by the failure of any Related Party to join in this 
Agreement or to execute and deliver an Acknowledgement hereof.   

13. Authority.  The undersigned individual(s) executing this Agreement on behalf of the 
Recipient below represent(s) that they are authorized to execute this Agreement on behalf of the 
Recipient and to legally bind such party. 

14. Disclosure of Ownership Rights or License.  Nothing contained herein shall be 
construed as the granting or conferring by the Port Authority of any rights by ownership, license 
or otherwise in any Information. 

15. No Liability.  Neither the Commissioners of the Port Authority, nor any of them, nor any 
officer, agent or employee thereof, shall be charged personally by the Recipient with any 
liability, or held liable to the Recipient under any term or provision of this Agreement, or 
because of its execution or attempted execution or because of any breach, or attempted or alleged 
breach thereof.   
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16. Construction.  This Agreement is the joint product of the parties hereto and each 
provision of this Agreement has been subject to the mutual consultation, negotiation, and 
agreement of the parties hereto, and shall not be construed for or against any party hereto.  The 
captions of the various sections in this Agreement are for convenience only and do not, and shall 
not be deemed to, define, limit or construe the contents of such Sections. 

[No further text on this page; signatures appear on next page] 
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IN WITNESS WHEREOF, the Recipient has executed this Agreement as of the date first 

above written.  
 

Dated: New York, New York 
 ____________ ____, _____ 
 
RECIPIENT: 
__________________________________________ 
 
By:          
 
Title:         
 
Date:         
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EXHIBIT A 

 
ACKNOWLEDGMENT BY RELATED PARTY ENTITY 

 
 
 
The undersigned, ___________________________________ (name of authorized signatory), is 
the ____________________(Title) of ____________________________ (name of entity), a 
__________________________________________(type of entity and jurisdiction of formation) 
(“Related Party”), located at ____________________________________________________ 
(address of entity), and is duly authorized to execute this Acknowledgment on behalf of the 
above Related Party.  The above Related Party is involved with the functions of 
______________________________________ (describe scope of work of Related Party) in 
connection with _____________________________________________________(describe 
Project) for The Port Authority of New York and New Jersey (the “Port Authority”).  I 
acknowledge and confirm that the above named Related Party has been provided with a copy of 
and shall be bound and shall abide by all of the terms, requirements and conditions set forth in 
the Non Disclosure and Confidentiality Agreement dated _______ ____, _____, between 
_________________________  (the “Recipient”) and the Port Authority (hereinafter the 
“Agreement”), and by the Port Authority Handbook described in the Agreement.  Appropriate 
and responsible officers and employees of the Related Party have carefully read and understand 
the terms and conditions of the Agreement.  The Related Party has notice and acknowledges that 
any breach or violation of such terms, requirements and conditions may result in the imposition 
of remedies or sanctions as set forth or otherwise described therein against such Related Party.   
 
 
 

Signed:            __________________________________ 
Print Name: __________________________________ 
Title:  __________________________________ 
Date:  __________________________________ 
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ACKNOWLEDGMENT BY RELATED PARTY INDIVIDUAL 
 

 
 I, _____________________________________ (name of employee) (“Related Party”), 
am employed as a(n) ___________________________________(job title) by 
___________________________________ (name of employer).  I have been provided with and 
have read the Non Disclosure and Confidentiality Agreement between 
____________________________ (the “Recipient”) and The Port Authority of New York and 
New Jersey (the “Port Authority”) dated _______ ____, _____ (hereinafter the “Agreement”), 
and the Port Authority Handbook attached to the Agreement.  I understand that because of my 
employer’s relationship with ________________________________ (name of Recipient, or the 
Port Authority if Related Party Individual is an employee of Recipient), both my employer and I 
may be provided with access to, and/or copies of, sensitive security materials or confidential 
information.  If it is required for me to review or receive Confidential Information, as it is 
defined in the aforementioned Agreement, I acknowledge that I will be bound by each and every 
term and provision contained therein, and that failure to do so may include, but is not limited to, 
the imposition of disciplinary action and sanctions, and/or the institution of legal action seeking 
injunctive relief, monetary and/or criminal penalties for violation of law and/or Port Authority 
policies and procedures, as well as for violation of federal and/or state regulations.  
 
 To the extent that I am currently in the possession of, or have previously come into 
contact with, marked information as it relates to the aforementioned Agreement, I agree to 
conform my handling procedures for Confidential Information to the practices and procedures set 
forth and defined herein, or risk loss of access to said Information, removal from said Project 
and/or subjecting myself to the aforementioned disciplinary actions and/or civil and criminal 
penalties. 
 
 

 
 

Signed:            __________________________________ 
Print Name: __________________________________ 
Title:  __________________________________ 
Date:  __________________________________ 

 


	  The required address(es) of each party for notices delivered to it is (are) as set forth below.  Each party, however, may, from time to time, designate an additional or substitute required address(es) for notices delivered to it, provided that such designation must be made by notice given in accordance with this Paragraph 9.

