4 World Trade Center, 130 Greenwich Street,2 §st Floor,New York, NY 10
PORT AUTHORITY TRARS-RIVEESER SR R0 RGO

e

Qurets

Page10f 6
Date 11/18/20t5

REQUEST FOR QUOTATION

Contact personiTelephone

Nancy Ubilla/212-435-4605

Collective#t / f Bid Due Date
0000044493 / /121092015

Bids must be received no later than 11:00 AM on
the above Bid Due Date,

Deliver GoodsfServices To:
Path

Foot of Cape May Road
Harrison NJ 07029

Quantity

Description

Unit Price Total

Supply and deliver PATH SmartLink Cards as specified in the
"Port Authority Trans-Hudonson SmartLink Card Technical
Specifications, Revision A, October 26, 2006".

Three (3) Year Requirements Contract to commence on or
about 141/16 - 12/31118.

The minimum order per delivery will be 40,000 cards,

Delivery to:

PATH Corporation
Attn: Robert Brink
122 Academy Street
Jersey Coly, NJ 07302

A price preference of 10 % Is available for NY/NJ Minority and
Women Business Enterprises (MAWBE) or 5% for NY/NJ
Small Business Enterprises {SBE) certified by the Port
Authority (PA) by the day before bid opening for awards not
exceeding $1,000,000. My firm was certified as a

on,

EXTENSION PERIOD:

The Port Authority shall have the absolute right to extend the
Basa Term for an additional period of up to one hundred and
twenty (120) days subsequent fo the Expiration Date of the
Base Term. The prices quoled by the Contractor for base

PLEASE QUOTE FULLY DELIVERED PRICES

PAYMENT

TERMS

Total Delivored Price

This Quotation Is subject to the terms and conditions set forth on the back page hereof. Bidder Is advised to read these before signing.

We have read the instructions and, if favored with an order, we agree to
furnish the items enumerated herein at the prices and under the conditions

NOTICE TO BIDDERS: Unless the following {erm of assurance
that the above offer is irrevocable is signed, the offer submitted

indicated. Bidder herein shall not be deemed to be complete.

Signed Must The foregoing offer shall be irrevocable for 90 days after the date
Firm Nama S:g" on which The PORT AUTHORITY TRANS-HUDSON

Telephene number Date Two CORPORATION opens this proposal.

Fax Number Places Signed Date

Federal Taxpayer ID

Firm Name




4 World Trade Center, 130 Greenwich Street, 2 Ist Floor,New York, NY 10
PORT AUTHORITY TRAMS-GIDEA N QORI

Oexdty

REQUEST FOR QUOTATION

Page2 Of 6
Date 11/18/2015

Bid Due Dale
12/09/2015

Quantity Description

Unit Price

Total

TERMINATION:

the nolice of termination.

period shall remain in effect during this Extension Pericd
without any adjustment. The Porl Authority wili advise the
Contractor in writing, if the term is so extended, at least thirty
(30) days prior to {he expiration date,

The Port Authority may terminate this Confract with or without
cause at any time upon five () days wrilten notice to the
Vendor and in such an event this Contract shall cease and
expire on the date set forth in the nolice of termination as fully
and completely as though such date was the original
expiration date. Such cancellation shall be without prejudice
to the rights and obligations of the parlies arising out of
portiens of this agreement already performed but no
allowance shall be made for anticipaled profits. The Vendor
shall complele delivery of all items ordered before receipt of

This is not o be considered an order for delivery, but merely,
upon issuance, vendor shall be bound to honor requests from
the facllities for the materials shown for the period,
commencing on January 1, 2016 - December 31, 2018.
Quantilies shown are estimales only and constitute no
guarantee what quantity, if any may actually be called for.

PLEASE QUOTE FULLY DELIVERED PRICES|

PAYMENT

TERMS

Total Dslivered Price

This Quotation Is subject to the terms and condltions set forth on the back page hereof. Bidder is advised to read these before signing.

We have read the instructions and, if favored with an order, we agree to
furnish the items enumerated herein al the prices and under the conditions

NOTICE TO BIDDERS: Unless the following term of assurance
that the above offer is irrevocable is signed, the offer submitted
herein shall not be deemed to be complete.

The foregoing offer shall be irrevocable for 90 days after the dale
on which The PORT AUTHORITY TRANS-HUDSON

indicated. Sidder
Signed Must
Firm Name
Telephone number Date CORPORATION opens this proposal.
Fax Number Signed

Firm Name

Federal Taxpayer ID




4 World Trade Center, 150 Greenwich Street, 2 st Floor,New York, NY 10
PORT AUTHORITY TRANS-RUEEGER CEFEGRETIDR

fale ot

REQUEST FOR QUOTATION

Page3Of 6
Date 11/18/2015

Bid Due Date
12092015

Quantity

Description

Unit Price

Total

This Is a Formal Bid Invitation
Mail Sealed Bids to:

The Port Authority of NY & NJ
Aftn: Bid Custodian

Procurement Department

4 Worid Trade Center

150 Greenwich Streel, 21st Fioor
New York, NY 10007

by the dale and time listed above, where it will be publicly
opened and read.

If you do not use or have an envelope provided, you must
clearly mark the outside envelope/package with 'BID
ENCLOSED' and show the company name, address, as well
as Bid number and Due date as stated on this bid document.

Bids are only accepted Monday through Friday, excluding Port
Authorily holidays, between the hours of 8 AM. & 5 P.M., via
regular mail, express delivery service or hand delivery.
Express carrier deliveries by commercial vehicles can be
made via vendors approved by Silverstein Properlies, the 4
World Trade Center (4WTC) Property Manager, through the
Vehicle Security Center (VSC). Presently, UPS is the only
delivery vendor with approved recurring delivery limes,

There is extensive security at the Worid Trade Center Site.
individuals must present a valid government-issued photo 1D

PLEASE QUOTE FULLY DELIVERED PRICES,

PAYMENT
TERMS

Total Delivered Price

This Quotation Is subject to the terms and conditions set forth on the back page hereof. Bidder is advised to read these before signing.

We have read the instruclions and, if favored with an order, we agree lo
furnish the items enumerated herein at the prices and under the conditions

NOTICE TO BIDDERS: Unless the following term of assurance
that the above offer is irrevocable is signed, the offer submitted
herein shall not be deemed to be complete.

indicated. Bidder
Signed Must The foregoing offer shall be irrevocable for 90 days after the date
Firm Name SI':" on which The PORT AUTHORITY TRANS-HUDSON

Telephone number Date Ywo CORPORATION opens this proposal.

Fax Number Places Signed Date

Federal Taxpayer iD

Firm Name




4 World Trade Center, 150 Greenwich Street,21st Floor,New York, NY 101
PORT AUTHORITY VRAS-MIDSOR ORHEOREION

el

Paged Of 4
Date 1 1/18/2015

REQUEST FOR QUOTATION

Bid Due Dale
12/09/2015

Quantity

Description

Unit Price Total

to enter 4 WTC, Individuals without packagés$ or carrying small
packages or boxes that can be conveyed by hand or on a
hand truck may enter through the lobby. All envelopes,
packages and boxes may be subjecl to additional security
screening.

There is no parking avaifable at 4 WTC/150 Greenwich Street,
and parking in the surrounding area is exiremely limited.

A valid government-issued photo ID is required to gain access
inte the building to attend {he bid opening or hand deliver a
bid.

Bids that are nol received by the bid custodian by the
scheduled bid opening date will be considered lale.

PATH - Smart Link Cards

Estimated Qly Unit Price Total Est. 3 Year
Coniract Price

270,000 {cards} x 3% =%

(The minimum order per delivery will be 40,000 cards)

PAYMENT
TERMS
PLEASE QUOTE FULLY DELIVERED PRICES

Total Dalivered Price

This Quetation Is subject to the terms and conditions set forth on the back page hereof. Bidder |s advised to read these before signing.

We have read the instructions and, if favored wilh an order, we agree to
furnish the items enumerated herein at the prices and under the conditions

NOTICE TO BIDDERS: Unless the following term of assurance
that the above offer is irrevocable is signed, the offer submitted
herein shall not be deemed to be complete,

indicated. Bidder
Signed Must The foregoing offer shall be irrevocable for 950 days after the date
Firm Name 5:3" on which The PORT AUTHORITY TRANS-HUDSON

Telephone number Date Two CORPQRATION opens this proposal.

Fax Number Places Signed Date

Federal Taxpayer ID

Firm Name




4 World Trade Center, 150 Greenwich Street,21st Floor,New York, NY ]0

PORT AUTHORITY 1SS S-MEEON] EEMENRETDM T—ﬂ
Frestt Page SOf ¢

Date 11/18/2015
REQUEST FOR QUOTATION

Bid Due Dale
12109/2015
Quantity Description Unit Price Total
The item covers the following services:

1.00 Smart Link Cards, 3Yr Requirements Contr

PAYMENT

TERMS

PLEASE QUOTE FULLY DELIVERED PRICES Total Delivered Price

This Quotation is subject to the terms and conditions set forth on the back page hereof. Bidder Is advised to read these before signing.
We have read the instructions and, if favored with an order, we agree to NOTICE TO BIDDERS: Unless the following term of assurance
furnish the items enumerated herein al the prices and under the conditions that the above offer is frrevocable is signed, the offer submitted
herein shall not be deemed to be complete.

indicated, Bldder
Signed Must The foregoing offer shail be irrevocable for 90 days after the date
Firm Name S:ﬁ“ on which The PORT AUTHORITY TRANS-HUDSON

Telephone number Date Two CORPORATION opens this proposal.

Fax Number Placas Signed Date

Federal Taxpayer ID Firm Name
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Date 11/18/2015

PA280/3-03

TERMS AND CONDITIONS

1. The Port Authority (PA) reserves the right lo request information relating to selier's responsiblity, experience and
capability to perform the work.

2. Unless otherwise provided, complete shipment of all items must be in one delivery FOB delivery point. Payment
will not be made on partial deliveries unless authorized in advance by the party to be charged and the discount, if
any, will be taken on the total order.

3. PA payment terms are net 30 days. Cash discounts for prompt payment of invoices may be taken but will not be
considered in determining award, except in the case of tie bids.

4, Separate unit and total FOB delivered prices must be shown.
5. Sales to the PA and to PATH are currently exempt from New York and New Jersey State and local taxes and

generally from federal taxation. The seller certifies that there are no federal, state, municipal or any other taxes

included in the prices shown hereon.
6. The PA shall have the absolute right to reject any or all proposals or to accept any proposal in whole or part and

to waive defects in proposals.

7. Unless the phrase "no substitute” is indicated, bidder may offer alternate manufacturer / brands, which shall be
subject to Port Authority approval. Please indicate details of product being offered with bid.

8. Acceptance of seller's offer will be only by Purchase Order Form signed by the PA. No change shall be made in
the agreement except in writing.

9. If the seller fails to perform in accordance with the terms of this purchase order, the PA may obtain the goods or
services from another contractor and charge the seller the difference in price, if any, a reletting cost of $100, plus
any other damages to the PA,

10. Upon request, sellers are encouraged to extend the terms and conditions of any terms agreement with the PA
to other government and quasi-government entities by separate agreement.

11. By signing this quotation or bid, the seller certifies to all statements on Form PA 3764A regarding non-collusive
bidding; compliance with the PA Code of Ethics; and the existence of investigations, indictments, convictions,
suspensions, terminations, debarments and other stated occurrences to assist the PA in determining whether there
are integrily issues which would prevent award of the contract to the seller. The PA has adopted a policy set forth
in full on PA 3764A, that it will honor a determination by an agency of the State of New York or New Jersey that a
bidder is not eligible to bid on or be awarded public contracts because the bidder has been determined to have
engaged in illegal or dishonest conduct or to have violated prevailing wage legisiation. The Terms and Conditions
of PA 3764A apply to this order. A copy can be oblained by calling (212) 435-4600 or at
http:/iwww.panynj.gov/business-opportunities/become-vendor.himl

12. The vendor may subcontract the services or use a supplier for the furnishing of materials required hereunder to
such persons or entities as the Manager, Purchasing Services may from time to time expressly approve in writing.
All further subcontracting shall also be subject to such approval.

13. The successful bidder (vendor) shall not issue nor permit to be issued any press release, advertisement, or
literature of any kind, which refers to the Port Authority or that goods will be, are being or have been provided to it
and/or that services wili be, are being or have been performed for it in connection with this Agreement, unless the
vendor first obtains the written approval of the Port Authority. Such approval may be withheld if for any reason the
Port Authorily believes that the publication of such information would be harmful to the public interest or is in any
way undesirable.

14.Neither the Commissioners of the Port Authority, nor Directors of PATH, nor any of them, nor any officer, agent
or employee thereof, shall be charged personally by the Contractor with any iiability, or held personaliy liable to the
Contractor under any term or provision of this Agreement, or because of its execution or altempled execution, or
because of any breach, or attempted or alleged breach, thereof.
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PATH SmariLink Specifieation
Revision A, October 26, 2006

1.0 INTRODUCTION

This specification defines the requirements for the Port Authority Trans-Hudson (PATH) smart card fare
media called the SmartLink™™ (SL) card, The SL card is a contactless proximity card used in the PATH
Regional Fare Collection System (PRFCS). The PRFCS system supplier is Cubic Transportation
Systems (CTS). The integrated circuit chip for SL fare media shall be the Philips DESFire chip and SI,
card shall conform to the relevant sections of the attached Regional Interoperability Standard for
Electronic Transit Fare Payments (RIS) and relevant CTS documents referenced in this specification.
The version of DESFire chip selected shall be compatible with the existing PRFCS SmartLink card

readers,

20 TECHNICAL REQUIREMENTS

The technical requirements of the SL card are based upon the relevant sections of the following RIS
specification and the CTS documents (Optional items stated in each document are clarified accordingly):

* Regional Interoperability Standard for Electronic Transit Fare Payments (RIS) 3.6, Part-2

Version 2,01
o Item 7.2 - Lot ID Number ~ not required
o ltem 7,5 — Manufacturer Information Lot Code — not required
o Item 7.6 — Generation of Cross Reference Look-up Table — not required
o Item 7.7 — Manufacturers’ Early Access Scheme — required, This number identifies the

chip manufacturer and the type of card. The four digit prefix in the serial number printed
on the card is “0161” — Which is the code for Philips-DESFire chip for the SmartLink
card, ‘

¢ CTS Drawing 4300-01002 Rev. F, Tabulated Specification Control Drawing, CSC Philips

DESFire, 4Kb ' :

* CTS Document 8500-62003 Rev. F.00, Design Information Bulletin for the Nextfare ™ Smart
Card Serialization and Printing

o Item 2,] ~ Electronic Serial Number — required,

o Item 3.2.2 ~ Printing of Batch ID & Soft Serial Number. Batch ID — required to be
printed on the lower left hand corner of the card (“MMYYWW?”, where MM = card
manufacturer, Y'Y = year of manufacture, WW = week of card manufacture), Soft Serial
Number — not required to be printed.

CTS Document 9387-31001 Rev. B, Art, Front, SmartLink
CTS Document 9387-31002-2 Rev, C, Art, Back, Full

The above documents specify the card and the printing on the card. These documents are attached in the
Appendix.

Page |




PATH SmartLink Specification
Revision A, October 26, 2006

30 MANUFACTURING REQUIREMENTS

31 SECURITY CONTROL

The SL card supplier shall keep track of all materials utilized in the production of the SL cards, The SL
cards shall be manufactured in a secure area, accessible only to personnel who are involved in the
manufacture and handling of the SL cards. An account shall be kept of all SL cards at all times during
production, packaging, and delivery. The SL supplier shall furnish a certified record of the SL cards
produced in a form registered by the production equipment, The SL cards shall be packed under the
supervision of responsible personnel and be kept in a secure location before shipment. A manufacturer's
batch identification number shall be printed at the back of SL cards as defined in the CTS document —
Design Information Bulletin for the Nextfare Smart Card Serialization and Printing.

3.2 DISPOSAL OF SURPLUS MATERIALS, SCRAP AND REJECTED FARE MEDIA

All surplus SL cards generated during production, scrap and rejected SL cards shall be disposed of in a
manner that renders the SL cards unusable and that is acceptable to PATH, and with a certified record of
disposal. All artwork and related material used in the manufacture of PATH SL cards shall be delivered
with the final shipment of fate media. All special tools, dies or like items manufactured for the
production of PATH SL cards shall be surrendered to PATH on demand.

3.3 CERTIFICATION

The SL supplier shall test and certify that the material used in the fabrication of the SL card meets all the
requirements of this specification.

PATH reserves the right to review the supplier's test data and supporting documentation and to conduct
independent tests on delivered fare media prior to acceptance. The same shall apply to the security
control requirements described in sections 3.1 and 3.2.

34 QUALITY ASSURANCE

A detailed Quality Assurance Plan specific to this product, detailing inspections, tests, procedures,
sampling frequencies and required results must be submitted to and approved by PATH within 30
calendar days after contract award. The Quality Assurance Plan cannot be revised without PATH
approval,

3 4.1 Proofs

Following an award PATH will require three sets of Proofs of the completed SL card for inspection and
approval prior to final printing. Proofs should be sent directly to:

Nuri Hamidi

Port Authority — TSD
I Madison Avenue

7™ Floor

New York, NY 10010
Tel. (212) 435-3231

Page 2



PATH SmartLink Specification
Revision A, October 26, 2006

40 PHYSICAL CHARACTERISTICS

4.1 DEFECTS

The SL card shall be free of all defects which impair their in-service performance; e.g., surface
blemishes, loose dirt, fuzz, residual chemicals, abrasive material, holes, cracks, breaks, dents, edge and
corner irregularities as defined, burrs or sharp corners on any edge, loss of or blurred graphics or texts,

efc.

42  FINISH

SL card shall be free of burrs, splinters, and sharp edges. Samples shall be submitted to PATH for
approval before production run.

43 COLORS AND GRAPHICS

The base color material shall be white. The colors of the pre-printed graphics and text shall be as per the
CTS documentation. The graphics shall be legible and shall not smear, transfer, or wear during normal ‘

handling,

4.3.1 GRAPHICS DESCRIPTION
The SL card graphics shall conform to the artwork provided at the time of bid.

50 DELIVERY

5.1 DELIVERY ADDRESS
All production fare media shall be delivered as specified in the purchase order.

5.2 DELIVERY SCHEDULE
The delivery schedules shall be specified in the purchase order.

53 SECURITY MEASURE ON DELIVERY

The production SL cards shall be packed as per the RIS specification and must be labeled with name of
manufacturer, production run number, type of fare media, total quantity shipped, quantity for each box,
and each box should be numbered in relation to total number of boxes (i.e. 1 of 40). If specified in the
purchase order the production SL cards shall be jointly inspected by the representatives of the fare media
supplier and PATH at the time of packing into the boxes.

Page 3
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APPENDIX
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The Greater New York & New Jersey Metropolitan Region
New York 4 New Jersey + Connecticut ¢ Pennsylvanla

REGIONAL INTEROPERABILITY STANDARD
FOR

ELECTRONIC TRANSIT FARE PAYMENTS (RIS)®

PART 2 PiCC, PCD AND CID PHYSICAL AND ELECTRICAL SPECIFICATION
RIS 3.6
Part-2 Version 2.01
July 1, 2005

Propiielery and Conifidential
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PATH SmartLink Specification
Revision A, Oclober 26, 2006

REGIONAL INTEROPERABILITY STANDARD FOR ELECTRONIC TRANSIT FARE PAYMENTS®

PART 2 PICC, PCD AND CID PHYSICAL AND ELECTRICAL SPECIFICATION

PREFACE

o] LITY OF Docuy :

Regional Interoperability Standard for Eleclronic Transit Fare Payments

Copyright © 2002 - 2005 by Office of Reglonal Smar Card Programs, Port Authority of New
York and New Jersey

All rights reserved. No part of this document may be reproduced In any for, by photocopy,
facsimile, microfiim, electronic copy, xerography or any other meens whaisoever, or
Incorporated into any Information relrieval system, electronic or mechenical, without the express
written permisslon of the Office of Reglonal Smart Card Programs, Port Authority of New York
and New Jersey (Port Authority).

The objective of thls document |s to further the standardization of the Infeace hetween
proximity Integrated circuit cards (PICC's) and proximity coupling devices (PCD's). The
information within thls document Is offered free of charge and may be Incorporated, with written
permission from the Port Authority, within a business system solution In order to further this
objeclive. The Port Authority prohibits the licensing or charging of fees for use of any portion of
this Reglona! Interoperabliity Standard for Electronlc Translt Fare Payments (RIS). Any
llcensing or cherging for use and/or development of any and all derlvatives of this specification
is similarly prohibited.

Document Control

Documeant file name: RIS-3.6-Part-2-v2.01 014ul2005.doc

Property of: The Port Authorlty of New York and New Jersey
Issue Date: Juiy 1, 2005

Status: Part-2 Verslon 3 Revlslon 2.01

Revislon History

Revislon ~:|Dalé *{Descripion’of change ™~ 7+ SR T

1.00 06/30/2003  [Release of Regional Interoperabllity Standard Verslon 3
Initial release of Part 2 PICC, PCD and ClD Physical and Electricel
Specliication

1.10 09/10/2003  |Updated fo Incorporate selected comments provided voluntarily from
rhlrd pertles nvited to revilew Version 1.00,

1.11 1200112003  |Updated with revised fomat

2,00 06/30/2004  {Updated with Limited Use per pending ISONEC 14443 requirements
and proposed early manufacturers' ID; updated to comply with RIS
formatting standard -

201 07/01/2005 _ {Updated copyright range, header format, flle hame

Copyright® 2002-2005 by Office of Reglons] Smad Card Programs, Post Authordty of New Yark 2nd New Jersey. AH dghts reserved. Page

Page 7




PATH SmartLink Specification
Revision A, October 26, 2006

REGIONAL INTEROPERABILITY STANDARD FOR ELECTRONIC TRANSIT FARE PAYMENTS®

PART 2 PICC, PCD AND CID PHYSICAL AND ELECTRICAL SPECIFICATION

Commitment to an Open Standard

All agencles, vendors and Individuals providing comments, corrections or addftfons fo the RIS
documentation are required to sign a binding leiter of agreement that confirms their wiliingness
to abide by the terms of use defined within the RIS Intellectual Property Rights (IPR) Polfcy. A
copy of the Binding Letter of Agreement for Intelfoctual Properly (IP) Usage intent Is Included In
Appendlx B of this deoument.

DISCLAIMER:

While PANYNJ reasonably belleves that the RIS contalns no propretary/confidential
information, trade secrets or intellectual or othar property of third persons, it does not represent
or warrant this. Therefora, PANYNJ assumes no risk or responsibiiity of third parly claims
arlsing out of the use of the RIS. Any panty rmaking use of the RIS agrees to release RPANYNJ
from all liabllity In connection therewith, and they further agree fo defend, indemnify and hold
harmless PANYNJ agalnst any clalims by third persons based upon thelr use of the RIS.

Further, any parly that makes use of the RIS does so at its own risk. PANYNJ assumes ne
respensibility for any element of any implementation of the RIS, whether in whole or in part,
including — but not limited to ~ system design, performance, integrity, operabllity, cost or
malntalnablfity,

Copyright® 2002-2005 by Ofics of Reglonal Sman Card Programs, Port Auiorty of New York and M ew Jersey. AN fights reserved, Page i
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PATH SmartLink Speclfication
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REGIONAL INTEROPERABILITY STANDARD FOR ELEGTRONIC TRANSIT FARE PAYMENTS®
PART 2 PICC, PCD AND CID PHYSICAL AND ELECTRICAL SPECIFICATION
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Table of Aaronyms

ADA. American Disabllities Act.

AES: Advanced Encryption Standard

AFC: Automafio Fare Gollection

AFI: Appiication Family Identifler

AlD: Application identifier

ALPO: Account Linked Product Object

ALPOX: Account Linked Product Object Extenslon

ANSH; . { American Nalional Standards Insfitute

APDU; Appiioalion Pretoco) Data Unit

APl | Application Program interface ‘

APTA: '} Ameriean Publio Transportation Assoclation

ASK o _Amplltude snm Keying o

ATQAY | Answer To Request type A

ATORB: Answer To Request typs B

ATRA: | Advanced Transit Assoclation

AVM; Automatio Vending Machine °

AVPQ! Aulo Value Product Objeot ]

AVPOX: | Auto \ Value Product Object Extenslon -

bps: bite per second

Bps: Bytes per second

BPSK: Binary Phase Shift Keying

ClD:. Card (PICC} Interface Davice

'cOos: Card Operating Wstem

CsC; Cortacliess Smart Card

CSR: ‘Cuglomer Service Representative

DAC: .| Data, Aulhenl!catfon Code

BEA © 1 Digitad’ Encryption Algorithm

DES: 1 Data Encryplion Standard

DIC: Directory Index Object ‘

DIOX: Direstory Index Object Extenslon

3DES | Triple DES

DPA: Differential Power Analysls

EEPROM: Electrically Erasable Programmable Read Only Memory

E_M N i Embedded Mlcropmoessor (PICC) o

EMV: Europay MasterCard Visa

ESD: .1 Electro Statlo Discharge

e Integrated Clroult N

ISO: ) Internaflonal Standards Organization

K (ky: Kilo {as in Kilo bytes)
1 KGy: Kilo grays .

LAN Local Area Nelwo;k

Lu: Limited Use Smart Card !

MAG:; Magnetic [

MRAM: Magneleresistive Random Access Memory !
| Me: Mitlion Bytes or Mega Byles = i
! MFM: Modified Frequency Modulation :
] Mhz: Miilion Hertz or Mega Hertz !
i ML: ‘ Memory Logie {Such as Limited Use CSC} t
j mseo: Miliisecond |
t NRZ-L: Non-Return o Zero Level - !
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neeo,
NYCT:
O0K!
(8153
OTP:
PANYNJ
PCD: B
PEY, IPEFG
PHPO:
.PHPOX
PICC:

. Plo'
piox:
PO;
POCS:
P&TPO
PVGC:
RAM:
RIS

RF:
RFi0:

SAM:
SBC:

Si:

SJT:
SV:
SVA&TPPO
SVT:
TAPO;
TCIP:
THO:
T-Purse;
TVM:;
uID:
1us:

ROM:

nanosecond

New York City Transil’
On/ONR Keying
Operating System

‘One Time Programmable

Port Authorily of New York & New Jersey

1 Proximity Coupling Device
Polyethylene TefephflhafatelGIyool

PICC Holder Profile Object

[PICG Holder Profite Object Exlension
Proximity Integrated Circuit Card
_Product Index Object

Product Index Extenslon
Product Object

Point of Sale

Pass and Transfer Product Object
Polyvinyle Chloride
Random Access Memory

Reglonal interoperablilty Standard

Radio Frequency

"Radlo Frequency Identifiable Device

Read Onty Memory

Single Board Computer

Siticon

Slingle Journey Ticket

| Stered Value )
Stored Value and T-Purse Praduct Object

Slored Value Tlekel

| Transit Application Product Object

Transit Communications Interface Proliles
Transacilon History Objeot
Transit Purse

| Ticket Vending Machine

Unique [dentifier

United States

pe
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REGIONAL INTEROPERABILITY STANDARD FOR ELECTRONIC TRANSIT FARE PAYMENTS®
PART 2 PICC, PCD AND CID PHYSICAL AND ELECTRICAL SPECIFICATION

1.0 INTRODUCTION

This Part of the RIS definas the physical, electilcal, dimenslonal, environmentat and delivery
requiraments for the PICC, PCD and card interface device (CID} to support Interoperability of
these devices In a mult-agency, fare collection system. It Is necessary to define these
requirements to maintain an open architecture (a design which facllitates and encourages
competitive supply of products and services to the transit industry) within the confines of transit
industry-suppored standards. This specification is written in a fashlon that should accommeodale
technlcal improvements in proximity products In the fuiure. The two PICC product categories
specifically defined are Full-Featured and Limited Use. These two PICC categorles provide
complete coverage for elactronlc fare media needs of a mukti-agency or regional smart card
program and facliitates migration toward a PICC-only system,

% are considered optional.

Features or sectlons that are highlighted in PEiH

Copyrightcy 2002-2005 by Cflca of Reglonal Smart Cerd Programs, Port Autherlly of New York and Hew Jersey. Al fights reserved. Page 1
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2,0 SMART CARD PROXIMITY SYSTEM

A proximity card system consists of three functional elements defined as the PICC, PCD and
CID (which contains a PCD). It Is essential that these three elements work together In an
efficlont manner to ensure system performance and Inter-system interoperability, Although other
standards for PICC and PCD elements exist, those standards leave opan the opportunity for
Individual manufacturers and integrators to incorporate varlous proprietary features that Inhibit
the establishment of an open architecture. It is the primary objective of the RIS to work In
conjunction with those other standards in order to provide a comprehensive rule set for the
development and implementation of PICC-based fare collectlon systems withln a multi-agency
pregram. [n order to achleve this objective, the RIS also defines requirements for the CID, a
system element that has not, to date, been addressed by any of the existing standards.

When a PICC enters into the active radio frequency (RF) fleld of a PCD, it inltiates interactive
communicatlons with the PCD. The PCD sends and recolves digital Informatlon orlginated from
or destined to be received by a single board computer (SBC) which hosts the transtt fare
payment (or other) application The combined hardware and software application of a PCD and
SBC Is known as a CID (See Figure 2-01), The CID is capable of supporting fare payment
transactlon processing, data storage, Interface communications and security hosting.

Card (PICGC) Interface Device

Hosting Progessor
and Interface
Single Board Computer (SBC)

!

¥
Gate, Vendor, POS, Validator
Logic

Figure 2-01 Proximlly Card System

21 PICC Types

There are ftwo distingt types of PICC's avallable io accommodate the
requirements of an Interagency fare collection program. These Includes smail
cards with an embedded microprocessor (referenced as Full-Featured (FF)
cards) and those utilizing memory logic (referenced as Limited Uss (LU) cards),
FF and LU PICC’s are explained In greater detall helow, These two PICGC product
types can be used interchangeably or in combination as the core electronic fare
media for any fare collection systom. Cards intended for use in any interagency
fare collection systern must be fully compliant with requirements defined herein

Copyright 2002-2005 by Oflos of Reghmal Sman Card Programs, Port Autiorty of Hew York and New Jeroey. AR rights reserved. Paga?
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-

and must alse be compllant with ISO/IEC 14443, the international standard for
PICCs.

2141 Fult Featured (FF) PICCs

Modern FF PICC's are dasigned te accommodate the specific needs of public
transportation with features such as: lmproved transaction processing speeds,
Integrated triple data encrypllon standard (3DES) securily modules, single
Instruction processor access cycles (fast and eofficlent processor execution),
standard slze or floxible Block/Racord structures, Full ISO 14443 part 1-4
compllence, hardware and soflware anti-tear logic, single silicon (SI)-mask
modiflable embedded card operating system (COS), and expandable and re-
usable data-memory sizes. Table 2-01 below provides a sunimary of the PICC
specifications that are more fully defined elsewhare within thls document.

TA8LE 2-01 FuLL-FEATURED P{CC SPECIFICATION BRIEF
. PICGC Feature - Specification / Standard
Chip Architecture Based on a RISC or minlmal
clockfinstruction cycle
microprocessor

Physloal Characleristics | ISOAIEC 14443, Part 1
Radlo Frequency and | ISO/IEC 14443, Part 2
 Slgnal Interface

Gomments . -

Inltlalizatlon and Anti- ISOAIEC 14443, Part 3 Seleclabls to aliow for a detect only
Coliislon mode

Transmisslon Protocol | ISOAEC 14443, Part 4

Application Protocol ISO 7816-4 Select Flle

Data Unlt (APDU} .Read Binary

Commands Update Binary

External Authenticate (Optlonal)
Internal Authentlcate (Opllonal)
Get Challenge (Optlonal)

Data-Memory Struclure | Flexibility te emulate 16 Byte-

Blocks or Records
Standard User Memory | 4KB Opficnal 2KB, 8KB
Slze
Applications/Products | Minimum of three (3) @ 16

Files each
Life Cycle 3 years minimium with 10,000 | Refer to Part 05 for a complete definition

wiile cycles of a write cycle
Antl-Tear Supports an Antl-Tear

schema wilh oplion to select

or deseloct
Operating System and | Capable of supporing 3 or
File System more keysflile
Seourity »  3DES (112-bit double

length keys per ANS!

X3.92 Rev. 1981)
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Comments

Specilication / Standard -
= Hardware DES Crypto

PICC Feature - ..

Accelerators preferred
DPA Resistance DPA Resistance Proteclion
Protection Gircullry Clreultry per Common Criteria

Level EALS +, EAL4+, EALG

PCD 1o PICC Baud Minimum of 106kbps and
Rale 212kbps with support for
Increased baud rates of
{424kbps and 848kbps, as

optional)
Card Operaling System | Embedded with support for
{COS) listed APDU commands
Fransaclion Typlcal fransaction completed § = Defined In greater detail In RIS Part-
Performance In 250 milliseconds (ms) or 05 Performance however,
leas
A typloal transaction wili consist of no
less than a two read commands each
accessing 64 bytes of data In length
foliowed by two wrlte commands
accessing no less than 16 bytes, and
having no less than three mutual
authentificatlons processes completed
within 250 milllseconds {ms) or less
Davice Die Size Under 10 mrsq using
processing geometry
technology no larger than
0,36um
Communlcations with | Must parform in a stable and
PCD aclive ofate from a read

distance of no less than
6.0cm measured from the fop
aurface of the PCD antenna
using the PCD’s maximum
allowable power output
measured in Amps/Meter and
as deflned within ISO/IEC
14443 Parl-2.

21.2 Limited Use (LU) PICCs

LU-type memory logic based PICC is defined as a proximity smart card wilh
limted functionallty and a limfed life cycls. An LU PICC provides a cost effective
transit smart card solution for application as a single Journey ticket, short-term
pass or as a stored value instrument, LU PICCs are designed to offer the issuar
an afternative to magnetic media. Efforts by varlous members of the standards
bodlas such as ANSIINCITS continue to work toward the standardization of LU
PICC's particularly in the area of packaging, memary size and antl-colllslon
requirements,

Gopyrights 2002-2005 by Ofcs of Raplonal Smant Card Programs, Porl Authortty of New York and New Jercey. All righte reserved Pagad
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Nots:

TaBLE/LIST 2-02 LimMiteD USE SPECIFICATION SUMMARY
Feature - Specification / Standard

Chip Architecture

Some PICC producte avallable today are deslgned to meet a portion of the ISO/IEC
14443 specifications but do not adhere to all aspects of Part 1, 3 or 4 of that standard.
Due fo fact that LU PICC's have physical and other aspects that are not addressed by
the ISO/IEC standard, it Is expected that a separate national or Internatlonal LU standard
will be estabiished in the fufure.

The LU specification in Appendix-A is provided In the absence of an applicable
International standard and Is summaiized in Table 2-02 bslow.

Gomments .

Based on existing memory logic | In time, more cost effective
product archilecture sofutions may become available.

General

ISO 14443, Parls 2-3
Optlenal: Anli-collislon, Detect
Cnly Mathod

Dala-Memory Strusture 16 Byles/ Block

Dafa Memory Size

1KB or less of usable space

Fare Products Slorage T Meximum of fowr distincl Agencyfreglonal policy may allow
products changes to this standard,
Packaning ID-1 at 12 miflimeters thick,

paper, polyvinyl, or combination

Life Cycle 6 months and or a minimium of
1000 fransaction cycles
Fare Product Transactlon | Per RIS Part-05: Certification
Time and Testing Criteria (<250ms)
Technology Base Sillcon, Organics andfor
Nanotechnology based products
acceplable with qualifications
Security Digital Slignature per RIS Part-3
and Part-1 section 5.0, Security
Requirements
Read/Wiile Distance Minimum 2.84cm @ maximum
power outpul for FCD
2.2 iSO/IEC 14443 Compliance
The RIS Is structured to take advantage of the existing body of international and
national standards Including ISO/IEC 14443, Specific RIS requirements
necessary to ensure¢ Interoperability within the transit environment wiil be
addressed as excoptions or additions to the ISO 14443 specification throughout
this document.
ISO/IEC 14443 contalns four-parts as described balow.,
2241 ISO/IEC 14443, Part 1 (2000-15-04)
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222

Pait 1: Physical characterlstics for Identificatlon cards, contactless integrated
clreult(s) cards, and proximily cards,

Part 1 provides the baslc set of standards for physleal and electrical specification
for PICC’s In a standard |D-1 (credit card) format.

Note: Limlted Use PICC products constructed with thin paper, polyvinyl and or
plastic are not covered presently by this standard,

ISONEC 14443, Part 2 (2001)

Part 2; Radio frequency power and signal Intedface for identification cards,
contactless integrated circuit(s) cards, and proximity cards.

Part 2 of the ISO/IEC 14443 standard defines two types of RF medulation
schemes, These are referenced as type A and type B. Table 2-03 describes in
brlef the differencea of these two schemes.

TABLE 2-03 ISO RF TyPes

Fregquency: 13.56 MHz 13.58 MH=
Modulation: 100% ASK 10% ASK
Bit Codlng: Miller Pulse Pesition | NR2

Data rate: 106 kb/s* 108 kb/s*
Modulation; Load Load

Data Coding: 00K BPSK
Subcarilor; 847kHz2 847kHZ
Bit Coding: Manchester NRZ

Data Rate: 108 kb/s* 106kb/s*

* Provisions for higher baud rates are in draft at ISO committee level (e.g., 212kbfsec,
424kbisec & B4Bkb/sec.)

223

.........................................................................................................

Part 3: Initlalization and anti-collision for Identification cards, contactless
Integrated circuit(s) cards and proximity cards.

Part 3 of the standard defines how the PCD and PICC establish Inftial
communications when the PICC ls brought into the magnetic field of the PCD,
This part also deflnes speclifications for the anti-colilsion method used by this
slandard. An anli-collision scheme aflows mulliple PICCs to enter the fleld af the
same fime with the system determining which PICC to selact for the fransaction
or to presant an erfor message, Type A uses bit-wise anti-collision whila type B
uses slofted anti-collision. The opfion to select anti-collision is not supported

CopyrightO 20022005 by Oftce of Reglonal Smarl Gard Programs, Pod Avhority of New York and New Jarsey, A ights reserved.
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presently In 14443-3. The option of selecting anti-collislon Is a requirement of this
speclfication.

The Initfelization process Is a serfes of commands between the PCD and the
PICC that determines that the correct PICC is belng used for the transaction.

224 ISOAEC 14443, Part 4 (2001)

Part 4: Transmission protocol for identification cards, contactless integrated

clreult(s) cards and proximity cards,

Part 4 of the standard defines transmission protocol. This part defines the

communications for the execution of a transaction by the PICC as well as data

eloments and data format. The protocol defined is fully transparent and therefore
able to handle any application command described In ISO/IEC 7816 part 4 and
above. This specification accomodates dual interface smart card platforms as
woll as typlcal commands nermally supportad by contact-type smart cards.

Several of the existing staridards that apply spechically to contact-type smart

cards are listed balow In Section 2.4 Complementary 1SO Standards.

Note: 1SO 14443, Part 4 s not required for Limited Use PICCs.

225 Complementary ISO/IEC Standards

. ISO/IEC 10373-6, Identification cards—Test methods—Part 8: Proxlmity
cards

. ISO/IEC 7810, cards—physical dimensions

. ISOAEC 7816-1 Integrated circull(s) card with contacts—Part 1 which
doflnes the physlcal characteristics of the card., (Optlonal for Dual
Interface Cards)

. ISO/IEC 7816-2 Integrated clrcuit(s) card with contacts—Part 2 which
definas the dimension and contact position of the card. (Optional for Dual
Interface Cards)

. ISO/IEC 7816-3 Integrated circuit(s) card with contacts—Part 3 which
defines the electrical signals and transmission protocols, (Optional for
Dual Interface Cards) ,

] [SOAEC 7816-4, Identification cards—Integrated clreult(s) card with
contacls—Part 4: Inter-industry commands for intarchange

. ISOMEC 7816-5, identification cards—Iintegrated clrcuit(s) card with
contacts—Part 5: Numbering system and registration procedure for
applicatlon fdentifiers

" ISONEC 7816-6, Identiflcation cards—Integrated circuil(s) card with
contacis—Part 6: Inter-Indusiry Data elerments

. ISO/IEC 7816-8, identification cards - Intagrated circuli(s) cards with
contacts - Part 8: Interindustry commands for a cryptographic toolbox

. ISO/EC 15457-1-3 , Then Flexible cards
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23 PCD and CID Specifications
2.3.1 PCD

The PCD Is an integral part of a RiS-compliant proximity system and must
support long-term system application flexibllity and retlabiiity. The lollowing Table
2-04 lists the requlrements for a PCD:

TaBLE/LIST 2-04 PCD REQUIREMENTS

Featyre - Specification / Standard

Goneral IS0 1 4443 Part 2, 3, and 4

APDU Command Set Must support mandatory commands defined in Table 2-04

Software Download Via & USB, Ethernet and/or Serial port.

Auto-RF Field Tuning Optional but preferred

Beud Rate (from PICC to 212Kbps (Preforred support up lo 847kbps

PCD)

Baud Rate from Host Port | 1Mbit/&second bidirectional PCD lo SBC with standard USB,

to SBC Elhernet or Serlal port with software driver support.

Life Cycle 10 years or 10 millfon transaction cycles

Operational Enviroment -10° to 60° Celsius, Humidity of 95% non-condensing

Physleal Dimenslons iNot to excead: 12.0cm x 12.06cm x 6.0cm for standard end
equipment {e.g.: Gates, Vendors, Validators)

Communloations with PICC | Minfmum distance at full power: 6.0om with *Golden PICC” {Seo
RIS Part-05)

Power Consumption Power consumption maximumn @ Svolls DC; 1.5amps of 7.6
walls

PICC Interoperabliity Must not bs deslgned to favor (initlalize, recognize or Initiate
handshake} any partloular PICC solution

Note: Golden PICCs are PICCs that are guaranfeed to be fully within the specification
and 100% functlonal. It is common to sefect such & PICC that mests all of the
specifications but is on the worst case side of the specification. The Golden FICC
ensures that a system is capable of operating according to speolfication.

232 CID

A CID consists of a PCD coupled wilh a hosting processor. The CID must
comply with the requirerents defined in Table 2-05.

TaeLE 2-06 CID REQUIREMENTS

Feature .. - . ... Specification / Standard -

Power Consumption Maxlmum of 5 volts DC; 4 amps or 20 walls (Excluding PCD
consumption)

Secuilty « 2.4 Hardware SAM Modules
* Support for protected (tamper reslstanl) Soflware SAM's

Procassor Architecture X86 or RISC{+300MHz) with elther Microsoft CE-04, or similar
operating system support.

Host Port {to PCD) 1 Mbit/second bidirectionat PCD to SBC with standard USB,
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Ethernet or Serial port with software driver support.
IfO for External Minimum of one USB port plus elther one Ethemet porl or one
Communications high speed serjal port
Syslem Memory Minimum 8MB of Flash and/or SRAM
PCD/SBC Conliguration Integrated as one device or configured as two dislinct devices
’ linked with an appropriate form of communications

Note: Includes ali applicable requirements for the PCD (see Table 2-04) above
for exception or additions.

233 PICC Physlcal Package Specification

PICC suppllers must adhere to physlcal packaging specifications to simplify the
process of PICC product procurement. Section 8.0 of this document addresses
any additlonal or excepllon requirements of PICC construction and layout to
accomplish quality printing,

23.4 PICC and CID Development Kit Software Requirements

Stand-alone CID Development kit Includes:
* Developers document

Hardware interface
Software protocol
Electrical spacification
Functionality spacification
Environmental specification
Hardware developers’ units
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3.0 RIS SPECIFIC REQUIREMENTS

fn order to procead with the development of any fransit fare collection system
that is required by the fransit service operator to be In compllance with this
Regional Interoperabllity Standard, there might be the need for participating
suppliers to make avallable certain aspects of proprietary information held by the
PCD, PICC and card operaling system (COS) suppllers. This is especially true to
achl‘?ﬂve full testing and certification. Examples of thls information will include the
following:

a. PICC Operating Systems and Specifications
b. PCD Operating Systems and Specifications

¢. Software development kits (SDKs) for card and reader platforms and
spacifications

Security capabllities and specifications

PCD and PICC application programming interfaces and specificatlons
Interface documents and AP Libraiies

oo

3.1 I1SO 14443 Implementation Requirements

The ISO 14443 standard provided a leve! of floxibility fo accommodate vendor-
speclfic Implementations. In order to ansure a grealer avel of Interoperabllity for
any PICC / PCD configuration within a promity smart card system, more spacific
Implementation methods must be defined. Specific instances Include:

3.1.1 ISO 14443-3 AF| Coding

In the case of lype A PICCs the standard does not specify the coding of an AF|
table. However, RIS Part-03 of the protocol deslgnates use of the available
Proptietary Coding bits to spacify AF| "like” categorles,

in the case of type B PICCs the standard specifies the coding of AF! bites. Type
B product suppliers must comply with RIS Part-03,

3.1.2 1SO 14443-4 (7816-4) APDU Commands

RIS Part 3 requires vendors to adhere to a specifted set of APDU commands,
This Is necessary to restiict the Implementation of unique interpretations of the
APDU commands. Even though [SO 7616-4 has a complete specified command
sof, it has proven to be non-acceptable when applied to card technologles
outside of contact lype. Therefore, PICC vendors have applied in many cases the
use of one actual command (allowad by SO 14443-4) that ailows them claimed
compatibllity, The prlme reasen for vendors taking the libertles of creating subset
7816-4 commands Is over the concern of transaction throughput. The full
implementation of the slandard simply burdens the PICC to the point that
transactions operate far below thelr demanded cycle time for public
transportation. (Also ses Table 2-01)
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3.1.3 ISO 14443-3 Anfi-Collision

The RIS standard reserves the right as an oplion to select Anti-Collision as a
"Detact Only” feature for either type A or typa B PICCs, I has been proven in
various parts of the world that Anti-Collision can interfere with the fara policies or
fare processing of some agencies and financlal Issulng banks. An example of this
is where two cards are presented in the PCD active field and fare or value Is
added or deducted to/from the wrong card (where the patron Is holding two or
more valld PICCs in the field), This may cause the patron to contact the Issuer,
requiring labor-Intensive customer service actions to be taken.

In the event that Antl-Collislon is selected to behave as a “Detect Only" the PICC
and CID must inform the patron through the gate, farebox or validalor display
with a loglcal mechanism that would enable such messages as: "Present only
one card” or "Two cards present”. [n tum, the PICC and CID will act through
software in an appropriate manner as not to cause any system lock-up or any
damage to the PICCs or CID normal operation.

Limited Use PICCs as mentloned In Sectlon 2,2 can be designated by the
agency, reglon or Issuer to support a Anti-Collision "Detect Only” mode feature.
Howevet, If a Antl-collision "Detect Only" modse is specified, use of the LU-PICC
must not cause a malfunction In systems that adhere to ISO 14443 Parts 2
through 4.

3.1.4 PICC Dursablilty Testing

High durabliity of smart cards Is critical to the level of pafron acceptance long
term. Even though there are ISO standards such as ISO/MIEC 14443-1, it hes
been proven that these physcial characteristics are simply not sufficlent to ensure
that these PICCs will survive usage in a publlc transportation environment. The
pariicipating agencles will require that all PICCs procured for the reglon wili
foliow the enhanced ISO/IEC14443-1 phylcal characteristics as stated below:

= lrradiation Testing (As per Table 3-01). Also see section 9.0
* Enhanced Dynamic Banding Stress (Also see LU Appendix A)

3.1.41, PICC Stress Testing

Stress Testing: To achleve compliance to SO 14443 Part ~1 including the call out for
18O 10373, In addition, the card bedy with fully functional Integrated
moduleAiC and antenna must not fall when subjected to IS0 14443-1,
Seotlon 4,3.3 of the Dynamio Bend test with an increased h, A= 26mm
and h, B=12mm.

Torslon Stress: To achleve full compliance {o ISO-14443 Part-1 Including the call out for
1SO 10373. In addition, the card body with fully functional integrated
meduledntegrated clroult (IC) and antenna must not (ail when subjected
to 1ISO 14443-1, Section 4.3.4 of the Dynamio “Torsional” test with angle
of rotation a of 20 degrees,
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3.1.6

TABLE 3-01 PICC GENERAL SPECIFICATIONS

PICC General Speclfications

Parameter ..

Physlcal FF PICCs

1150 7810, IS0 7811-1 through -6, 1SO 78161, IS

Specitication

10536-1, IS0

14443-1 compatible,
Sparaling Fraquancy / 13,66 MHz Indualive Coupling, (No Baltery).
EMC Susceplibllity: .'ESI\? 5%%58%621

IS0 7810 (Physical)
Safety: I1SO 7813 (Flammability)

ENV 50166-2 (RF Human Exposure)
Memory Technology FRAM, EEPROM, MRAM (Once quallfied)

Start up ime (anti-collision
Protocol)

Per ISOMEC 14443-3

Memory Organization; 16 Byles per Block or Record or flexible Blook/Record Struclures

Operating Temperature: -20°C to 460 °C

Storage Temperature (and

maximum post-processing -20°C o +70°C

temperalure):

Operating Humidity: ;2:&9‘;% RH (infernally-mounted components}), 6% to 100% RH

ESD PICC shall not be damaged when subjecled to a 10 kV dlscharge
through 150 [MMrom 150 pF, Test per ISOAIEC 10373-6.

ReadMilte Cycle Tesl: 10° Read and Wrlte cyoles dependsnt on lechnology cholce.

PICC Life In use, transit environment—3 years,

Irradiation Tolerance

66 kGy with no package, printing or device deterloralion (Or
Incompliance with the US Poslal Servics lrradialion Specitication)
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4.0 ADDITIONAL CLASSES OF SMART CARDS

As slated in earller sections of thls document, the RIS primarily addresses
requirements for contactless-only solutions, however, provislons within this
standard allow for other types of smarnt card product formats including Dual
Interface (a.k.a. "“Combi-Card") products,

4.1 Dual Interface Cards

Dual Interface cards conslet of contact and contactiess capability Integrated onlo
one monolithic silicon substrate. Thie type of card is appropriate for use in
programs where certain transactions require physical contact between the smart
card and reader and other transactions (such as transit fare payments) raquire
use of a fasler, contactiess interface, Contact-basad features of the card are
deflned within the ISO 78186 standard,

The term "Dual Interface Cards" may aiso refer to products which have two
soparate RF modulation and communications schemes (such as a I1SO 14443
and [SO15693) on one monolithic slicon substrate. 15015693 applies to RF
[dentification {RFID) products which are not supported by the RIS.

Since dual Interface cards are more costly to produce and, accordingly, carry a
higher price, it Is not recommended that this type of card be implemented unless
there are critlcal business requirements mandating such an implementation.,

4.2 Contact Cards

Contact-only type smart cards conlain a single sllicon substrate with an attached
maetallic plate that facliitates communication batween card and reader whan the
plate [s touching a corresponding electrical contact points within the reader. The
RiS does not Include requirements or standards for this type of card.

4.3 Hybrid Cards

Hybrid cards can conslst of multiple IC devices or a combination of an IC and a
magnelic strip. As an example, a hybrid card may have one conlact-type IC
module, a contactiess IC module and a magnetic stilp. Simllar to Dual interface
cards, hybrid cards are used In programs that require the support of varlous
types of card reading tachnologles. Bacause of the requirement to emhbed ona or
more {C modules and potentially a magnetic strip and other technologles, these
cards may carry a significant cost premlum but may serve as a fransitional
product for a program converting from one type of technology {i.e.: Magnetlc
tickets, etc.) to another (i.e.. PICCs, ete.) or to facilitate the linking of iwo or more
programs using different card Interface technologles, This type of card class Is
defined within the RIS only to the extent that such cards Include a contactiass IC
module.
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5.0 FARE PAYMENT ELEMENTS

Typleal automatlc fare collection (AFC) system elements include the following hardware:

Fare Gates

Bus Farebox

Handheld fare devices

Validators

On-Board (Bus) Computer

Ticket Vending Machines (TVM) / Load Terminal
Statlon/Garage/Depot Server / Compuler
Passengor Information Units

Central Processing System Computer(s)
PICC inftlalization terminai

Reglonal Clearinghouse Computer

Each component will typlcally be linked to a network that allows PICC-related {ransactions to be
transferred from the fare payment device (fare gate / farebox} or foad terminal to the Station
Server or Bus Depot computer. Thie information s then passed on to the Central Processing
System (CPS). The supporting networks could be wireless or wired but must provide bandwldth
In excess of 1 mbit/sac from each end device.

Note: Bandwidth for wireless wide area networks are llkely fo remain under 100Kbits per
second for the near future. )

For bus solutions, It Is advisable for the collection of smart card generated transactions to be
soparate from the collection of other farebox data. For existing bus AFC systems, thls approach
allows operators to upgrade to smart card tochnology and the colloction of its data without
alfecting the current fare collection process that Is tailored to the collection of cash or proprietary

magnetic transactlons.

Dlagram 5-01 provides an lllustration of a typlcal system interconnect network and fare
payments transaction flow for a PICC-based fare payment systam, Such systems include one
or mare of the fellewing Interfaces batween components:

PICC and CID

Fare Gate and a Station Computer (server, dala concentrator, controller)
Bus Farebox and an On-Board computer (and potentially a mobile router)
TVM and a statlon computer (server, data concentrator, controller)
Station Computer and a Central Processing System Computer

Reglonal Clearinghouse and Central Processing System Computers
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Two fnterfacen are oriticnl 1o achfove reglonal Intereparabliity
1. PICC 1o PCD to PIOC Intarfage

2. Ageney/Applisalion o Clrsringhouse nfafuce . .

5 Relosl anlemontaionat sl oo et a3 Part-3 (Multl-ApplioationiProduata)]
P

e Ty

’ 3, Other Appicatlons

Aceass, Rotall, oto.

!

Statlon Server Translt Agenoy Reglonal ' i

Cparator Cleardnghoiuse
o

or
Depct Server 1" Central Computer T
System A
& »h d

- I TOT —' Farebox I

genoy AFC System
£ |

Frgure 5-01 PICC, CID Inlerconnect
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6.0

6.1

FILE, DATA AND MEMORY REQUIREMENTS

This section defines the file and data record requirements for the Interaction
between the PICC and the CID. This section also organizes memery utilizatlon
for both the Full Featured (FF) and Limited Use {LU) PICC products. Multi-
appllcation smart card requirements are provided in Part-3 of the Standard.

Application Transif Objects & Memory Requirements

The efficlent management and allocation of available PICC data memory Is
critical to overall system performance. Table 6-01 lisis the mimlum required
memory slze for each transit object as deflned In RIS Part-3. The total figure at
the bottom of the table indicates data memory ulilization for a Full-Featured PICC

If two transit fare products are loaded (stored) on the PICC,

TABLE 6-01 MiNniMum MEMORY REQUIREMENT FOR A PICC WITH 2 TRANSIT APPLICATIONS

Full-Fealurad

Transit Application Profile 128
PICC Card Holder Profile 128
Product Obfect 128
Product Extenslon 0
Product Index Object 128
T-Purse, E-Purse 128
Add Valus History 640
Transaction History Object 1408
Seourlty Key Sets (2-16 Byte kays/set/product) 612
Directory Index Object 4128
Total Minlmum memory bits 3,328
{418 bytes)

Table 8-02 lists the nominal number of RIS data objects that can be supported by
PICCe with various data memery slzes. The standard Full Featured PICC data
memory size is 4KB although 2KB* and 8KB* memory sizes are also supported
by the RIS.

Note: The 4KB PICC was selected to adequately support a robust fare payments
application for a regional program while minimizing the need for
premature PICC upgrades. Reglonal/agency policy may determine that a
PICC with less or greater memory Is required for a partlcular program or
for a subset of patrons within that program.

TABLE 6-02 SAMPLE STORAGE CAPACITY FOR DATA OaJecTs (BY PICC MEMORY SIZE)

Saniye Objects Sfored = = o o

Carel - ..

2KB Gard . 4KB Card . | 8K8

Transit Application Profile

PICC Card Holder Profile k] 9 1

Product Objects 30 73 159

Product Extenslons 1 2 3

Product index Ohlect 1 1 1
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T-Purse, E-Purse, 2 2 2
Add Value History Object (4 entries plus one 5 5 5
copy}

Transaclion History Object {10 entdes pius one 11 11 11
copy)

RIS Directory Index Oblect 1 1 1
Securily Key Sels (2-18 Byle keys/seliproduct) 33 77 164

Table 8-03 deplcts the mamory utilizatlon requirements for each of the the PICC
data object configurations shown In Table 6-02.

TABLE 6-03 SAMPLE oF ~MaXiMUM FARE PRODUCT MEMORY REQUIREMENTS FOR VARIOUS

PICC PLATFORMS (FULL-FEATURED
0 B 2 3

2!

Transit Appllcation Profile 128 128 128
PICC Card Holder Profile 128 128 128
Products Objects* 4,096 9216 20,362
Product Extensions® 128 256 384
Product Index Oblect 128 128 128
T-Purse 266 256 256
Add Value History Object 640 840 640
Transaction Hislory Object 1,408 1,408 1,408
RIS Directory Index Oblect 128 128 128
Seourity Key Sets {2-16 Byte 8,448 19,712 41,984
keys/set/produch)
**Tolal Blis 16,408 32,000 65,636
(1,936 bytes) | (4,000 bytes) {8,192
bytes)
* Each Product Object or lts Extension consumes 128 bits of memory.

Allocalion of products can be divided among Passes, Purses, Stored
Value, Account Linked and AuteValue up to the maximum value asslgnad
to each column. (Also see Table 6-02)

o PICCs being supplled. by varlous vendors often will specify data memory
sizes that have lese usable space than the total advertised. In this case,
reduction of one or two fare products from the configuration wiil usually
raduce memory utillzation to accommodate this decreased memery
availabliity.

Table 6-04 defines the minimum core memory size requirement or the memory
overhead assoclated with the Implementation of the requlred data archltacture for
a Full-Featured PICC, All categories in the Table that have zero entries are not

conslderad core elements.

TABLE 6-04 GORE MEMORY OVERHEAD REQUIREMENTS FOR A {FULL-FEATURED} PICC
.Data Objects Stored - : s ress o 2B Card s AKB Card s - BKB Card.
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o
wr)
o

Transil Applicallon Proflle 128 128 128
PIiCC Card Holder Profile 128 128 128
Produsts Objects 0 0 0
Product Extenslons 0 0 [
Produot Index Objact 128 [ - 128 128
T-FPurse Q 0 0
Add Value History Oblecl 640 640 640
Transaction History Object 1,408 1,408 1,408
RIS Directory Index Object 128 128 128
Security Key Sels (2-16 Byte 0 i} 0
keys/sel/product)

**Tota! Bits 2,580 2,660 2,560

{320 bytes) (320 bytes) (320 bytes)

Note: Limited Use PICCs will generally support up to four fransit fare
productsfobjects, With mutual reglonal agreement more fare products /
objects can be supported on an LU PICC), .

TABLE 6-06 MiNIMUM MEMORY REQUIREMENTS FOR AN LU-TYPE PICC PLATFORM
th various fare producls quantities

o Opje O H 2

Transit Application Profile Speclal Case 128 128 NA
PICC Card Holder Profile 8pecial Case 128 128 NA
Products Oblecls Speclal Case 2@256 ;121,536 NA
Product Index Object - Spacial Cass 128 128 NA
Add & Deduct Value History Speclal Case 840 640 NA
Oblect (4 entries plus copy)
Transaction History Cbject (10 Speolal Case 1,408 1,408 NA
entries plus copy}
Digltal Signalure per Product Speclal Case 256 1,636 NA
NA
Tolal Blis/Bytes 384 2,944 4,098 NA
(48 byles) | (368 bytes) | (512 bytes)

PICCs belng supplied by varlous vendors will offen spacify dala memory
slzes that have less usablo space than the total advertised. In this cass,
reduction of ane or two fare products from the configuration shown wil!
usually reduce memery ulilization to accommodate this decreased

memory availabllity.

Note:
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7.0 PICC ADMINISTRATIVE NUMBER

This section describes the serfalizatlon, printing, and specification for the adminlstration numbar
for the PICC.

The Administration Number consists of a unique PICC Sarial Number plus a manufacturer 10
taken from Table 7-01 In RIS 3.0, Part-2, with a leading zero and a check digit added to the end.
The administrative number Is assigned to uniquely Identify the PICC, to track Hs usage In the
systorn, and for customer service Including but not limited to: Customer setvice, Auteload, and
fraud analysis. The Administration number Is the only number that will define a PICC within the

AFC system,

7.4 Efectronic Serlal Number

Currently most PICC integrated clreult {IC) or die manufaclurers encode smart
cards with a d4-byte electronic serlal number that is unique per IC
Manufactures/Licensee and unalterable. For some PICC typas, this will incroase
fo a slx or seven-byte number and may contaln manufacturer iD information as
described In seclion 3.5 hereln. Eloctronlc Serial Numbers (ESN) is NOT
guaranteed to be sequential or unique across manufacturers, The PATH and
Smart Link projects will utifize a standard seven-byte representation of the unique
PICC electronic serlal number and zeroes will be used to pad electronlc serlal
numbers if less than seven byle electronic serial numbers are provided by

particular card types.

To create the unlque Administrative number a one-byte unique PICC
manufacturer code {as deflned by the RIS 3.0 Part-02, Table 7-01) will be
comblned with the above-described manufacturer's ESN (seven byles) with a
Isading zaro and a chack digit appended to the end. This combination of 20
digits Is used to make up the Administralive number that Is used by the fare
collection systom as the only number fo track the PICC. The 20-digit
Adminisrative number will also be printed on the card,

The 20 digit Administrative number Is defined below;
Ommm $555 $555 $555 S55¢

Where: Range Ommm: Leading 0 and 3 digit Manufacturer/Type Code
0 to 255 (see mmm per table 7-01)

ssss; 7-byte, 15 diglt giving a serial number count of: O to 281,474,878,710,655
(ssss Is read from the PICC as part of PICC/PCD communicatlons initialization
as deflined In ISO/NEC 14443-Part 2 & 3 and section 7.9 of this document. Zero's

are used for padding when an electronic chlp serlal number read from the PICC
is less than 7 bytes)

C: CheckdigitOto 9
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7.2

73

74

(Check digit calculated as described in Section 7.3)

LafiniNUmber{optiohalj

The lot identification number is assigned and controfled by the PICC
manufacturer hased on the production and customer dafa, It Is assigned when
the production lot Is produced and Is used for tracking the PICC Inventory back to
the specific manufacturing batch or lot as well as the customner it was
manufactured for. Printing of the iot ID on, or encoding it within the PICC Is
optlonal, but If used will be as defined in section 7.5 below,

o0 5

heckiDigiticauTEbEMethod

Aodos

=

AdilnIstrativaiNGiib
To verify the correctness of the Administration number on data eniry or for
customer service, a Check Diglt Is appended to the printed ar displayed
Adminlstration number, and cariled through the database. This seclion
describes the process In which the Check digit Is calculated,

The leading zero, Manufacturer/Type [mmm] Code, Electronic 1D (s...s) and any
padding zeroes that create 19 digits are multiplied by a series of welghts (...2, 1,
2, 1, 2, 1) starting with the rightmost digit. The unils and tens digits of each
resultant product are added tagether as single digits. The resultant must be
divisible by 10 or the Card Administration printed number is Invalid.

The calculation Involves adding the units and tens digits of each resuiting product
without the check digit's product value (while keeping ils position for multiplier
placement) and choosing a value that will take the result to the next multiple of
ten, This Is the same algorithm used for Credit and Debit Card check digit

calculation,

Example:

Ommm 5588 S$555 5565 85 8 5¢C
SampleDigits 01 23 0123 4567 8901 234090
Multipller 2121+t 2121 2124% 2121 2121
Result 0143 0143 85127 16801 4389

Addition= 0+1 +4+43 +0+1+4+3 +8+5+142+7+1+6+240+1+ 4434649 =80 a
Valld
Calcufation: 71 + C = 80 (the next multiple of ten after 71), therefore c= 9

Assignment of Administrative Numbers

Administrative numbers should be assigned by a single PICC manufactursr in
seguential order whenever possible. Since PICCs will typicaily be procured In
mulliple orders, coordination Is required between the schome operator and the
PICC manufacturer to ensure that assignment of Administrative numbers for
each new order continues in sequence with the pravious order,

Cozyright® 2002-2005 by Oftca of Reglonal Smart Card Programs, Post Authority of Hew York and Hew Jersey. All fights resenved.
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7.6

A process must be aslablished within each scheme to confirm that a duplicate
Administrative number has not heen assigned to two or more PICCs. In the
ovent a duplicate Adminlstrative number Is found, the related PICC must be
reported to the scheme owner and the manufacturer and must be desiroyed or
returned according to a defined precedure.

Note: Unbroken sequencing of Adminlstrative numbers cannot be guaranteed since
seral numbers are assigned before final quality checks are performed and aclual yleld is
likely to be less than 100 percent. Accordingly, some PICC serial numbers may be
missing once PICCs are packaged for shipping lo the schems ownerfoperator. The PICC
manufacturer and or PICC encoderfinitializer must report serlalization breaks to the
scheme owner/operator at time of shipment.

Manufacture Information Lot Code

{Optlonal, but recommended)

The PICC Manufacture Information Lot Code Is a sting of six characters
consisting of a two digit Manufacturers Print Code, a two-digit year of
manufacture and a two-digit week of manufacture as defined below. The
Manufacture information Code is printed on the card and is not elactronically
encoded, The printed value Is taken frem Table 7-01 and has a relationship to
the Manufacturer's Identificatlon number in that table. The year YY and week
WW are printed only to provide the date of manufacturing. lmplementation of this
optlen allows for a quick confirmation of the origin of the PICC te facilitate
research, In particular when electronic access to PICC memory is not possible,

Manufacturer Informatlon Code: AAYYWW
AA = Manufacturer's Print Code (from Table 7-01, Print Code)

YY = Year of manufacture, Two-digit numeric value. Example:
Year 2003 = 03.

WW = Woeek of manufacture, Two-digit numeric value, Example:
Woeek of March 08 (2003) = 11,

Example: AKO0311 would represent an ASK card manufactured In weel 11 of the
year 2003,

Notas: if printed with the PICC Administrative Number, the Manufaciure
Informatlon Lot Code would appear as follows {(Also see Figure 8-02 & 8-
03). Two spaces should appear belween the last digit of the
Administrative number and the Manufacture Information Code.

Ommm s655 6855 855¢ AAYYVWY

The Manufacturer ID Bylte included in some chip manufaclurer's seven Byte
Serlal numbers is te be used only as pan of the chip serlal number. If included
on some card typses, It will be ignored but will continue to be used as part of the
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chip electronlc serlal number, This manufacturer 1D Byte wil have no
relatlonship to the Manufacture/Type Code mmm described in Table 7-01.

TABLE 7-01 RIS MANUFACTURER IDENTIFIGATION
MMM-Code Lo Mantfachirer.

001-009 ASK AK

010018 | Spare
020020 | Cuble/CTS cT
03038 |ERG ER
“040-049  |@aD GD
| 050-059 | Spare
060089 | Futsy FJ
_oro079  |spae
 oe0-089 | Gemplus - GP
“wome Lo
e :IOOJ"OB A ) InanIs!bn ‘ v
__Motle  lspae

: KMo LW
130-139 _|Spare

tewe  fom [T
180459 | spare

L teetse fenps [ mL
70478 | spars

~ 180-189 Sthiumberger | SB
e lsee
" 200200 |Texasinstuments | T
210219 | 'spare
220229 o Sonj | sy
‘230;2?.9 - Spare
240265 | PoMAulhortyRIS |  PA
. 000 - t Resefvad - 1 ) ¢ Not to be used|
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7.6

7.7

in the evenl that a reference number (rather than the aciual Administrative
numbey) Is printed on the PICC the following procedure must be Implemented.

During the final FICC encoding and testing stage at the manufacturer or
encoder's facllily, a tahle must be generated fo create a cross-reference betwasn
the value printed on the surface of the PICC and the encoded PICC
Admipistrative number. This approach eliminates visible exposure of the true
Administrative number and may also be ulilized to facllitate unbroken sequenclng
of the values printed on the PICC,

The Cross Reference table must be delivered to the scheme ownerfoperatorin a
mutually accaptable format via a secure method. The Table will be simifar to the
example shown in Table 7-02,

TABLE 7-02 CROSS-REFERENCE LOOKUP TABLE EXAMPLE

Electronic IC Seriat Number . | Printed Number

0001 0000 ¢000 6555 0001 0001 0000 0000 0000 5555
0001 0000 0000 6556 0001 0001 0000 00(!) 0000 6558
0001 0000 0000 5520 0001 0001 0000 0000 0000 5557
0001 0000 OGC0D 5592 0001 0004 0000 0000 0000 5558

The Cross-Reference table should utllize an ASCII text file or Excel® spreadsheet
format,

The ASCIl text file will contaln one-line per issued card,
The Cross-Reference table {ine format is defined as follows:

Electronlc Serial number Four byles<four spaces> Printed Serial Number Four
Bytes<space> <carrlage-return>

Carriage retum: <standard ASCII ¢carriage return character>,

Manltaciurersi EaryiAcces clighia (Opiional)

The [SO/IEC 14443 Part-3 (2001) specification does not provide for early
detection of a manufacturers product code. There Is a scheme that does permit
the early detectlion of the PICC manufacturer however but, with no specific
product identification. This early manufacturera code can be located in the Table-
11 of 14443 Part-3, Table-11 represents the use of ISO/IEC 7816-6/AM1 that
calis out a IImlted set of PICC Intagrated chreult manufactures by use of a two-
digit code. The ISOfIEC 14443 standard enables Table-11 but selecling a
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"Cascade” level of two or three, This s achleved through the use of Table 7-03
below that was extracted from ISOAEC 14443 Part-3 standard. This table
supports elther the use of a double or triple slze UID {Unique identifler).

TaBLE 7-03 ISOJIEC 14443 UID Sizg

~Cascade Level UID Size .. .. { Number of UID byles
1 Single 4
2 Doubla 7
3 Triple 10

The following iImplementation In conjunctlon wlth the use of ISOAEC 14443 Part-
3 (2001) spedflcation provides for an early detection of the manufacturers unique
ID as well as that of the manufactures speclfic product identifier. This method Is
applicable for Type ~A PICCs only.

Note: Cautlon Is adyised In adopting this early product |dentifier since this implemantafion
Is not approved by the ISQ/IEC commiltees as of the release of this document,

Most PICC Integrated circuit manufacturers either support a Single or Double
UID Size. In the case of the Double UID Size there are 7 bytes represented in
which 6 byles are used for the actual serlal number and a 7™ byte used fo
ropresent the manufactures two-digit code (uld0). Implementing a Cascade
level-3 permits the use of 10 byles. This early detection of the manufaciurers
product unique ID can be accommodated in the empty bytes 8-10 [f Cascade
level-3 Is Implemented. This is the method that is recommended to provide this
feature. Figure 7-01 below represents the "Usage of Cascade Levels”.

D PCD

alze "y oor | g7

friple pIcc jor IuidO luldl IuileBOCi cr] uiéB[uiMluidSIBOGl or ,uid6 ,uid?luid! IBW,
‘ Cascade Level- 1 > < Cascade Level-2 > < Cascade Level3 )

® Thase values are taken from the 150 14443 Part-3 (2001) Table-§ ~ Coding of SEL” that relect the Cascade evelt from 1-3

Figure 7-01 Usage of Cascede Leyefs

Once Cascade fevel 3 is selected, there are three addifonal byles made
avaitable for product Ideniification or added serallzation. Since a six-byle seral
number Is elready slgnificant In size, there is no further nesd to allocate more!
byles to Increass the slze of serlalization. Further, providing both the Integrafed
clreult manufacturers ID and a specific product ID grants an even larger unique
serlal number count. Two of the three bytes In this implementation; uld7 and uid8
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are now allocated for the manufaclurers product iD's. Implementing Table-7-01
(RIS Manufacturers ID) from thls document by allocating these two UID byles
allows for the use of the three-digit code scheme. The three dights are assigned
per Table 7-04, The lower nlbble of the byle designated by uld8 may be used to
Increase the product codes by greater than ten per manufaciurer by chenging the
least significant bit to a one {1} or 00000001. [f more than 20 product Ids are
needed than uld8 would be coded as 00000010 and so on,

Uid9 will be reserved for fulure use and all bits in this byle and well as the most
significant bits {high nibble) of uld8 must be set to zero (0) as a defauft value.

TABLE 7-04 RIS MANUFACTURER IDENTIFICATION WITH ISO/IEC 14443 PART-3
.. Manufacturer , :

mmn-Catie
L0 | ASK

| 010-018 vSpare

020-020 Cuble/CTS
030039 ERG

040-048

050-058 Sp;}; e
080-089 ",‘5;,]’“;;
070-079 T
080-089 Gemplus |

AA-Print Cotle -
JAK

@

GP

vid?

Uiis

00000001 - | 00000000
00001004 ) Or
00000001 *
*For10or
more
additional
valuas
00001010~ | 0G0OOO00
ooo10011 | OF
*000000C1
00010700 - | DOOGOOGD
00011101 jor
*00000001
00011110~ { 0OOODOMO
00100111 { Or
. *00000001
00101000 - | 00000000
00110001 | Or
*00000001
00110010~ } 00000000
00111011 1 or
00000001
00114100~ | 00000000
01000104 | Or
*0000000
01000110~ | DOO0ODOOD
01004111 | or
*00000001
01040000~ | 00000000
o101100¢ | Or
*00000001
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- mmneCode . ManUfacturer - AAPrintCode | U7 ... UidB
080-099 Spare 01011010~ | 00000000
01100011 | oOr
~00000001
100-108 Innovision v 01100100~ | 00000000
01101101 | or
*00000001
110110 Spare 01101110~ | 00000000
01110111 { or
*00000001
120-128 Kovlo KV 01111000~ | 00000000
10000001 | Of
*00000001
130-139 Spare 10000010~ | DODOOOOD
10001011 { Or
*00000001
140-149 oTi or 10001100- { 00000000
10010101 | Or
*00000001
150-168 Spare 10010110~ | DDOODOOO
10011111 { Or
B _ *00000001
160169 Philipe PL 10100000~ | 0DD0O00D
10101001 | Or
*00000001
170179 Spare 10101010~ | D0D0D00D
10110011 | Or
o *00000001
180-189 Schiumberger sB 1011010~ ) 00000000
- 10111101 | Or
e *00000001
100-198 Spare 10111110~ | 00DDO0OD
11000111 | OF
I *00000001
200-209 Texas Instruments TI 11001000~ | 00000000
11010001 | Or
B 7 00000001
210-219 Spare 11010010~ | 00000000
11011011} or
*00000001
220-229 Sony sY 11011100 - | 00000000
Page 76
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mmm-Code . Manufacturer- - AA—PﬁntCh(le Uidy Uidg .

11100101 | Or

7 *00000000

230-239 Spara 11100110~ | 00000000
11104411 ) Or

*00000001

240-265 Port Authorlty RIS PA 11110000 - | QDOOOOD0
11111111 [ Or

! *0000000+

000 Reserved MNot to be 00000000

: usad]
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8.0 PICC LAYOUT AND PRINTING SPECIFICATION
Layout and printing specifications must be consistent with the physlcal
construction of the PICC so thal appealing printing and embossing aesthetics are
achleved,

8.1 PICC Construction
PICC dimensional construction fayout requirements are provided to ensure that
the PICC printing and optional embossing specifications can be implemented.
Figure 8.01 established these areas In which the module, antenna and
embossing can be properly positioned.
Note: Embossing of PICCs is not recommended to the potontial for damage to

the silicon and/or antenna modules.
Restrioted Area
9.6 mm max. Aclual location max.
Per 130 7810
53mm max.
+-3mm
9.3 mEm mex.
+- Imm
Flgure 8-01 Smart card dimenslons
Note: The die area specifled is par slandard contact module specifications
defined In ISO/IEC 7810,
8.1.1 Physlcal Packaging

The PICC body must be fully compliant with ISO/IEC 14443 Part-1. PICCs
bodies may be made frem Polyethylene Terephithalate (PET) plastic or a
composite of PET and Polyvinyl Chleride (FVC). The scheme owner/operater
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8.1.2

* Module Restricted Area

Agoncy Graphics/Text
(Area is applied to card edge)

should reserve the right to require PVC where approprlate. Small quantity orders
and first production cards will most likely use PVC materlals.

Note: PVC materials emit toxlc gases If burned and, therefore, must be properly
fire-protected if held In storage In large quantites,

Printed Layout and Finish

The PICC should have a Fine Maite finlsh on the back (where the PICC
Administrative number Is typleally printed) and Fine Matte or glessy finish on the
front (where full color graphics and cardholder personalization -elements are

normally applied).

Note: The scheme owner/operator may elact to finish both sides of the PICC In
Fine Matte or glossy,

Color selection for virgin stock; Pantone High White plastic material.

See oxample PICC Layout Flgures 8-02A&B and 8-03A&B below:

Front Graphics, Transit Patron PICC

Branding Area

—4-""/

\ City Pass
e

Logo or...

Figure 8-02A Front Graphics, Transit Patron PICC

Nofe: PICCs that are pre-printed may use the "restricted die area" since the
brinting Is accomplished prior to the dle lamination process therehy
eliminating the potential for damaga to the madule.

The printing of the Administration Number and Lot ID should be durable such that
they wili be readable afler 3 years of normal uss.,
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Back Graphies & Text, Transit Patron PICC
Vendor name or Alpha code
Signature Panel from standard (optiona )

Chantel Melissa Lynne |

This card B e Propary of PANYHI
1f Yook ¢ dalen pleam reiun lo PANTHI
Qusiomer Geivis 1-833-663-000K
Thit ¢ordocrtain ekcronsplere bibe care inhandling
Do et bend bk or v Foc pirposes obr Gan entarce
and axi from  PANY WU sy dare

Module
Reslricted Area

Immmmwk omul
¥ 4 4

Pre-Printed /

20 digit Administretion Number and § digt
Mamuifsclurer Code and Lot coder

Flgure 8-02B Front Graphies, Transit Pafron PICC

Front Graphics & Text, Transit Employee PICC

Pioture Aroa Agency Name

/

Open Additiona] Printing Area

\I

Transit
Authority

Module Restrioted Area
E_ IoID#

xS “3&&

Employeo Number -~

Open for Branding or Additional Printing

Figure 8-03A Front Graphics, Transit Employse PICC
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Back Graphics & Text, Transit Employee PICC

Vendor name or Alpha code

Signature Panel from standard (optional)

[ Feoda] Y
\ ChantelMelissa Lynne )

This ¢xrdls bt Properly of HIT
I(feH ot Aolan plasm rboro & HIT
Cudomtr Survins +888-838-000x

Thiy oned conblng ek etronks pleas Lake eard bn bendfag \
Do petbend, beid o utd for prpores oher han enksoes
end axit from & PANYN? iy
Module
NJT ,mmm 0000 0652 O Rﬂstrbted Areﬂ

Pre-Printed /

20 digit Administration Number end 6 digit
Meanufeoturer Coda and Lot coder

81.3 Varnlshing/Hard Coatlng

if the manufacturer applles varnish/hard coat to the PICC, it must be applied after
all printing. PICCs that are shipped without a printed PICG Administrative number
must be free of varnishfhard coating in this space to aliow for subsequent printing

of the PICC Administrative number.

8.1.4 Embossing (Not Recommended)

Embossing will be a desired optlon by some of the issuers of PICCs, Typlcal
bankeard embossing requires support for up to four lines of embossing, Since a
PICC contains a contactiess circuit and an antenna that covers a broader area of
the PICC body, the overall area avallable for embossing is limited. Accordingly,
oembossing of PICCs Is not recommended. If embossing s required, the fourth
line must be omitied since it would damage the antenna that typically occuples
the periphery of the PICC,
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9.0 PICC SHIPPING AND HANDLING {(ISSUERS AND
MANUFACTURERS)

PICCs contain a fraglle electronlc integrated clrcult device that Is placed within a paper or plastic
laminated packaging material. Although these packaging materials provide a degres of
protection for the clrcult, they are still very susceptible to damage caused by excessive bending
and or applied pressure, This Is particutarly true for paper-based PICC products. In addition,
PICCs shipped In boxea of hundreds of units ¢can exhibit deterlorating of the printed graphics if
incorrectly packaged. This saction addresses the required handling and shipping of PICCs.

8.1 PICC Supplier/Manufacturer Packaging for shipment

Manufacturers are required to ship PICCs In indlvidual carlons of 500 units, Each
carlon s to be packed in such a manner that each PICC is tightly pressed
agalnst each other {o prevant one PICC from having space to rub against the
next units [n the package. Loosely packed cartons allowing the movement of the
PICCs during shipment or transport usually causes varying degrees of damage
to the PICC surace.

Shipmants of PICCs are required to be [n double wall cardboard boxes with no
more than slx cartons per shipping box. The shipping box must meet or exceed
the corrugated "Mullen Tesling” standard per Table €-01.

Corrugated Cardboard or Corrugated Cardboard Box
Ploy fiber Carton Double Wall Construction

Construction

----------------------------------

xh

13

[}
& ipa]

e
v PICC Box of 500 5 ;J
WA
PICC Box of 500 A

"

PICC Box of 500

Flgure 8-01 PICC Six cartons per box recommended shipping
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TABLE 9-01 CARDBOARD BOX CONSTRUGTION SPECIFICATION

9.2
9.21

9.2.2

923

Double Walt Corrugated Board .

Bursfing Test Maximum Welght | Edge Crush Test
{MULLEN) Limit (ECT)

20084 80 Ibs. 42 ECT
2764 100 Ibs, 48 ECT
Mailing PICCs

US Postal System

To mall a PICC, it Is necessary to understand how the standard US Postal
System handles mall, The US Postal System typleally uses standardlzed letter
handling equipment throughout the natlon for feeding, reading, sorting and
postage cancellation, This equlpment Is designed to handle slandardized lefter
formats with dimensions of less than 6.125 inches In height and 11.5 inches In
length with an aspect ratlo not to exceed 1,3:2.5. This equipment processes
thousands of letters each hour by a combination of optical character reading
(OCR) and or barcode scanning. In order to achieve this throughput, fully
automated optlcal sorters require the Jetter packaging material and its contents fo
be reasonably flexible in nature. Since standard plastic 30 mil +/- 3 mils smart
cards are not classifled as reasonably fiexible In nature they are encouraged by
the U8B Postal System to be handled in a different manner. This non-standard
malling method Is referred to as the "Flat System” and recommends that the
malllng paokage be made of a thin cardboard such as those used In a CD-ROM
maller. See Diagram 9-02 for the dimensions of this-type of package.

Metered Mall

In addition to the above requirements to mali a PICC, It Is necessary to apply
postege to each packaege via a postage meter rather than using stamps or other
"live postage®. Since metered mail Is not cancelled, it avolds the cancellation
press equipment that could damage the fraglle electronic integrated circult within
the card if the cancellation press-head wore to come In contact with the clrcult. It
ts recommended that PICC mallers be shipped in batches using postal trays.

Mall Irradlation

The process of mail irradiation can be applled at the option of the US Postal
Service to all mail sent through the US Postal System. This is the process of
axposing mall with a focused radioactive beam to remove the possible treat of
Anthrax. Although most mal will not be exposed to this radicactive process, mall
addressed to any member of the US Government, espacially Congressmen,
Cablnet members and the Presldent and most US Government-specific ZIP
codes in the Washington DC area are most Ilksly to undergo this process,

Copprights 2002 2005 by Ofice of Reglons! Svant Cerd Programs, Port Aoty of New York and Hew Jersey, A fights reserved,
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Irradiation being applied to some PICCs In preliminary tests has proven fo cause
PICC package discoloration and cireult fallure especlally if the strength of the
bearn exceeds 56 kGy. The government applles 56 kGy on a single pass of the
mail. A second pass (although unlikely to occur) will greatly increase the chance
of PICC ¢ircult fallure and discoloration since this wiil be the equivalent of 112
kGy exposures. It is the responslbliity of the PICC issuer to notify the PICC
suppller if such type of mailing lrradiatlon will oceur,

Metered Postage
N
Card Holder Sleeve
6.0 Tnches
(s i Y
— | >3 Inches B
Aspect Ration: 6.3: 6.0
Flgure 9-02 PICC/CD Maller
8.2.4 Shipping and Handling Guideline Summary

ltems 1 through 7 below identify potential problems that should ba avolded and
provide guidelines to prevent damage to PICCs durlng shipping and handling.

Refer to Sectlon 7.0 of thls document for other PICC guldelines and
speciflcations,

i. PICCs should never be processed by. mail equipment or other automated
optical handling equipment that appliss to the PICC package any twist or
bending of less than 2.0 inches in dlameter In either the transverse or
longitudinal direction. Additionaily, PICCs housed within mailers should
not be processad In equipment with media transport speads at or above
100 inches per second (such as the Optical DBCS-lIl Sorter Model 995
used by the United States Poslal Service). Use of this fype of machine
may cause excessive stress to the integraled sificon device (die) and
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mounting medule/antenna within the card. External damage may not be
notlceable in most cases but may substantially impact PICC performance.

All PICCs should be placed within an approved credit card-type card
insert handier. if the PICCs are Individually malled, the card Insert handler
should be placed In a padded envelope with dimensions of at lsast 6.0
inches leng by 6.3 Inches wide. No more than two cards may be placed in
an envelope of this type and the handler should be located in the center
of the envalops.

O O O —[

850

CARD INSERT HANDLER

ENVELOPE CONTAINING
CARD INSERT HANILER

Figure 9-03 Envelope dimensions

All envelope mallings should be registered and pre-metered fo avoid the
use of any type of postage cancellation equipment,

Bulk shipments should be sent In tightly packed boxes of approximately
the same height and width of a standard card as described in ISO 7810.
The PICCs must not be allowed to shift or rub against each other during
shipping or handling as the printed surface of the PICCs may deterlorate.

Note: PICCs having a glossy finish will exhibit a higher degree of
suiface damage over that of matte or fine matte finish.

Boxes holding large quantities of PICCs should be made of corrugated
cardboard that provides reasonable shock or damage protaction to the
physical properlles of the PICCs (a box surrounded by Styrofoam
“peanuts” Is highly recommended. The number of PICCs in a single box
should not exceed 500,

Not more than 1000 PICCs should be stacked vertically—face to back.

PICCs should not be subjected to long perlods of stress bending
especlally In temperatures lass than 10 °C or greater than 30 °C. This
colld resuft in permanent deformation of the PICCs.

8.3 Patron Return Procedure for PICCs
Damage to the PICC (due to improper handling) is inevitable; accordingly a PICC
returnireplacement process must be established by the scheme owner/foperator.
This process should Include a method to evaluate tho damage that has occurred.
Copyright®> 2002-2005 by OBlee of Regional Smad Gard Progeams, Porl Authodly of New Yotk and New Jersey. All fights reserved. Paga 35
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10.0

10.1
10,2

10.3

APPENDIX-A

Limited Use PICC Specification

INTRODUCTION

Limited Use PICCs are deslgned to satisfy the need for a low cost fare media
with limited features and expected lifecycla.

PHYSICAL SPECIFICATION

The Limited Use PICC will adhere to ISO/IEC 14443 Part-1 (2000-04-15 version)
with the exception the foliowing exceptions. (Note: the following speclilcations
are part fo ISO 14443 Working Group — 8 as a new work order as of the
publishing of this document),

The Limited Use PICC shall have physlcal characteristics according to the
requirements of the card type ID-1 with modifications to the tfhickness and
construclion materials specification. This specificallon In alt cases uses the ID-1
“X" and *Y” dlmenslons of approximately 84mm x 53mm with ISO 7810 speclifed
tolerances of +/- 0.02mm. In addition, the thickness shall adopt the ISO/IEC
15457-1 & 3 Thin Flexible Card specifications were applicable. The modified
thickness specification recognizes and classifles two distinct types (See Figures
A-1, A2, A-3 and A-4 also see Table 5

Type: LU_ID-1M (identification Card Modified) with a thickness (2) of):
400um (0.40mm) +/- 20um (0.02mm)

Type: LU_TFC.] (Thin Flexible Card) with a thickness of:
270um (0.27 mm) +/- 20um (0.02mm)

Integmted clrcult/ Module
Area (No fextual printing)

Figura A-1 (LU _{D-1M card formal)

Copyight 20072-2005 by Offica of Reglonal Smarl Card Programs, Pod Authorfty of Hew York and Hew Jersey, ABrighls reserved.
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Integmted clrcuil/ Module
* / Aren (No textun! printlng)

Figure A-2 (LU_TFC.1 card formaf)

Restricted Module Aren
(Locatlon per ISO 7810}

Bottom
Laminate

Figure A-3 (LU _ID-1M card formal}

Reatricted Medule Aven
(Locniion per ISO 7810)

Bottom
Lamimte

Figure A-4 (LU _TFG.1 card formal)
10.3.1 PICC Materials

Limited Use card materials shall be extended to Include other than genarically
referred fo plastic, The expected lifecycle of tha PIGC will need to be taken into
account In the selectlon of these card materlals, Post printing of the PICC shall
be accommodated if required by the application usage excluding the PICCs
Restricted Module Area as definad by the card manufacturer, (See Table 14).
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TABLE 1A PERMITTED MATERIALS AND PACKAGE THICKNESS

Type Paper Composite Plastic
LU_TFC.1 (Size) 270um +/- 20um 270um - 20um 270um +- 20um
LU_ID-1M (Size) 400 um +/- 25um 400 um +/- 25um 400um +/- 26um
Note: Table enlrles refer lo the nominal thickness of the material plus tolerance,

10.3.2

10.3.3

10.4

10.6
10.5.1

Note: The die thickness with laminated printed package materlal must not
exceed the maximum PICC package thickness specification for elther the
270uim or 400um packaging.

Surface Material

PICC surface materlals must be capable of meeting post-printing requirements
as defined within the Individual card printing specification of the scheme
owner/operator. (See Mafarlals Reference In this seclion)

Antenna Materlal

Materials used for the construction of the antenna must be consistent with the
required electrical and physical stress specifications requirad by ISOMIEC 14443
as well as the extended spaclification in this documenl. Suggestad materials that
can be applied are listed In the Materials Referance at the end of this section,

LU PiCC LIFECYCLE

LU PICCs must be deslgned and packaged in a manner that permits a minimum
lifecycle of;

6 days Less than 90% humidity

Paper with Poly or other 35 days Less than 85% humidity
coaling

Poly (PET or PVC) 100 days Less than 95% humidity

The lifecycle values In the table assume 4 uses por day. These uses are defined
as a completed fransaction containing either reads or writes of the PICC data
plus security, A comploted transaction is defined as an event where a patron
presents a PICC within the PCD/CID's active field end allows it to remain In the
fleld until the transaction Is completed. Such transactions may Include: Entry via
a transit Faregate, Farebox, Valldator, AVM or a retall applicatlon utilizing a POS
terminal confligured with a PCD/CID.

DYNAMIC BENDING AND STRESS
Stress Tesling

CopyrightD 2002-2005 by Ofles of Regional Smart Card Programs, Port Authority of New York and New Jersey. Al dghls reserved
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Stress Testing Full compliance to 1SO 14443 Part -1 Including the call out for ISO
40373. In additlon, the PICC body with fully functional integrated
module/IC and antenna must not fall when subjected to ISO 14443-
1, Seollon 4.3.3 of the Dynamio Bend test with an Inoreased h, A=
26mim and h, B=12mm.

10.5.2 Torslon Testing
Torslon Stress Full compliance to 1ISO-14443 Part-1 Inoluding the call out for ISO
10373, In eddition, the PICC body with fully functional integrated
module/ IC and antenna must not fail when subjecled to ISO
144434, Section 4.3.4 of the Dynamic Torslonal test with engle of
retation of 20 degrees,
10.8 EMBOSSING

No provislon for embossing.
10.7 MATERIALS REFERENCE

Suggested Antenna materlals:

. Sllver,
. Aluminum
] Copper-alloy

Suggested Card Surface Materlals:

" Triplex: Poly/Paper/Poly
. Paper with Poly Protective coating
. Poly on Poly

J Paper

Note: Poly can be mads up of elther PET or PVC materials

10.8 Electrical & Distance Activation Specification

Limited Use PICCs will adhere to all of ISC/IEC14443-2 with the additional of the
followlng specifications:

10.8.1 Activation

A PIGC placed In the actlve field of the PCD will bacome fully aclivated if within
3.0 ¢m of the PCD antenna surface at minimum. The PCD emitted fleld strength
will adhere to [SO/EC 14443 Pait-2 (Amp/Meter) specification to achleva this LU
minlmum fully active distance,

Copyrighte 2002-2005 by Ofice of Reglonal Smarl Card Programs, Port Auhorty of New York and New Jersey, Al Aghls reserved, Page 39
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10.8.2

10.9

10.9.1

10.10

10.10.1

10.10.4.14.

Blt Rate

ISOMIEC 14443-2 seclion 8,11 and 8.2.1 addressing a standard bit rate of
108kbits/sec will be extended to optionally support a higher bif rates up to
212kblts/sec, All Bl rates within the ISO/EC 14443 amended and approved
standard that are beyond the required 212kbits/soc. are accaptable.

Data Block/Records Length
Data Blocks/Records will be 16 bytes In length,

Data Memory
Data memory will be no greater than 1K Byte of usable space,

Note: This memory limitation Is necessary to adhere to the Intended purpose
and application of the product to remain as a low cost, limited application .
and limited lifecycle product,

Initializafion and Anti-collision

Limited Use will adhere to ISO/IEC14443-3 but will require that the Anti-colllslon
scheme for both fype "A" and "B" be placed In a “Detect Only" mode of operation.
This mode Will detect that more than one valid PICC is In the field but, will not
perform any read or wiite functions. Instead, the PCD/CID Issues a loglcal signal
that can be interrupted by the hosting equipment to present a warning message
to the patron.

Anti-Collision Type

Anti-collislon is addressed in ISO/IEC14443-3 for both type A and type B PICCs
to PCD sequencing. Limited Use PICC's will have the type of anti-collisfon made
optlonal as par the following sections:

Blt Collislon Detection - Type A PICCs

in ISO/IEC14443-3 section 6.1.5.3, type A PICCs use bit colllslon dstection
protocol in the event that more than one PICC is present in the volume of the
PCD aclive flold crealing a potential collislon. The PCD must arbitrate in a
manner that only one PICC Is read or wiitten to at a time. Limited Use will require
that an option be made avallable to seloct an Antl-collision mode for “Detect
Only". if thls mode Is enabled, the PCD sequence Wil delect that two or more
PICCs are In the active fleld and will creale an output status blt to report such an
event to the hosting processor for the patron display. If this event occurs whilo
this type of antl-collision is operative, the PCD will not allow any further PICC to
PCD activity to take place unlil one of the PICCs in the active PCD field Is

Copyright® 2002-2005 by Offee of Regiona! Smart Card Pragrams, Port Authediy of Mew Yotk and New Jeisey, A (ghis reserved.
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10.10.1.2.

10.11

10111

TABLE A.1 BAUD RATE oF TYPE A PICC

removed, In Table A.1, bit b12 may be used to signify that a LU type of PICC Is
using an anti-colllsion schame other than that speciled In ISOAEC 14443 Pait-3.

Note: This section of the ISO/IEC 14443 Part-3 Is under review by the
standards committee for change, Bit B12, will most [ikely be re-assigned

to a reserved bit.

Bit Colllslon Detection — Type B PICCs

In 1ISO/IEC 14443-3 section 7.3 through 7.8.2 type B PICCs collislons are time
slot marked for Anti-collislon procaesaing In the event that more than ene PICC s
present in the volume of the PCD active fleld. The PCD must arbitrate in a
manner that only one PICC Is read or written to during a given period of tims.
Limited Use will require that an option be made available to select an Anti-
collislon mode for “Detect Only™, If this mode Is enabled, the PCD sequence wili
detect that two or more PICCs are In the active fleld and will create an output
status bit fo report such an event. If this event occurs while Anti-collision Is in this
mode, the PCD Wil not allow any PICC to PCD activily to take place untif only
one PICC is In the active PCD ffald.

Product ldentification

LU PICC product Identification is not defined in ISO/IEC14443-3 with respact to
type A or type B, The following two sactions create the necessary modiflcations
to ISOAEC 14443-3 to allow for early PICC product-type detection.

Type A Platforms

in section 8.4.2.1 of Part 3 of ISC/IEC 14443, the standard states the availabliity
of 4 "Proprietary coding” bits for the Answer to Request (ATQA). As stated by
the standard, these are bits 8 to 12, The following table depicts the utillzation of
these proprietary bits to [dentify a LU or FF-typs A platform baud rate. The use of
bits b8-b11 will track the latest ISO/EC in draft standard for support of higher
baud rates.

b12 - bif . 10+ b9

Baud Rate and LU Indicator:. .. .. ..

108 k bits sec 0 0 0 1]

212k bits sec 0 1] o 1

424 k blts seo 0 0 i 0

845 k blls sec 0 1 0 0

bPizoprlelary bit for LU anti-collislon use or Reserved 1 0 0 0
10.11.2 Type B Platforms

in sectlon 7.7.3 of Part 3 of ISOHEC 14443, the standard states the availabllity of
an AF| coding byte In the Appllcation Data poitlon of the Answer to Request
(ATQB) format to represant Transpoit velated applications. As statad by the

Copyrighte 2002-2005 by Offca of Reglonal Sman Card Programs, Porl Authoilty of New York and New Jereey, A fighte reserved.

Pagady

Page 54




PATH SmartLink Specification
Revision A, October 26, 2006

REGIONAL [NTEROPERABILITY STANDARD FOR ELECTRONIC TRANSIT FARE PAYMENTS®

PART 2 PICC, PCD AND CID PHYSICAL AND ELECTRICAL SPECIFICATION

standard, the coding of the Applicatlon Family Identifier (AFI) allows for the
coding of the Least Significant half byte of the AFI with hexadecimal values
ranging from *1' to 'F". The RIS shall require the value of the "Least Significant
half byte" of the AFi to be set to *1° resulting with a coding of “1,1' for the AFI to
reprasent LU platforms of 512 bits and a coding of '1, 2’ for LU platforims of 1,024
bits, .

TaeLE 4A.2 LU IDENTIFICATION OF TYPE B

[} [}

0

1 0 Default

1 1" Future LU

1’ 2 Future LU

1’ '3 - Future LU

1’ 'y Transk 384 bite single product LU
platform

1’ ‘5 Transit 512 bite single product LU
platform

‘' '6’ Transit 1 Kbytes duo preduct LU
platform

1! ‘7 Transit FF platform

40.12 Transmission Protocol

Limited Use PICCs Wil not support or uiilize ISOYIEC 14443-4,

Copyrighti 2002-2005 by Ofics of Regions] Smart Card Progrants, Perl Authority of New York and Hew Jersey. Al fights eeerved Page 42

Page 55




_ - T T T+ ¢ e e . .
haamtd ‘emgliony Jevrmm B PENQ AP DAL b
w— [ M E B e it e e e - —— iae s = ol e
: rpreicod A TV P R o o G ey, LT S
e i sare ooy b i sy g ey o L9 Lo A e M e
: —ror o LIS T s e o
L - LI T W e Y . R, A D TNCad AL TRODIN NG W T,
: WS mmSe AP WA it T e e RO g ™ TTE M T N DO e et B 4 7
fane.c RO O e B e T Eamcor S SEI L
- R
- | e ey —— 0 VB[4 ] B
)
LI S - e ) Y
T [T =
o A

NOILYOIJI03dS TILvIngy.l
e INOT3
| LTS8

\!205.09 vy <]
2 i L A

Q 'ENCRCIN CL GIn. 20 00 A <D L0 alhl OLRZ £1 33
. o~ T HICR WG MOUYST] BB M TGOS ANATA VR Rt 50 -
: S'0FS'+ ! iﬂlﬂﬁiﬁ“ﬂ:ﬂgé
&0.& mmUmD.mm T I !n._-..wu.:i.”ﬁu?!nu.l&

; T, SET N0 KM e TH KA Dok TUOD-000R SO

/\giﬂglsiﬂg;glﬂ.—‘

D Tl X0 X0V T ND YD DAIVWIESK] ML A Sl X 6L
el 6a sar [ am <]

. TE MOLIJE T MOtA 2 ~Lliwd OF S Xid ]

59— / Adt ﬁn._?nw—u_r»gu-p_.nulu o
< ra1 0E0=8TEY s S b wezuci

ket
< T
37w aal PSR B oty
D LUIMA TRRDT L0H W D
e ATy AN
AU AL TuT TG s
SMMVILTOE davd
RO X, oY
IV ENL M TRAIIO 0D UCKO0 G M TN S 9
"EIRIGN
TN HOY DHRINIAAPYR A IS0 36 Jwn SGOMMN MV C

TRV MY LldY SESKIVD
il Sl €7 M e e o ] TIVE VIVD AN BN, HONCRPAL COLTWMCD M LSt
T | R TR AT YO006=000y | 3 FOMAD wOSHIR TIY TN SR MWD ¥ 1 DL
| e | M 0/TL AT TOOOG—O0CY W3, Ty Sy
T o | RN AE 00060y 01 5 3L [N IS Siavs T
el M oY Ty Ty e TD M Oy DO O TNl O WD 30 0L Ll

900Z ‘97 1990130 ¥ UOISAIY
goReRgRAdg yrpIees Hivd




PATH SmartLink Specification
Revislon A, October 26, 2006

REVISION DATE DOCUMENT NAME DOCUMENT NUMBER | PAGE

F.00 10 Aug 05 DI8 for lha Nextfare Smarl Cerd Sedalization and Printing C 8500-62003 i

DESIGN INFORMATION BULLETIN
FOR THE
NEXTFARE™

SMART CARD SERIALIZATION AND PRINTING

This dotumant contsina proprialary and tonfidenlial Information originaled o cvmed by Cubls Taansporation Bystems, Ing. (Cublk). HaBhee ths dotumend nov the Informalion cisclored
ezt Ghii ba taprodutad of transfamed Lo olhir dotumirls oruiad or distlosad o othars for manusilurag of sy other pUpesas axtept 88 epacifcaly auhorzed b wrlng by Cuble.

Page 57



PATH SmartLink Specification
Revision A, October 26, 2006

REYISION DATE
F.00 10 Aug 05 DIB for the Nexifare Smart Cerd Seralizellon and Printing 8500-92003 i

OCCUMENT NAME DOCUMENT HUWMBER | PAGE

Proprietary Notice

Ths Infermation disclosed hereln containe propretary rights of Cubic® Transportation Systems, Inc. (Cublo),
Nelther thls document nor the Information disdosed hereln shall be reproduced or transferred to other
documents. Nor shall the Information be used or disclosed to others for manufacluring or any other use except as
speclhically authorized In writing by Cublo,

Copyrght® 2005 Cublo Corporation. All rights reserved.

TRADEMARKS

Cublo®ls a regislered trademark of Cuble Corporation,
DESFire” le areglstered trademark of Philips Efectronlcs NV.
B0 CARD®Isa reglstered trademark of Cublo Corporation,
Jewel™ ig a trademark of Innavislon Research & Technology ple.
MIFARE®Is a registered trademark of the Phliips Eleclronles NV,
Nextfare™ [s a reglstered frademark of Cuble Corporation,

Cuble Transportallon Syslems, Ino.
6650 Keamy Mesa Road
San Diego, CA 92111 USA

This dot umand fonfaind propriay and confidendlsl informallon orpinalad of ovmed by Cubic Teanspodeion Byslama, Int. (Cubk). Hagher this documsnl nor tha Information discfoged
heren shaliba mproduce s o brdnsTirzad 10 ether dotuments orused of dlsckosad 10 others for mancfatluring of sny GIMT pUPOSS Bxiepl 35 PRIl auhorize 8 n yaTting by Cubls

Page 58




PATH SmariLink Specifleation
Revislon A, Qctober 26, 2006

@CUB

1K

REVISION DOCUMENT NAME DOSUMENTHUMBER | PAGE
Foo 10 Aug 05 DIB for the Nextfare Smer Cand Serieiization and Printing 8500-52003 ]
REVISION STATUS
{Template Revision Date: 11 Nov 04)

A.0D 24 Apr 03 | Initial release

B.00 10 Mar 04 | Minor revisions to document,

C.00 200ct 04 | Clarification for printing of adminisiration end soft numbers.

D.00 21Jan05 | Incduded Limited Use Cards.

E.0D 17 May D5 | Added Magnadata to manufacturer list

F.0D f0Aug 05 | More detalls of Adminlstration Number and addition of Appendix A
Author/Project Enginser Date Dlrector, System Architecture-Davices Date
Bran Monk Pradip Mistry
Recalvad by Confguration Management Dats Technlcal Editor Date

Cynthia Jones

This dotument tonkaing progrielery #nd confidenifal nformalion orpinatad of owned by Cublt Trantparlaon Bystems, Ine. (Cubk). Nelher this dosument nor te Informalbn disclored
hareh ehpd e tepodutid ortranmemed o othi documants of Usad of Stk 54010 cihers for manurstiuring of any cthef pUTPOERS FYCOPl 85 BEREYE By suThorizéd I wiftng by Cubir.

Page 59



PATH SmartLink Specification
Revislon A, October 26, 2006

REVISION DATE DOGUMENT NMAME DOCUMENT NUMBER | PAGE
F.00 10 Aug 05 DiB for the Nexifere Smart Cerd Senelization and Printing B8500-62003 )]

THIS PAGE INTENTIONALLY BLANK

This dotwman (onlale propristery #nd confdantlal Inforretion ariginaled of tvmed by Gubk Tuzaspodaton Bystems, Ing, {Cubk), NaZher Ee dt

il nor e Info

Bezeb shATbE iprofutad of tranfarred [0 oties Socumerl & Of ULMF OF A losdd 16 olhmis for MANUFEIUTeg of &0y ST pUPO IS NPl B8 SEHETK RIY Suthorized In wiling by Cuble.

Page 60




PATH Smar{Link Specification
Revislon A, October 26, 2006

@l}UBIG

REYISION DOCUMENT NAME DOCUMENT NUMBER | PAGE

F.00 10 Aug 05 DB for the Mextfare Smarl Cerd Seralizalien and Prinfing 8500-62003 v

TABLE OF CONTENTS

Section NoJTIfle Page

1.

2.

4,

14 ACRONYMS AND ABBREVIATIONS s smuricommisimmisrassmismis isomissscimsisstresmmssarsssnss s smrasmeasssenes |

SMART CARD SERIALIZATION .covvninereanunrimessees Y AR R £ R SRR
21 ELECTRONIC SERIAL NUMBER (RECOMMENDED)

241 Soft Sedal Number ... ST

24.2 Batch ID Number

P b e

3
B
-3
3

R AR O AR AR R SRR TR RNV RA L

3.2 PRINTINGON SIDE 2 ... iirviiimeisrimsssss i issssssanssssssssssensiesssvesessassssetsssssssrassisrsssansesesrsssesesses B
3.241 Printed AdmInistration Number erereno e

3.21.1 Printed and Displayed Administration Number Chack Diglt..

3.21.2  Manufacturer TYP8 CotB. . mmimiiimrmiusiisiniimissimmamrreisssonosess ersssrasssser 8

322 Batch ID and Soft Serlal Number F'rlnllng

USER DISPLAY S AND RECEIPTS i

This docwrrant ¢ olai propietany 2nd confdeniiel iormation erignaled of cvmed by Cubk Tranuposbon Bysterms, Pne. {Cubk). Heher ts dopurmend nor e Ifodmatiy dlsksed
hedan shad bo orodured of ineasfarred 16 ethar doturminls of Usad or dichosad Lo oizers Kor manutselurng of sy Dtha pPUPDSIS sxtept 5 P8I aly BUtnOried I witing by Cublr,

Page 61




PATH SmartLink Specification
Reviston A, October 26, 2006

REVISION DATE
F.00 10 Aug G5 DIB for the Nextfare Smert Cerd Sarsalizetion and Printing 8500-62003 v

DOCUMENT NAME DOCUMENT NUMBER | PAGE

LIST OF FIGURES
uts No,/Title Page

Flgure 1. Smart Card Side 1 (Front) Printing EXample .........ecevinnonsisnmssenen
Flgure 2. Sman Card Side 2 (Rear) PriNtNg EXAMPIS ........cecrrvvvrrvnrs st ssstsessmsssssssssssesssssessessssemssssassessd
Figure 3. Check Digit Calculation and VerlRcatlon.........cocruuvereveerresesreenronns RN 7

LIST OF TABLES
Table No./Title Pege

Table 1. Smart Card PrINING COUES v..uvvuiurimrisr s nssmssasnensissssissms s s smsesssss

Table A«1, MIFARE CIBSEI0 TK..vuicni v imvemsoemmssenismmsssirsrsrsssssmsssssssssans st sesssssrsssssssesserserservossarseso e e
Tabla A2, MIFARE DESFHG o imssismsminss s isns st ssstseesssronsesmeesseessesessssssesssmsesons 8A=3
Tabla A-3, MIFARE UHraLight ......o.covvuicnimmsimseimescesessesserssessssesss rssisssssassanes e s e eresses A

LIST OF APPENDIXES

Appendix No./Tille Pege

APPENDIX A EXAMPLES OF SPECIFIC CARD UIDS AND ADMINISTRATION NUMBERS ..c..ovuueniin As1

THs dotuman] ¢ onlalng proprielasy ind confrdantlal information eriginaled or ewned by Cuble Yranspordaten Bystams, [t {Cube), Nalher ihis dotument nor Bia Informaton dsciased
herst &l ba teprodured ortranslened 1o olfizs Gocumerds of wisd of dstlorad loolhars Br manifativing of any olii SUROEES excapt oy epetifchly authodzed writing by Cubic.

Page 62




PATH SmartLink Specification
Revlsion A, October 26, 2006

@GUBIG

REYISION

DOGUMENT NAME

DOCUMENT NUMBER

PAGE

F.00

10 Aug 05 DIB for lhe Nextfere Smant Cand Serelizellon and Printing

8500-82003

1. INTRODUCTION

This document describes the serlalizatlon, printing, and user display specifioation for frans!! smart cards. it
spooifically describes Nextiare™ Central System (NCS) specifications for card serfalizalion with respect to the:

»  Administralion Number—A unique sarial number assigned to [dentify the smart card and frack its usage In
the system and for customer service, autoload, fraud analysla, eto,

¢ Balch ID—An Identification number asslgned {o the production balch that can, If required, be used to

track the distrbutlon of smart cards

* A sequentially generated soft serfal number that may be used as supplemental to the batch ID number,

11 ACRONYMS AND ABBREVIATIONS

csc
csv
Cuble
HPEM

Iso
NCS
uiD

THs dotument cantain propridary and tonfidentiat information orignated or owned by Cublt Transporalen Brslems, lnc. {Subk), HeZher This &

Contactless Smart Card

Comma-separated variable

Cublo Transporlation Systems, Inc.
High-Preduction Encoding Machine
Identifloation

International Organlzation for Standardlzallon
Nextlare Cenlral System

Unlque Identlty

Hexadecimal notation

d not the 3
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2, SMART CARD SERIALIZATION

This sacilon provides the specification for the administration number that will be used by the Nextfara Central
Syslem orthe card Issuer for smart card tracking.

24 ELECTRONIC SERIAL NUMBER (RECOMMENDED)

Currently, most emart card chip manufaciurers encode smarl cards with a 4-byte elecironlo sefial number that |s
unique per chip menufacturerfloensee and Is unalterable, For some card types, this will Increase o a 6- or 7-byte
number. Elaolronlo serlal numbers are NOT guaranteed lo be sequential or unlque across menufaciurars, A 1-

byle unique smait card chip cade and the manufaciurers elecirenio serlal number are used o make Up & Unique l
number that is used by the NCS or the card Issuer to track the smart ¢ard. This nurmber jo used for autoloading,

hot lIsling, and customer service aclivilles and is 8 bytes long,

Because of iis unique and unchangeable properties, itis recommended that the chip's eledironlo serlal number
Unlque ldentily (UID) be used wherever possible.

2.1.1  Soft Serlal Number

Customers that deslre smait card serlal numbers to be sequential have the option to use a “soft* serial number.
However, soft serfal numbers are not applicable to limited-use cards. Where applicable, a soft seifal number can
be asslgned and managed by the NCS. Soft eertal numbers can be printad and elacironically coded by the card
manufacturer on requesl, The card manufaclurer will electronically encode a 4-byte sequentla! soft aspal number
In en unused area of card memory per the following:

*  Philllps MIFARE® memory cards—A 4-byte serfal number In File 0 Record 1
* Cublo GO CARD® —A 4-byte serlal number In Flle 16 Record 7

The NCS or oard issuer will provide the beglnning soft serlal number. The manufaciurer will also supply a
comma-separated varlabie (CSV) electronio file that lists the soft serlal and electronlo serlal number for the

delivered smeit cards,

Up to 4 bytes of space (0 to 4, 204, 987, 205) are poteniially avallable In the replonal transit epplication
Contacliess Smart Card (CSC) lssue Record and the Reglonal Interface Specificalion Transit Application Profile
Objact lo record the soft serlal number. If a soft serlal number Is used, it should be copled to the serfal number

localion specified in the relaased verslon of the data format specification on card Initlalization. United-usa cards

such as MIFARE UltraLight and Innovislon Jewal™ do not support a soft serlal number,

212 Batch D Number

The batch Identification number Is assigned and controlled by the card manufacturer. It Is asslgned whan the
bateh is produced and Is used for fracking the card Invantory by balches and card distribution from Issuer to polnt-

of-sale and other distributlon cullsts,

Thiy dosument torlalng proprielary and confiantéal infomration origineted o cwnad by Cubit Tranepor(ation Byslams, Ind. (Cubk), HeEher this document nor the Informslion dlstieed
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3, SMART CARD PRINT LAYOUT

This saction provides a typleal graphlcal layout and the printed numbering spedfications for translt smart cards. It
ls racommended that the card |ssuer produce a detalled dimensioned drawing and artwork for the front and reer
of the oard to explidtly spedfy all of the card's detalls, graphles printing, and any cther postproduction printing
that may be required, Itis also racommended ihat semple cards are produced and approved prior to
ocommencement of full card producton,

3.1 PRINTING ON SIDE 4

Figure 1 is a typlcal example of the print layout that may bs required for a transit smart card on sfde 1, normally
referred to as the front side, It indicates areas that may be restricted for prinling due to the contaclless and
oontact chip modules. The restricted areas are generally in accordance lo ISO 14443, [SO 7810, and ISO 7816
standarde where applicable, but may vary slightly depending on the card type and manufacturer, The exact
detalls and graphles are subject to agreement hetwesn the card issuer and tha card eupplier. Contact moduls,
signalure panel, cardholder name, and user photograph are not normally applicable to #mited-use cards.

Contactless Module
Top Edg\Open Text/Graphics  restricted print space

May be in bottom right if magnatic
/ stripa is required

Cor(litalct 4 Reglon
Module Loge
restrictecN LPossible User's !
spacs If Photo location
applicable
Possible Signature Possible Cardholder's
Panel location Name Location

Figure 1, Smart Card Side 1 (Front) Printing Exemple

This dotuman) ¢ottalns proprialary and confdentsd Informalion originated o owned by Gutle Travgpodaton Bystams, Ine. (Cubk). Nasher (s dorumend nor [ho nformation Gsclosed
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3.2 PRINTING ON SIDE 2

Flgure 2 |a & {yplcal example of the print layout for a transit smart card on side 2, normally referred o as the back

of the oard. K indlcates the area that may be restrioted for printing due to the contactless chlp module, which wii

vary depending on the card typs and manufaoturer. Exact delelis and graphics are subject to agreement betwesn
I the card lssuer and the card supplier. Soft serfal number printing !s not recommended and not norm ally

applicable to limited-use oards,

Contactiess Module

restrlctad print space.

Preprinted
lssuer

Top edge
May b ko boltom leftif magaetic
stripe required
™ ™
This card Is the Propedy of 00X,
1{bs or etolen pla#5a relurn Lo XKX
t0 | " 432 MinBresl,SunDings, CAT2IO1
oy Th'scard contahs ek chionlcs pleans tske carebn handEng

requirements

Figure 2, Smart Card Side 2 (Rear) Printing Example

Batch & Soft ID

end gxd from the XXX wycler

Do malbend, sl or ukw for purpose s ofhs then enlrance

[ eayyoww 12305578 QM DEEE EEEE EEEC |
7 = 7
/
Optionally printed Recommended preprinted

Administration Number

The printing of the administration number and batch ID should be durable such that they will be readable after

3 years of normal use,

T Sasument contzins proprialarn and Sonhenlial nformation orighnaed of awned by Cudlt Transpodston Bysterms, Ine, {Cubk). Nefhes this d | aor Pie wormalon @
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3,214  Printed Administratlon Numbsr

The adminisiration number Is printed by the card manufaclurer in the bottom right-hand comer as shown In Figure
2. The formal of the printed administration number follows:

+ For 4 bytes, the sefal number Is:
s  For 6 or 7 hyles, the sardal number is:

Where: Range
s MMM Card Chip Type Code 0to 265
+ EEEE; For a 4-byte serial number Oto 4, 204, 867, 205
» EEEE: For a 8- or 7-byte seffal number
s G Check digit 0o, see Figure 3

*  Zeros are used for padding to emutate the slandard credft card printing format.

214 Printed end Displayed Administration Number Chack Digit

0to 281, 474, 976, 710, 655 (6 Bytes)

OMMM OEEE EEEE EEEC
MMM EEEE EEEE EEEE EEEC

To venify the comrectness of the adminisiration number on data enfry or for customer sendcs, a check digl is
appended to the printed or dlsplayed administration number. This seclion describes the process in which the

cheok diglt Is caloulated.

The card chip type (MMM) code, electionio ID (E...E) and any padding zeroes are mullipiled by a series of I
welghte (.2, 1, 2, 1, 2, 1) sleriing with the right-most digit as shown In Figure 3. The units end tens digits of each
producl are added together as single digits. The result must ba divisible by 10 or lhe card administration printad

number I8 invalld.

The caleulatlon Involves adding the units and tens digits of each resulting product withoul the checi dighs product
value (whife keeplng Its position for mullipliar placement) and choosing & value that will take the result to the next
multiple of ten, This [s the same algorithm used for credit and deblt card check diglt caleutation,

1
7

E EEE EEEC

g 901 23489
2121 2121
16 901 4389

O+ 14443 +0+ 14 4+3 +8+5+ 1+ 247+ 146+8+0+1+4+3+8+D = 80 = Valld

Printad Adminlstration Number 0O0MMM EEEE EERGE
Example 0123 0123 45 6
Multipller 2121 2121 212
Rasull 0143 0143 8 5 12
Addltion for Verification
Calculation; 71+ C = 80 (the next multiple of ten after 71), therefore C = 9

Thit Socomanl contalra pmprb'la? 0 oo
heteh chll b reproducad of Iranslamid Lo

Figure 3, Check Digit Caloulation and Veriflcallon

nftfdlal nformatlon orlginaled o1 owned by Cuble Transperledon Syatems, Inc. {Cubic) Maither tHe docures! mor e Informaton: Gisdosed
other documents orused or g chord to othts for manfadluring of any olher pTpaEas excapl 38 apesfizaly uthodrad i wifting by Cuble
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@ NOTE

The Printed Administration Number contalns addifonal padding
zeroed's (0) and a check digh (C). The Printed Admindsiration
Number is only used for print and dispiay pitposes. The d-byle or
7-byte chip IDs, together with the manufacturer ID number as
encoded on the smart card, forms an 8-byle System
Administration Numbsr that Is used for atdoload, hol Fsts and in
transaclions gensrated by the fare collection eqtilpment. See
Appendix A for examples of specifio card chip fypes,

DOCUMENT KAME DOCUMENT NUMBER | PAGE

3.21.2 Manufacturer Type Code

The manufacturer ID byle Included In some manufacturer's 7-byle serla! numbers (e.g. 04 In Philips DESFirs®
and Uitralight Unlque IDs) is not required to ba induded in the Printed Admintsiraion Number because it doas
not necessarlly uniguely describe the card type, and it can be replaced by the unlque CSC card chip code (MMM)
that is shown In Table 1.

Table 1. Smart Card Printing Codes

0 Reserved
o MIFARE UltraLIght limited use card (48 bytes) Card manufaclurer's aa cods
002 MIFARE UltraLight 2 Imited use card Card manufacturer's aa code
003 innovislon Jewel imited use oard Card manufacturer’s aa code
004-007 Reserved for cther limlled use cards
008-000 Spare
010-018 ASK AK
020-029 Cuble/CTS CcT
020 Cuble/CTS GO CARD (2 Card manufacturer's aa code
030-020 Spare
040-049 G&D aD
050-069 Spare
080-080 Fujitsu FJ
070-079 Spare
080-089 . Qemplus GP
000-000 Spare
100-109 Innovisfon ’ v

This docomand containg proprieliry end confiential infomsation orlginaled or owned by Cuble Transportaton Systems, ine. (Cutic), Neithed this dotument por the information disdased
Beten shatbe reproducad ot tnanefured 1o other documeris of uead or dudosed 10 olhere for mansfaciuring of eny othie prpocas exonpl os sprclicaly authordred 1 writing by Cuble.
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LU |
I Card Ch[p Code Card Manufacturer Codo
110-119 Spare
120-129 Kovio KV
130130 Magnadata MD
140-149 OTi oT
160-169 Spare
160-168 Phllips PL
160 Philips MIFARE Ciassio Card manufaclurer's aa code
181 Philips DESFire Card manufaclurer's aa code
170-179 Spare
180-18¢ Axalle AX
190-190 Spare
200-208 Texae Instruments Ti
210-219 Spare
220-220 Sony sY
230-256 Spare

3.22 BatohlD and Soft Serial Number Printing

If the card issuer also requires a printed balch andfor soft seral number, efther or both could elso be printed on

" applicable card types to the Issuer's spedficallon. The Issuer should take precautions in spedfylng the CSC
artwork and printing position and dimenstons to make surs that tyo sets of printed numbers will not oonfuse the
cardholder, The soft serfal number can enly be printed without the card adminlsiration number ifthlsIs supported
by the speciflo verslon of Nextfare,

The lesuer should be made aware that If they want the printed soft serial number linked to the admintslral!on
number and also require it to be tracked by tha NCS that these numbers will need lo be;

* Generated and printed by a High-Production Encoding Machine (HPEM) {if the lssuer has an HPEM)
» Enterad manually and printed by a potnt-of-lssue with risk of human error (not recommended)

¢+ Enterad manually at the NCS coneole with risk of human emor (not recommended)

¢ Encoded and printed by the card manufacurer as spacified In Sectlon 2,1.2,

This dotumant centaing proprislary and confidentlabinformmtion origineid or cwned by Cudic Transportation Sysfems, Inc. (Cubic), Naiher 1N dotument nor tas Information disdased
horain éhaSbe tnproduced of lnandfomed (0 othar dotumerds o uied of dinclortd o clhers Sor ransciuring of iy chet putpa s e exevpt &8 ipachicaly authodend i wiifing by Cuble.
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@ NOTE

Frint smarl card soff serfal numbers afler alf qualily corfrol
procedures have been completed fo avold missing soft sequence

numbesrs.

Where applicabls, the balch ID and the soft serfal number may be printed by the card manufacturar in the boltom
left-hand corner of the oard as shown In Figure 2. The batch ID and the soft serial number will be formatted:

aa-yy-ww-12,345,6768

Where:
l ¢ aa Is the card manufacturer code as descrlbed In Table 4
* Yy Is year of the batch
. WY . s week of the balch

+ 12,345,678 I3 the goft serlal number with leading zerces suppressad {(where applicable)

As an example, for 8 Cublo manufactured GO CARD produced In the third week of January 2002, the fomatted
print data would be:
0203 CT 45,678

Alternalively, If the adminlstration number Is not printed on the smart card and only the sot serlal number |s
printed, then il is recommended that it be printed at the boltom lefi-hand comer induding a check dlglt and the

year code as follows:

Soft Serlal Number: COoYY 00 ERE EEE E EEE E
Example: 4004 0042 949 & 729 5
Multipller: 1212 1212 121 2 121 2
Result: 4008 0044 98 9 12 749 10
Additlon for Verification: 4+ H0+8+040+ 444+ 94840+ 1+ 2+ 7+44D+540 = 70 = Valld
Calculation; C + 66 = 70 (the next mulllple of ten after 68), therefore C = 4

This documem <emalns propiklary and confidentia) information originaled or ownad by Cuble Transperialion Syatamu, Inc. (Cutic), NeEher thig docurrant ret thi infoymation fiedosed
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4, USER DISPLAYS AND RECEIPTS

This seclion provides the spedfication for:

s Displayling the adminlstraion number at information and customer service consoles
s  Prining the administralion number on receipts

4.1 USER DISPLAYS

The adminlstration number will ba formatted and displayed as In Section 3.2.1. The format of the displaysd
adminlstration number will be consistent with the number printed on the smart card.

When the administration number Is retrleved from the NCS or devica generated transaollons, it will be an 8-byle
number without the check digit. The retdevad serlal number Is formatted prior to display as follows:

»  Strp out manufaclurer IDs {most significant 2 bytes), leaving a 6-byte serlal number.
¢ Format the serlal number.

» Append OMMM.,

+ (Calevlate chack digit.

¢ Display in credit card format with spaces belween each set of 4 digits, |.e. (OMMM 1234 1234 1234
123c),

4.2 RECEIPTS

For printing on recelpts, the process described in Section 4.1 to format the administration wili he followed.
However, seourity consldarations exist with a full print of the adminlstration number such as:

* Reglstering anonymous CSCs using a printed number
+ Hot lising CSCs via pranks or malicious intent

Therefore, following the determination of a formatted number, the print format for the adminisiratlon number of
recelple will be:

REAE ARAR AWRE WAAN ] 230

The last 4 dights (three plus the check dig't) are the only dighs printed. This is consistent with the printing of credit
card number recelpts.

This documant containg proprletary and confident!sl information orighelad or cwned by Cuble Transportaban Spstems, T (Cubic). Kather this document ner the information diedossd
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APPENDIX A
EXAMPLES OF SPECIFIC CARD UIDs AND
ADMINISTRATION NUMBERS
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Table A-1. MIFARE Classioc 1k
MIFARE Classlo 1k Chip |0 = OxA0 = Dacimal 160

00 35 11 49 AD 00 00 00 00 35 11 49

0B 4B 12 4n A0 00 00 00 068 4B 12 4a 0160 Q013 9137 6104
Note:

1 As per MIFARE Data Sheet

Table A-2. MIFARE DESFire
MIFARE DESFire Chip [D = OxA1 = Dacimal 161

Gard UID Syst

9oL L[ Omim; eeee eend ‘Bean seed
04 35 11 49 72 1B 802 |Al 04 35 11 49 72 1B 80 0161 0583 4836 2931 0721
04 4B 12 49 72 1B 80? [Al 04 4B 12 49 72 1B 80 0161 0825 4191 3709 4405

Notes:
1 As per DESFlre Data Sheet
2 0disnotincluded In Pinted/Displayed Number caleulation

Table A-3, MIFARE Ultralight
MIFARE UltraLight Chtp IO = 0x01 = Declme! 001

FRE R R R i P 4 e
04 35 11 49 72 1B 802 |01 04 35 11 49 72 1B 80 | 0001 0583 4836 2931 0725
04 48 12 49 72 1B 80 |01 04 4B 12 49 72 1B 80 | 0001 0825 4101 3709 4409

Notes:
1 As per UltraLlght Dala Sheet
2 04tsnot Includad In Printed/Displayed Number calculation

This documant conteln proprialaty and confidential Infouration originaiad or owned by Cubic Tratpodston Systema, I, {Cutic). Nehar INs document nor tha infymation diecdesad
haren shad b irproduced of Uranefered 1o othar Bocuments oruked o Bucloasd 1o othese for manufaciuing o any oEh 1 pUrpssE axcepd 48 spacificaly authorzad i writng by Cuble
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PATH SmartLink Specifieation
Revislon A, October 26, 2006

PAGE

REVISION DATR DOCUMENT NAME DOCUMENT NUMBER
8 ¢2/0172008 ART, FRONT, SMARTLINK 9387-31001 1 of1
REVISION STATUS
“Reviston | - pate.” |- B / Description .
A 14/05/2004 | Inltial Releass
B 02/01/2005 | ECN 4300-00005 PG
Project Enginser Dato Program Manager Date
Will Barley Erio HIll
Recelvedby CM Date
PANG1012_06.28,04
The Port Authority of NY & NJ_SmartLink Card
Option C1 — Revised 2
Note:

1. Use customer provided EPS graphics enclosed within accompanled ZIP flle 9397-

31001.B.Smartlink.zip.
2, See PDF file of proof document enclosed within accompanied ZIP file above for color

details.
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PATH SmartLink Speciiteation
Revision A, October 26, 2006

REVISION DATE DOCUMENT NaME DOCUMENT NUMBER

PAGE

C 02/16/08 ART, BACK, SMARTLINK, FULL 9367-31002-2

1of1

REVISION STATUS

Revislon | Dafe | T " Description . !
A 11/30/04 Inltfal Release
B 02107105 ECN 4200-90013
C 02/18/05 |-ECN 4200-90014
Projeot Engineer Date Program Manager Date
Wil Barley Erlc Hil
Recelvad by CW Date

See proof provided with 9387-30001 for other specific Instructions.
Use flle 9387-31002-2.C.Al

Back Full Fare

“\
( SMARTLINK"
Cuttomer Jarvks: 1,800.234.PATH
Wb m‘é mpmkgmw%m ad ot
Subjact (o applcabl rules, 1 5.
Thig card mrebst ba prasented 1o PAPATH ofticlals
UpON fequest.
PATH
\__ Do - )

Dynamic Type Specitications

Serlal Number
Character: Helvstica Condensed Bold - Uppercase

Fonl Size: Tpts
Manufasturer Information Lot Code

Characler: Helvetica Gondensed Bold - Uppercase
Font Size; bpts
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