
 
 

PROCUREMENT DEPARTMENT 
4 WORLD TRADE CENTER 

150 GREENWICH STREET, 21ST FL. 
NEW YORK, NY 10007 

3/16/2016 
 

ADDENDUM # 3 
 
 
To prospective Proposer(s) on RFP # 45178 for Design, Fabricate and Deliver Four (4) 
Switching Locomotives for PATH 
 

• Questions now due 3/23/2016, no later 3:00PM 
• Questions were due 3/16/2016, no later than 3:00PM 

 
• Proposals now due 4/5/2016, no later than 2:00PM  
• Proposals originally due 3/8/2016, no later than 2:00PM  

 
I. CHANGES/MODIFICATIONS  

  
 The following changes/modifications are hereby made to the solicitation documents: 
 

1. Add the attached Contract Drawings as Attachment H. 
 

2. Add the following attached documents as Attachments  
Attachment I. Audit Control Checklists 
Attachment J. Technology Standards for the Port Authority 

  
3. In the RFP, page 9.  Section 5, “Evaluation Criteria and Ranking” delete the first 

two paragraphs and the listing of items A-D, in their entirety and replace with the 
following: 
 

All proposals will be reviewed by the Port Authority to determine if they adhere to the 
format required in this RFP, if they contain all required submissions and if the Proposer 
meets the prerequisites required for submission of a Proposal. For Proposals meeting 
such requirements, the following criteria, set forth in order of importance, will be utilized 
in the evaluation of proposals. 
 
A. Technical Proposal  

 
The ability of the proposer to meet the functional requirements of this RFP based 
on, among other things, (a) an analysis of the proposer’s design solutions, as 
represented by drawings, illustrations, catalog cuts, and other submittals intended 
to demonstrate the proposer’s understanding of PATH’s design guidelines, (b) an 
analysis of the features of the switching locomotives proposed for this project, 
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and the extent to which each of these addresses the technical specifications and 
requirements of the RFP, (c) the anticipated requirements for maintaining the 
installed system, (d) the proposed schedule for undertaking and completing the 
work, and (e) ability to meet the FTA Buy America requirements. 
 

B. Cost Proposal  
 

The cost to PATH for this switching locomotives project, based on (a) the 
proposer’s proposal for design, fabrication, delivery, commissioning, and 
warranty of the switching locomotives, (b) the proposed cost of required spare 
parts and any other recommended spare parts. 

   
C. Management Approach  

 
The proposer’s management approach as demonstrated by its submission of the 
following:  

 
(a) A proposed staffing plan, organizational structure, and management approach 

to be used for this project, (b) a tracking system for deliverables, controlling 
costs, and management of the fabrication, (c) procedures for keeping the 
PATH team informed of issues and progress during project, (d) approach to 
quality control, and (e) the proposer’s DBE plan and the extent to which it 
meets or exceeds PATH Requirements. 

 
D. Experience of the firm and personnel   

 
The potential of the proposer to provide the types of locomotive equipment 
required by PATH based on (a) the proposer’s past experience in successfully 
providing similar design, fabrication, and delivery for similar switching 
locomotives, (b) the proposer’s past experience in maintaining comparable 
systems following delivery, (c) the experience of the contractor’s lead engineer 
who will manage the design services, including but not limited to mechanical 
design, commissioning, and final acceptance testing of similar locomotives, and 
(d) indication of its success on past projects.      

 
 

4. In Section 8 of the RFP, “Proposal Submission Requirements”: 
 

a. Delete paragraph (F)(1)(C)(c) titled “Technical Proposal” on page 13 
in its entirety and replace with the following:   

 
“c. The anticipated requirements for maintaining the installed system 
inclusive of computer systems and software.” 
 
 

b. After “Appendix A1 DBE Goals Statement in accordance with” in 
paragraph F(1)(4)(f), “FTA Proposal Submission Requirements”  on 
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page 13, delete “Part III clause entitled ‘DBE Program’” and replace it 
with “Attachment F, ‘Disadvantaged Business Enterprise (DBE) 
Program.’” 

 
c. Add the following new section on page 13 after (F)(1)(4)(e)”: 

 
“(f) Consistent with Attachment D, PATH Locomotive Specifications 
Information Technology Provisions, provide system diagram and matrix 
listing all computer systems and software components that are used within the 
overall solution, whether they are on the locomotive or used in maintenance, 
warranty or other functionality.  
 

(i) The matrix shall be all inclusive, including all fields necessary for the 
Authority to understand the following fields at a minimum: name of 
the software product, manufacturer, version being used, indication if 
software is open source software, list of and copies of software license 
agreement (sometimes known as end user license agreement (EULA)), 
confirmation that any and all license agreements are transferable to 
and are/will be in name of the Authority, list of and copies of any 
maintenance or support agreements and which, if any, maintenance 
plans were selected, if there are ongoing software maintenance costs, 
on what those costs are based and when the current maintenance terms 
included with locomotive expires.    

(ii) Include a statement on adherence to Authority Audit Control 
Checklists, Attachment I; and Port Authority Technical Standards and 
Guidelines, Attachment J. Any areas of non-compliance shall be 
detailed.   

(iii)Provide a statement confirming compliance with all applicable NIST 
and other standards and include a discussion on any internet or other 
external connectivity requirements and the ability to/impact of not 
having internet connectivity.  

(iv) Include a statement on how software escrow requirements, in Section J 
of Attachment D shall be satisfied.”  
 

5. RFP Attachment B – Cost Proposal 
 
In “1. Pricing Sheet(s)” in the first sentence under the caption “LEAD TIME”, 
delete, “Part III, paragraph” on page 3 and replace it with “Attachment E, 
section 4”.    

 
 
 
 
 

6. RFP Attachment C – Locomotive Specifications: 
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(i) In Section 1, 1.0, “Scope of Specification”, add the following to Section 
1.6.1 after “Endurance Limit” on page 7: 

 
“‘Equipment’ shall mean the Locomotives, all parts and equipment 
contained therein, including software, and spare parts”  

 
(ii) In Section 1, 1.0, “Scope of Specification”, add the following to Section 

1.6.1 after the definition of "Service" or "Service Use" on page 11: 
 
“Software” shall mean any and all computer application programs which are incorporated 
as part of any System, Subsystem, assembly, subassembly or components thereof, or any 
interface system control between or among the Systems, Subsystems, assemblies, 
subassemblies, or component thereof, in the Locomotives, or which are used in 
connection with a system (which use involves microprocessors, controllers, drivers, or 
other electronic data processing elements) or which are used in connection with any 
related diagnostic or testing equipment (if any), together with all related 
Documentation, including without limitation the object code, source code and pseudo-
code versions of such assemblies, subassemblies, programs, firmware containing such 
programs, know-how protocols, listings, instruction sets, indices and other intellectual 
property necessary for the Authority’s use of the Software for the Approved Purposes in 
the form prepared by the Contractor, Subcontractor, Supplier or Manufacturer in the 
regular course of its business, or to the extent that the Technical Specifications require a 
different form, then in the form required by the Technical Specifications. 
 

 
(iii) Add the following paragraph as the last paragraph of Section 15.1 General 

on page 138.  
 

“All work on computer systems and associated Software shall be done 
consistent with industry best practices and performed in accordance with 
Authority provided Audit Control Checklists, Technical Standards and 
Guidelines (attached as Attachments I and J).”    

  
(iv) Section 20.1.3.2, remove the third bullet point and its text on page 291.  

 
(v) After Section 20.1.3.4.5 on page 294, Add a new Section 20.1.3.4.6, as 

follows: 
 
“Software Training 
 
The Contractor shall provide PATH with necessary training to operate and 
maintain all Software to be provided hereunder for use with the 
Locomotives.” 

 
7. Attachment D – Path Locomotive Specifications --Information Technology 

Provisions  
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In Section 1, “Authority’s Rights In Property”: 
 

a. Delete “1 - Authority’s Rights In Property” and replace it with “I - 
Authority’s Rights In Property”; 
  

b. In Section 1.A.2., delete i - iii in their entirety, and replace with;  
 

i. “use of the Locomotives and maintenance and repair of the 
Locomotives; 
 

ii. preparation of specifications for future production orders of 
Locomotives employing some or all of the Licensed Technology 
(the “Specification Purpose”); 
 

iii. evaluation and qualification for the purposes of future Locomotive 
procurements of Systems, Subsystems and components of 
Subsystems on the Locomotives to be delivered under this 
Contract;”  

 
c. In Section I.B., “Software License,” delete the second paragraph in its 

entirety.  
 

d. In Section I.J – in the first sentence, insert the words “at its cost” after 
“maintain” and before “an escrow account” 

 
e. In Section I.J. – at the end of the Section, add the following language:  
 

“Updates to software shall be deposited into the escrow account within 10 
days of release, with updates following implementation, if necessary.” 
 

In Section II, “Patents, Copyrights, etc., Infringement Claims”: 
  

8. Section II.B.1. – delete the following words from the first sentence: 
 
“shall implement the Policy and Procedure of its Escrow Agent as 
set forth in paragraph J. and” 

 
9. Attachment E – Contract Specific Terms and Conditions 
 
(i) Replace the Table of Contents with the attached Table of Contents. 

 
(ii) Section 12. Equipment Warranty, add the following language at the end of 

the last paragraph: 
   
“The warranty set forth in this section also applies to Software 
provided under this Contract.” 
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(iii) Add the following after Section 19: 
 
20. CONTRACT REVIEW AND COMPLIANCE AUDITS 

The Contractor, and any subcontractors, shall provide prompt system access and 
reasonable assistance to the Authority’s External and Internal Audit staff or its 
consultants in their performance of work under the contract, including producing 
specific requested information, extraction of data and reports.  The Contractor, and 
any subcontractors, shall promptly support requests related to audits of the contract, 
administrative functions and operations covered by this Contract. The Authority will 
require access to the Contractor’s environment which supports the systems used to 
provide services required under the contract on a periodic basis; the hours to be 
determined, at the convenience of the authority.  

The Authority reserves the right to use and load security and system software to 
evaluate the level of security and vulnerabilities in all systems which control, collect, 
dispense, contain, manage, administer, or monitor operations related to this Port 
Authority contract. 

 
21. AUTHORITY ACCESS TO RECORDS 

The Authority shall have access during normal business hours to all records and 
documents of the Contractor relating to any service provided under this Contract, 
amounts for which it has been compensated, or claims the Contractor should be 
compensated, by the Authority above those included in the compensation set forth 
elsewhere herein.  All Contractor records shall be kept in the Port District (as defined 
in McKinney’s Unconsolidated Laws §6403).  The expenditures incurred for an audit 
of records outside the Port District shall be paid by the Contractor. The Contractor 
shall obtain for the Authority similar access to similar records and documents of 
subcontractors.  Such access shall be given or obtained both before and within a 
period of three (3) years after Final Payment to the Contractor, provided, however, 
that if within the aforesaid one year period the Authority has notified the Contractor 
in writing of a pending claim by the Authority under or in connection with this 
Contract to which any of the aforesaid records and documents of the Contractor or of 
his subcontractors relate either directly or indirectly, then the period of such right of 
access shall be extended to the expiration of six (6) years from the date of Final 
Payment with respect to the records and documents involved. 

The Contractor shall provide, at no cost to the Authority, access for and reasonable 
assistance to such auditors from the Authority or the Authority’s external auditors that 
may, from time to time, be designated to audit detail records which support 
Contractor charges to the Authority.  The Authority shall have access to the detail 
records that support Contractor charges to the Authority for up to three (3) years 
following the termination of the Contract. 

No provision in this Contract giving the Authority a right of access to records and 
documents is intended to impair or affect any right of access to records and 
documents that the Authority would have in the absence of such provision. 

(iv) Delete all references to “Part III” at the bottom of the pages. 
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This communication should be initialed by you and annexed to your Proposal upon 
submission. 
 
In case any Proposer fails to conform to these instructions, its Proposal will nevertheless 
be construed as though this communication had been so physically annexed and initialed. 
 
      THE PORT AUTHORITY OF NY & NJ  
 
 
      Selene Ortega, Manager 
      Commodities and Service Division   
     
 
 
PROPOSER'S FIRM NAME: _______________________________________________ 
 
INITIALED: ____________________________________________________________ 
 
DATE: _________________________________________________________________ 
 
QUESTIONS CONCERNING THIS ADDENDUM MAY BE ADDRESSED TO 
RICHARD GREHL, WHO CAN BE REACHED AT (212) 435-4633 OR AT 
RGREHL@PANYNJ.GOV. 
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!~PORT ANT . 
f. oRAVINiREPRESENTS.REcoi.ii.iENpEo cow>oHEJ./T~·ANo PIPE ARRAHGEUENTs~· 

'. THE· CHOICE 1lF. BRAKE DEVICH ANO· THE, INSTALL'A°fIOH· OF THE COI.IPO!IENlS. 
. .PIPING;' WIRIN.G. ANO' SYSTBI 'OlECK OF 'THE TOTAL.BRA.KE-.FUHCTION IS·: 

THE RES.PON~IBILT(Y ·oF,. THE· CAR •. BUILDER ,ANO/OR USE!t: : , .. ·· ...•. 

2 na.is. A~a··si(TEMElffS ~OVN"·U{Asi~isi<Eo' c\Y.ANO: DASH oor''.LlNB·=:.· . · .. 
:· ·ARE SHOWN· FOR llEFEREN.eE PUR'~oses -ONLY,, · .. NOHE OF· THESE .ARE .SU,PPLIEO.'.• ·.: 

· BY ·VABO AHO WABO 'ti.ILL· NOT BE' RESPONSIBLE FOR THEm '.INSTALLAT.!ON · · . 
· · AIID/.OR 'rnE-IR •• P.ERF9~Wi~c;E. ·. · · .. : .• · .:· : . ;., · • . ·. :.~ : · .· . 

3. · ~'is ORI.VIN~. o·Ail~4·8~·1 -~EET; .1,\~ 2 .. ~i/ ~E USEO.'i:N cotuilNCTIDU · .. · .·• .' • 
, V·I1:'{-~TER_IAL ~lS{ .7!~P'i\TH-~~'IA. :- •.• ·.·_-. . . . ·. ·. • .. · .. 

q _.BRAKE EO.UIPl.iait 'PIPE BRACKET .. MANUFACTUREO OF AAG061-T6 ANO ALCOA 

. '. : ~~~~~~I~~LL ~~ ~~~?~~~ c~~~~~~ti/~J~:}~T J~1f:~E_) ~ .-., .. 
ilITil TilE CONTM::T. GAlVAlUC. CORROSlO'N OCCURS.· l(HffiE· IT IS NECESSARY · • •.• ' 

.PNEUl.iATIC 

: l.: All PIPE· oiuENSIONS SHO~N. TO . .BE O.J. "l" TYPE COPPE~ TUB~NG. 
UNLESS OTHERWISE.STATED. 

2.' 'ALL PIPE To wi.Bo: SUPPLIED 'EQUIPMENT' THAT ts· H;T 0I1,1ENSIDNEO. 
IS r.o· BE 1/2 INCH O. 0. •J. '! · TYPE COPPER iUB.lllG: -· · 

3, / PiP~ O~MEN;ION; FOR. O_Evxci~::-lOT SU??l)~O ~y IJA.ao. ArtE r~ BE 
. P.ER BUit,.OER:sPECIFlCATION., •. :. ·. · .:· ·:. · ,.: . 

. 4. --A~~ TO~ING ·A~D IRbN-PiPE· A~E :~HO\/N° AS 'AI.IE~lCAN STANDARD SIZE. 
REFERENCE U.S. 'NATIONAL.BUREAU OF STANDARD liANDBOOK'·H 28. 

· ·s. · cAR PIPING ·wsT BE'CLE.Ati OF .At.L coHTA~I~ATia·~ ,.·Ho. oEBfHS 
BEFORE INSTALLATION OF EO.UIPMENT; • . · 

6.. C~PPER. FI~ING souiER .JOIN'rs ·'TO BE "IIADE ·~SING NON-CORROSIVE 

. . .. .. . ~::~:··:;{ __ '[_- :.'. > < .· ... _ .. _. .. . .·. :.· .. ::. . . ··. . ·.· .... 
. ·. ~ . ·: .. · . ·:· .. ': :- ... _:·. ··. ·:~_::-_:_:~_.-~ <.: ... ·. -~·· . . ·. 

.. i •. -: .. ·:- . • : . - . • .. ·. ·. ::_:: 

•. :\·. 
,. -... :..~ . ·: 
· •. '.!,\· . 

. · ... 

ELECTRICAL NOTES ... . : 
1. AP~LicA noN ·A Ho RELEASE i.c.i.-G!l.ET VALVE PORJ1oti. 1 H-q-e >. . - .. 

>.:·.CONNECTION TO B
0

E I.IAOE WITHicARnt1ILOE~- ~PPLIE0°CA~-~06A.-20-i1s-=FBQ 
· .• C~NNE.CT_O~. ~~~-~O PC. :~8~\: .... ,' ·. : '. ·. .·. ·. . .. _ '· . : - ·. : · · ... 

B · •. VALVE· ro. OPERA '(E BETVrol.?211 AHO · 1M ~voe oN TllE v·EH Ici.E. · 

2 ... {.OCKOUT MAGNET. VAL~E .?ORiIDil ;FA-·4·): . 

. A. · ca·HNEcrroN ro BE ·w.0E"virn
1 

CAR au1u:1ER· ~UPP.LIED :c.H10GA:.1a.,.fo~:-FB0···: · . . . 
COHHEC,OR (WABD .?C. S8ll955'). · , . ·· ·. . . . . • . . · 

B. VALVE.TO OPERATE VInt;i.1:?•. To 137.Si VDC APPLIED ON SOURCE:s10E'oF1'·.:..ilH1l.VAP.IAPLf· 
SERIES ~ESISTOR. • •. ·, ··.· . • · . ·" · . . 

C·. DROP OUT OfRREHT TO BE °!IOT .LESS THAN .060 ~S.·. . ·.. . .-
3. l.lE-43 BRAK~'VALVE.'CONTActS ARE:RATEO W.XII.IUI.I AT 750 VOLT-AMP. 

·: · • /FmT-:Mrt ,COl.(SfflATION,OF·-OISSIMILAR: MET>.t.S 'BE. ASSEMBLED •. ,ALL SURFACES , . 
.... OF'·CONTAtr,LCUST 'B.E SEJ.LED WITH -NON-::C.0NOUCTIVE FIUlS"·(TEflON TAPE)·· : -
. . OR PU.STit CEMENT (BITUUINOUS)' Oil SEPARATED BY OlllER INEJiT MATERIAL:. • ·: ; 

• : :- s.o~~~G .• FLUX _A·~ ..• w_THOR~TY_°APP~OVED SO~liFf~· • . . • _. 

· .. "L·, 00 Nor·SVEAT .. AOAPTER.CQliP(ntGS viiit.'E IN PLACE°.ON .. DPERATING 

,q: iJ-11 .cow>RESSOR' U~I! ;. ··/ • • •,·" • . . . 

. ... - : A: . THE c;.maHT B'R~J<ER Oft-° FUSETMtJ FOR THE 'col.lPRESSOR 'cI~CUIT 'MUST HAVE'· · .. :· •· ·, . 
A. CONTINUOUS RATING OF !S AI.IPS lit ACCOROANcE IIHH ANSI 07 .16 •• THIS · • · 

"s: :ELECTRICAL.:ANO· ~x"i,-ING:~IAGj?).U~~~~o._.. . . . . > 
. · b. REJ:EREN~ PNEUl.!A ~:I~ '.Ho~s·· . · · · 

D REFERENCE aEC;'rRICAL N!JT.~ 

o · REFERENCE ITEi.iS .·ON MATER ~AL LIST' 

-..,--..:--,... .• _ELECTR~CAL rm.is NOT SUPPL:I;O BY VABO 

-· -· -. ·-.- . .PNEUI.IA TIC' PIPING NOT. SUPPLIED -BY -WABQ ... ~ .. 
~- NOT SUPPLIED BY \/ABO 

• ·. llNIT"PIPE BRACKET. HEATING: V-ILL DAMAGE PlPF.. BRAO<Er CEMENT,. 

• -~--

0 Hosii -~~I~~TED ·B./~eo~ ri~ .AR~ ARE N~T P~OVIDED B~;,'.WAB0°. 

· .9 •. ·E~UIVAt.ENr=°PiPE L~GTH FRciu. E~2 o?EitATiNG' uinT TO THE TRUCK · 
PIPING µusr BE 'KEPT TO :A' MINIMUM. . • . . 

10 •. ·BRANCH.PIPE LENGTH wsT NOT EXCEED srx C6l c:auivALENT FEET 
. · OF PIPING. _· . · . . · • . 

·11. EOllIVALENT PIPE LffiGTH FROI.I. 'iORH TO P-1 WHISTLE VALVE MUST 
. . · :, BE KEPt ·TO .A '\IINIUUl.t •. 

. . 
12. TEST FITTINGS MUST BE ACCESSIBLE. 

13. WABD SUPPLIED HORN SHOULD BE POitlTEO IN .THE DIRECTION ·THE· 
SOUND IS REQUIRED AHO SHOULD BE LOCI.TED ·I!f AN AREA WHERE 
THERE .WILL ~E NO OBS~UCHON THAT IIIU O~LECT THE .SOUND 

'WAVES .• :HE HO~N '5HOULO BE LOCATED FREE FROM FLYING BALLASi 
WO 'WATER S?RAY :OR S?LASff •.• • 

i'I· .. LENGTM.'.Df PIP{ r:.iDM. ME-'13 11iwcE. VALVE i'il .8~3-C EI.IErtGENCY ·tALVE 
· . ~OT ro EXCEED 13 FEEi'· I~ lE.~GiH ~Int ~Oi.MDRE THA~ ONE 90 ElilOW. 

is.: ~LL ;;EUllAT!~ co~~HENri-stt"oULO .aE ~IE~~ED.FRO~ WHEEL S?RAY. 
·. \LL ?t.Eul,t\ TIC 'VE1':S (EX) WSi' BE l.OCA ,@· SD •l:!Ai WHEEL S?~AY. 

-· . ~?LASHING~. AND ua WASH SPilA~ IS llO';' D~f:Ci'Eil Ai :!'!ESE VENTS. 

16. -ALL ?l?.!.',iG' Ml:l FITi'·!NGS SMOULD BE ARRANGED: SO THAT MOISTURE IS 
. . . NOT DIRECTED TO oa TRAPPED·BY VABD SUPPLIED PNEUMATIC !!RAKE 
. · :CONTROL EQUIPMENT. . : . · ' · 

17 ..... TREAD BRAKE UNIT.DETAILS ma.UDE A BRAKE·SHOE
0

°KEY' WITH EACH .UHF· 
· · !.40UNTING BOLTS FOR 'TREAD' BRAKE UNITS ARE IIOT PROVIDED. IN THIS 

··?ROPOSAL AND 1.1\JST BE FURUISHED BY JHE TRUCJC SU?PLIE~"OR .CAR ilUIUlER. 

18 •. )ESERVEO 

_ ._.. 19. :.i:tu~E sHouLo ·BE ·A MAxnwi.i.·oF 4 FEET oF '12 o.o. TYPE L 
• COPPER TUB ING. • ' 

20..:-THE UE-43'.BRAKE.VALVE EXHAUST SHOULD BE PiPEO AWAY FROM THE. 
cAB AREA. . . . ' ·- · . . · · . 

MUST BE FYRNISHED ar:rne· CAR Bl,l!LDER. ·. • : :·. : 

B •. CONNECT-ION T~-

0

HEATER 'Et.EMEHts W.OE ~irn VABD
0 

'SUPPlIE~ CONNECTORS, CA.-3106F-
-10SL-4S,-f&O {VABO l'C.588607·) FOR THE· DRAIN VALVE. ANO THE AIR' DRYER. . ·~ ' . . .. 

c. COl.lP~ESSDR ~OTOR JO OP~TE B_EnlEEN. 400.ANO ~00 voe •... 

0. RESE.~VED. 

E. HEA~RS "ro -OPERATE B~ 22•· TO 44• voe OH THE v'ana.E .• 

F. Goo voe i:oNNECTDR-PosrrivE LE.(D TO BE toHHEcri:o · ro PIN •A" >.ND·· THE. 
NEGATIVE LEAD TO PIN •a• TO·THE WABO SUPPLIED CONNECTOR (CA3106A.~2_2-
8S-F80) WA~O PC. 588~56. 

G. AIR COI.IPRESSOR IS. SHIPPED- VUHOUT Oii:. ANO IS NOT ro BE .RUN UNTIL ... 
PROPER DI~ LEv.El IS ATJAINED'WITH.OIL I.IEETING VABD'S MATERIAL SPEC, 
1.1-7616-20. CRAHKCAS: CAPACITY IS 'APPROXIMATELY 10 .a.rs·. ( 9. '16_' t.ITERS). 

_H •. THE MOTOR CARRIA~ R~TRAitUS MUS{ BE.R
0

El.EASED. PRIOR TD DP;RATIHG' ~ 
7HE AIR COliPRE.SSO~. . . . · . . · 

I. 

s. mis o~AVING zs iO BE usro- i." cci~~tUHCTIO~ VITH. ELEt-:RICAL ~~TERF·i.cE : . 
:iocui.a:r EA1691-501 ANO \IIRING DII\GIUJ.I DA&S248-21. LATEST REVIS.ION • 

6. DUPLEX AIR· GAGE (LAMPS)· 

· A. CONNECTION TO 'BE MAOE·.-T.D TERMINAL BOARD WITH 16 RIHG TERl,IINALS: 1( + )" 3(-.) 

B. OPERAJE· AT 22-l\l\ voe:. 

.··· 
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Audit Department 

Controls Requirement Contract Checklist 

 
General 

 Documented procedures, flowcharts and process maps for the application. 

 Conduct regular audits, vulnerability testing, and security scanners.  

 SSAE 16 SOC 2 Type II (previously known as SAS 70 Level 2) 

 Federal Risk and Authorization Management Program (FedRAMP) Certification 

 ISO27001 Certification  

 Criminal Justice Information Services (CJIS) security policies and procedures compliant 

for law enforcement information and systems.  

 Background check should be performed on all personnel.  

 

System/Security Administration 

 Administrative personnel should receive training.  

 Administrative staff should receive general security awareness training before access is 

provided.  All security training must be reinforced at least every three years and must be 

tracked as per the PA Information Security Handbook. 

 System and security administration procedures should be documented and distributed. 

 Administrator(s) roles and responsibilities should be documented. 

 Developers and/or programmers should not have access to the production server. 

 Operating system administrators should not have access to the production database and 

application. 

 

Hardening of operating system/database that supports the application: 

 Disable and/or remove unnecessary ports/services. 

 Remove all manufacturer samples from the production system.  Scripts must be removed 

from production systems, except those required for the operation and maintenance of the 

system. 

 Default, public, and guest accounts should be secured/locked/removed. 

 Change all default passwords; delete all default content and login scripts. 

 Limit administrative and user account privilege and access. 

 Document system accounts like administrator, root, oracle, and sys. 

 Document user/group access rights 

o Users/groups should be setup with least access required to perform job 

responsibilities. 

 Implement access control at the database level (i.e. user roles and permissions, 

passwords, secure links) 

 Use secure encrypted remote access methods. 

 If the application is a web application, log (and monitor) web traffic and trend the activity 

looking for abnormal activity. 

 Ensure that appropriate security and vulnerability assessment tools are running. 

 At login, last user login should not display.  

 Inventory listing of hardware and software should be current and maintained. 

 



License Management 

 Ensure that application licensing requirements are documented, reviewed and maintained. 

 Application licenses should be current/valid and individuals/groups with application 

access should have completed the necessary access request forms and adhere to licensing 

requirements. 

 

Logical Access Controls 

 All users are required to read the Agency Policy Computing Resource Administrative 

Instruction (AI 15-4.03) and sign an acknowledgement of the Agency IT Acceptable 

Use Code of Conduct policy prior to account activation.  

 Procedures to grant/modify/delete access should be documented. 

o Access request forms for adding/modifying/deleting users should be used.  

o Account expiration for contractors and consultants. 

o Accounts adequately identify the user – no generic accounts 

 Ensure that security administrator procedures exist to: 

o Create/remove application access in a timely manner 

o Review user roles/permissions 

 Validate that all users have accessed the application within the past 90 days. 

o Review dormant accounts 

o Inactive accounts should be removed. 

 Each user has a unique user ID as described in the Port Authority Standard and 

Guidelines. 

o All user accounts profile should include Employee ID# and full user name. 

 Roles are setup with least access required to perform job responsibilities. 

 Roles should have a segregation of duties/roles.  

 All accounts must have an individual or business group assigned to be responsible for 

account management.   

 Segregation of duties and areas of responsibility must be implemented where 

appropriate.   

 Whenever segregation of duties is not technically feasible, other compensatory 

controls must be implemented, such as monitoring of activities, audit trails and 

management supervision.  The PA must approve these compensating controls.  

 Review of audit trails and system approvals must be performed independent and  

retained to document the implementation of these security controls 

 Access Control List (ACL) should include: 

o Current list of ACL 

o Creation and updates to ACL 

o Testing and approvals of ACL 

 The application should have the PA’s warning banner on the login screen.  The 

application has a warning banner, terms of use, and/or privacy statement that was 

approved by the Port Authority on the login screen. 

 The system should have an access role that would allow real only access to all 

application, database and operating system screens, functions, logs and reports.   

 Remote access should be approved, secured, and documented in accordance with PA 

policy.   Remote access, at a minimum, must consist of multifactor authentication 



mechanisms, secured communications (TLS/ VPN encryption methodology), access 

control mechanisms and logging of user activity.   

 

Password Controls 

 Ensure that password controls for the system are consistent with this requirements or 

more stringent 

o Passwords must be at least 10 alphanumeric characters long 

o Passwords must be changed every 90 days (administrators every 30 days) 

o Passwords must not be shared 

o Password complexity enable (capital letter, number, special character) 

 contain at least two upper and lowercase alphabetic characters,  

 contain at least one number (0-9)  

 contain at least one special character (e.g.-+}:>_?&$%#).  

o Accounts should be locked after a three logon failures 

o Passwords should not be the same account name 

o No concurrent login capabilities 

 End user accounts will be disabled (not deleted) after 60 days of non-use.  

 Password file should be securely stored with limited access and encrypted. 

 Application forces initial passwords to be changed and the initial passwords should not 

be easily guessable. 

 Maintain a password dictionary and password history should be set to 5. 

 Set “automatic session timeout” to 15 minutes of inactivity and require user to log back 

in with valid ID and password. 

 Smartphones and smart device, where capable, shall leverage biometric access to provide 

the most security for the least inconvenience.  

 

Application Controls 

Data Validation & Input Controls 

 The application should have input controls to verify the validity of the data entered.   

 

Data Retention and Management 

 All data should be classified according to its sensitivity (confidential, etc) and protected 

accordingly. 

 Data archive strategy should be documented and in place. 

o Should specify how long active data is kept.  

 

Data Integrity and Security 

 Sensitive data, such as credit card #s and social security #s, should be encrypted. 

 Data should be restricted and audit trails should be available to identify all user activity 

include view access to sensitive data. 

 Sensitive data should be stored in the database encrypted and blocked from user views in 

the application unless it is authorized.  

 Encryptions level at a minimum should be AES 256bit when encryption is used.  

 



Application Interfaces 

 Interfaces should have secured transmission and be archived.  

 Reconciliation of data should be done on a batch record and totals.  Detail data 

reconciliations should be completed on periodic basis. 

 

Processing Controls 

 Application databases/interfaces should have the necessary controls to prevent processing 

of inaccurate, duplicate, or unauthorized transactions and producing inaccurate outputs. 

 Controls to ensure that all data is processed and accounted for should be in place. 

 Rejected items should be logged, tracked and resolved in a timely manner. 

 

Change Management 

 Processes and tools should be used to report, track, approve, fix, and monitor changes on 

the application. 

 The application and all changes to the application should be tested before being put into 

production.   

o Documentation of approval for change and evidence of testing should be in place.  

o Specific timetable/schedule should be documented. 

 Emergency procedures should be documented and distributed. 

 Separate environments are required for development, test, quality assurance, 

production.   

 Procedures should require that no changes be made directly in the production 

environment without going through the development/test/quality assurance 

environments.    

 Formal change control procedures for all systems must be developed, implemented 

and enforced. 

 Where technically feasible, development software and tools must not be maintained on 

production systems. 

 Source code for application or software must not be stored on the production system 

running that application or software. 

 Privileged access to production systems by development staff must be restricted.   

 

 

Application Logging, Audit Trails and Record Retention 

 Audit trails for operating, application, and database systems should exist and reviewed. 

 Users and roles should be tracked and reviewed  

o Maintain documentation 

 All failed logon attempts should be logged. 

 All sensitive transactions and changes should be logged and an audit trail created. 

 Audit trails should contain who made the change, when it was made, and what was 

changed. 

 Only the security administrator should have access to change or delete these logs or audit 

trails. 

 Audit trails should be reviewed by the business owner(s) and security administrator. 

 Management reporting should be produced through the application. 



 Access reports by user and privilege should be produced and reviewed periodically 

including access violation reports. 

 

Contingency Planning, Disaster Recovery and Backup Management 

 A business contingency plan and a disaster recovery plan for the application should be 

documented and stored off-site, including escalation plan and current call tree. 

 Plans should be tested and the outcomes of the tests (success/failure) should be 

documented. 

 Regular backups of the application and the application data should be stored off-site. 

 Application executables should be stored off-site or in escrow. 

 Application configurations should be documented and backed-up. 

 Full system backup should be encrypted. 

 Backup procedures should be documented. 

 Tape maintenance should include: 

o Periodically testing integrity of tape 

o Procedures for tape destruction due to faulty or scratched hardware. 

 

Performance Monitoring 

 Incident monitoring procedures should be documented and incidents logs should be 

reviewed to ensure that appropriate action is taken.  

 Performance statistics should be examined and reviewed periodically by system 

administrators/business owner(s). 

o If vendor(s) support the application, a service level agreement for uptime, 

performance monitoring, updates, etc should be confirmed. 

 Baseline tools or security products should be used and checked on a quarterly basis. 

 

Patch Management 

 Patch management procedures and documentation  

o Procedures should include testing, approvals, and distribution. 

o Documentation should include emergency procedures. 

 Apply all new patches and fixes to operating system and application software for 

security. 

 All security patches must be reviewed, evaluated and appropriately applied in a timely 

manner. This process must be automated, where technically possible. 

 

 

Physical Protection  

 Physical access to the application hardware should be appropriately restricted.  

o Physical access secured by single authentication mechanism i.e. swipe card.  

o Physical security adequate for equipment (locked cabinets). 

 Appropriate fire suppression systems should be in place. 

 Environmental condition adequately controlled (no water, dirt, clutter) and monitored.  

o Temperature and humidity monitoring should be implemented. 

 Security cameras installed in sensitive areas  

 Power surge protection and emergency power backup are in place. 

 All hardware and software assets must be inventoried. 



 Visitors including maintenance personnel, to data center, server and network equipment 

storage facilities must be escorted at all times. 

 

 

Anti-virus/Malware/ Integrity/Vulnerability Software Management 

 Virus patch management procedures must be documented, including emergency update 

procedures. 

 Anti-virus and software integrity checkers must be implemented to prevent and detect the 

introduction of malicious code or other threats. 

 Virus software engines and definitions must be implemented and up-to-date. 

 A remote distribution server should be implemented for virus software updates and 

documentation on remote distribution should be current and maintained. 

 Intrusion detection system must be in place,  

 All systems must have vulnerability scans performed before going into production and 

periodically thereafter.  Appropriate action, such as patching or updating the system, 

must be taken to address discovered vulnerabilities.   

 Host-based intrusion detection/ firewalls software must be installed and enabled on all 

systems to protect from threats and to restrict access. Incident response procedures must 

be in place to address any alerts identified and system owner should be notified of alerts 

and what action was taken to mitigate the issues.  

 Monitoring systems must be deployed (e.g., intrusion detection/prevention systems) at 

strategic network locations to monitor inbound, outbound and internal network traffic. 

 Monitoring systems must be configured to alert incident response personnel to 

indications of compromise or potential compromise. 

 Procedures must be established to maintain information security during an adverse event.   

 Firewalls should be implemented. 

 Firewall rules documentation should be up-to-date. 

 Network management connections must be performed from a secure, dedicated network. 

 Network authentication is required for all devices connecting internal networks. 

 

Wireless Device 

 Devices should be using WPA2 WPA enterprise (802.1x protocols) and AES encryption 

or better. 

 Devices should disallow broadcasting of the SSID. 

 All default parameters should be changed. 

 Devices should have MAC address filtering enable or some type of authentication 

mechanism in place.  

 

Web Application Vulnerabilities and Controls 

 The following best practice and standards from these three web sites shall be followed: 

o The Open Web Application Security Project (OWASP) - www.owasp.org 

o www.webappsec.org (a consortium of web application security professionals) 

o Center for Internet Security (CIS) – www.cisecurity.org  

 Perform data validation & integrity checks for field values and ensure the HTML special 

characters are stripped for all HTML request.   

 Do not allow site pages to be cached by user browsers. 

http://www.owasp.org/
http://www.webappsec.org/
http://www.cisecurity.org/


 All sensitive, personal or confidential data (including SSN, passwords, session IDs for 

sensitive applications, confidential or sensitive business transactions, etc.) should be 

transmitted between browser and server within an TLS-encrypted session (or other 

encrypted transmission) and are encrypted in the database at rest.  

 All sensitive and personal data should be masked and encrypted were possible. 

 Legal Issues: 

o The site should have a privacy statement and term of usage.   

o American Disability Act – Section 508 should be consider during the development 

process due to the requirement that federal agencies’ electronic and information 

technology is accessible to people with disabilities. 

 Web Authentication: To prevent passwords from being passed in the clear, have 

authentication occur within a TLS encrypted tunnel. Use TLS (certificate) to protect the 

password. 

 Password Reset: 

o For internal applications, reset passwords via the helpdesk or security 

administrator of the site  

o For external applications, send temporary password to known e-mail address, that 

must be changed upon login and/or 

o Have customer service reset after the user has been validated.  

o If possible, use two factor authentications like Secure ID fobs. 

 

Credit Card Processing Checklist 

 If credit cards are accepted, PCI Standards (PCI DSS v3.1) should be followed and the 

process should be PCI compliant.  Ensure all vendors and consultants are required to be 

PCI compliant. Attachment - The payment card application should be PCI compliant 

(PA-DSS v3.1).   

 A segregated network and/or an approved Point of Sale terminal should be in place for 

the system or terminal used to process credit card transactions. 

 The credit card processor standard and requirements should be followed, i.e. maintain 

transaction data for two years.  

 Maintain the security of the customer information, including not storing credit numbers, 

the cardholder CVC/CVV numbers or any of the data from the magnetic strip on the 

credit card. 

 Maintain the transaction data for contesting chargebacks, ensure that the processor fees 

are appropriate and do reconciliations of the transactions processed and the money 

deposited in the Port Authority bank accounts.  

 The appropriate Port Authority functional areas should be made aware credit card 

processing activity and should be involved applying for the Merchant ID for 

MasterCard/Visa, Discover and American Express. 

 Create a privacy policy and procedure for staff and consultants.  

 Perform quarterly vulnerability scans of the network that contains the credit card 

processing, annual PCI reviews according to the PCI DSS, and annual system penetration 

testing. 

 Perform the appropriate annual assessment and provide a report on compliance (ROC) 

which state shows compliance.  

  



 

Disaster Recovery 

 The Disaster Recovery plan should include at a minimum the following areas.  

 Business Impact Analysis    

 Critical Time Frame  

 Application System Impact Statements  

 Recovery Strategy & Approach 

 Recovery Time Objectives (RTO)/Recovery Point Objectives (RPO) for all critical 

systems. 

 Disaster Definition  

 Detailed Recovery Steps for each Disaster Definition  

 Escalation Plans and Decision Points 

  System Components- An inventory of the criticality of systems (including but not 

limited to software and operating systems, firewalls, switches, routers and other 

communication equipment). 

 Disaster Recovery Emergency Procedures 

 Plan Procedure Checklist   

 Disaster Recovery Team Organization  

 Salvage Team & Team Responsibilities  

 Disaster Recovery  Responsibilities 

 Essential Position – Require back-up personnel to be assigned.  

 Contacts information Disaster Recovery Team and critical vendors - this area should 

be reviewed semi-annually for updates and changes.  

 Post-Disaster – Detail what steps need to be taken to move from disaster mode back 

to normal operations.  

 Contingency plans (e.g., business continuity plans, disaster recovery plans, and continuity 

of operations plans) must be established and tested regularly.  

 Backup copies of procedures, software, and system images should be taken regularly and 

moved offsite.  

 Backups and restoration must be tested regularly.   
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Introduction 
The purpose of this document is to communicate the standards established by the Technology Department 
(TEC) for Information Technology (IT) solutions deployed at Port Authority of New York & New Jersey 
(PANYNJ), the Agency. 

To that end, these standards intend to help RFP Submitters do the following: 

 • Implement computing and networking solutions that ensure the utmost reliability, 
availability and security. 

 • Procure hardware and software that advances business needs in a manner that is 
compatible in an ever-changing IT environment that enables departments to work with each 
other more effectively. 

 Communicate and exchange information throughout the agency easily and efficiently. 

 • Achieve greater systems integration so that the application will be interoperable resulting 
in cost effectiveness and quality control. 

 • Adherence to these standards ensures that IT investments achieve Enterprise connectivity, 
interoperability, consistency, and will enhance performance in a cost-effective way. 

1.0 The Port Authority Wide Area Network (PAWANET) 

1.1 PAWANET Overview 
The Port Authority has a modern distributed computing network, called the Port Authority Wide Area 
Network (PAWANET), which is managed as an enterprise resource.  It connects all the various Port 
Authority facilities and transportation systems using high-speed voice, data, and video lines or links. 
 
This network is crucial to all Port Authority businesses because it provides the connections for 
applications such as e-Mail, Internet and Intranet access, SAP, PeopleSoft, Electronic Toll Collection, 
Computer Aided Design and Drafting (CADD), Lease Video Teleconferencing, and more. 
 
PAWANET consist of a Managed Fiber Optic Dense Wave Division Multiplexed (DWDM) Network, 
provided by Verizon Select Services, as an Integrated Optical Service (IOS) network.  This network 
consists of eleven separate and distinct (1) Gbps lightwave networks, each interconnecting with the 
data centers at Telecenter and the Port Authority Technical Center (PATC).  Site-to-Site 
interconnectivity is achieved via the “hub and spoke” topology through the data centers.  Additional 
high-speed Ethernet Private Lines (EPL) have been deployed to support key Port Authority off-ring 
facilities.     
 
Remote locations are linked using redundant high-speed dedicated point-to-point leased 
communication lines.  Wireless connectivity also supported when hardwired connections are not 
practical.  
 
The network consists of state-of-the-art Cisco Systems equipment and services, such as, high 
performance Cisco Catalyst switches and routers.  The Port Authority uses a managed Network 
Monitoring Services to monitor PAWANET, and Cisco Systems SMARTnet hardware/software 
maintenance services, and Cisco's Technical Assistance Center (TAC) to support and maintain the 
network.  The Authority has also deployed the Riverbed network performance monitoring products 
to provide performance data on end user workstations and systems. 
 

1.2  PAWANET Circuit Diagram  
The current PAWANET network is being upgraded with Verizon’s Protected Riders, which will enable a 

seamlessly network recovery.  [Protected Riders: The Port Authority Verzion managed IOS DWDM network 



Technology Standards for the Port Authority (Non-Confidential) – December 2015 

7 | P a g e  
 

has been upgraded for additional layer of reliability.  All existing Port Authority locations now support 

redundant dual fiber protection to avoid service outages in the event of any fiber cuts.]   

 

The new design will replace the current PAWANET Circuit Diagram. 
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1.3 Inter-site Services Providers 

The Technology Department (TEC) has contracted with a variety of companies to provide inter-site 
services Companies providing communications services for the Wide Area Network are listed below. 
• AT&T Local Services 

• Verizon 

1.4 PAWANET Functions 

Currently PAWANET is used to transport the following: 

Data Supports the low and high volume transfer of data used for applications, such 

as SAPand PeopleSoft, and for network communications, such as e-mail.  

Provides a data path for off-site, data backup of file, print and application 

servers.  Enables the use of Storage Area Network (SAN) for network storage of 

user files and routing jobs to shared network printers. 

Video The transfer of Closed Circuit TV (CCTV) data is supported across the entire 

network to provide visibility to the Port Authority’s key facilities. 

Voice/VoIP The network provides the hardware capabilities for voice and VoIP 

transmission.  Voice over Internet Protocol (VoIP), which currently serves the 

majority of Port Authority users, is in the process of being implemented for the 

agency to replace the legacy Nortel system. 

Videoconferencing The network switches and transmission lines are used for videoconferencing to 

enable diversely located staff participate in meetings across large geographic 

area. 

1.5 Features of PAWANET 
PAWANET provides a high performance, resilient, and reliable fail-safe communications network.  These are 

its key features: 

 Alternate paths of communication 

 Internet access 

 Support of high volume traffic 

 Cisco Catalyst 3000, 4000 and 6500 switches at all the major sites 

 Cisco high performance 2000, 3000, ASR900 and 7200 router family products with redundant 
power supplies 

1.6 Supported Protocols 

The network supports the following network protocols, allowing dissimilar platforms to communicate 
within PAWANET: 

1.7 PAWANET Switches and Routers  
The current standard switches and routers used on PAWANET are: 

 Tellabs Reconfigurable Optical Add Drop Multiplexers (ROADMS) are the Dense Wavelength 

TCP/IP: TCP/IP is the universal protocol that allows communications between all systems within 
the Port Authority’s network, as well as other networks. 
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Division Multiplexing (DWDM) nodes on the Verizon Managed IOS Network. 

 Cisco High performance 3000, 4000, and 6000 series switches. 

 Cisco High performance 2000, 3000 series routers for intermediate connectivity. 

 Cisco 7200 and ASR900 high performance routers 
Provide high-speed connectivity and routing capabilities across the network in support of 
TCP/IP, and provides routing capabilities for Port Authority Internet access. 

 A pair of fault tolerant 10 Gbps links on IOS are installed to provide the required bandwidth 
between the data centers at Telecenter and PATC. 

1.8 Approved Servers  
Only IBM servers may be connected to PAWANET. 
 
This includes turnkey, distributed systems, where Application servers are being used.  Any 
replacement servers must be IBM servers.  Deviation from this policy will not be allowed without prior 
approval of the Chief Technology Officer or their designee. 

1.9 Enterprise Addressing Scheme (including IP addressing)  
The Port Authority’s enterprise network is a TCP/IP Class B network allowing for a maximum of 255 

subnet assignments.  Subnets are assigned on a geographical basis according to the number of 

resources required.  Workstations are configured for dynamic assignment of IP addresses via Dynamic 
Host Configuration Protocol (DHCP).   
 
TEC will assign static IP addresses for servers, printers, faxes and/or IP enabled device (e.g. CCTV 
Cameras etc.) that are to be connected to PAWANET. 

1.10 Enterprise Network Monitoring Software  
 
The Port Authority has a managed Network Monitoring Services to continually provide real time monitoring 
of PAWANET, and its data and voice link availability.  To provide for real time network monitoring, the 
following software utilities are used by the Port Authority, respectively:  
 

 Zenos Network Management software  

 Cisco Works for Switched Internetworks  

 Riverbed Cascade network performance monitoring software  

2.0 Network Resources 

2.1 Network Overview  
The Port Authority has a modern distributed computing network, which is managed as an Enterprise 
resource.  The network connects all individual PCs, servers, printers, and other devices in a unified 
computing infrastructure that makes it possible for the Port Authority to conduct its business. 
The Enterprise Network consists of the PAWANET (see Section 1.1) and connected Local Area Networks 
(LAN’s).  The line of demarcation between the cable and wiring is the responsibility of the carrier and the 
Port Authority’s area of responsibility is usually a wiring closet.  The Port Authority’s Enterprise Network 
consists of the following components on the Port Authority side of demarcation: 
 
Enterprise Devices 

• Cabling 
• Routers 
• Switches 
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• Wiring Closets 
• Communications Equipment Racks 
• Server Racks 
• File and Print Servers 
• Application Servers 
• Storage Area Networks (SAN) 
• Network Printers 
• Security Devices (Video Encoders, IP Cameras, ACS Panels) 

 
LAN Devices 
 

• Desktop PCs 
• Workstations 
• Voice Over IP Phones 
• Laptops 
• Video Conference Units 
• Local Printers 
• Scanners 
• Copiers 
• PC Peripherals 

2.2 Enterprise Network Architecture 

The Port Authority operates an extensive network of Enterprise file, print and application servers. These 
devices are linked to an Enterprise Wide Area Network.  The flexibility provided by the use of multiple 
servers, server clusters and Storage Area Networks (SAN) offers users improved network response, greater 
reliability, increased data security and reduced operating cost. Adherence to the standards outlined in this 
section allows the Port Authority to manage their systems, applications and data in a way that best meets 
our business needs while maintaining interoperability and safeguarding Port Authority’s information 
assets. 

2.2.1   Server Operating System and Software  
All Enterprise servers in the Port Authority are currently based on the Windows operating system.  Microsoft 
Windows, RedHat Linux servers, and Sun Solaris are supported as application servers when required for 
functionality. 

In addition to the base operating system, all Enterprise servers must include or provide access to the 
following components:  

• Virus Protection 
• Network Security 
• Remote Monitoring and Management  
• Intrusion Detection 
• Systems Backup 
• Uninterrupted Power Supply  (If central UPS is not installed at the location) 
• Current Service Packs and security patches 

 

Note:   All standard operating system and server software will be provided and configured, by the 
Technology Department, prior to connection to PAWANET. 

2.2.2   Configuration  
All network devices--including servers, workstations, network printers, and network faxes--must use IP 
addresses which conform to the standards outlined in sections, 1.9  Enterprise Addressing Scheme, and 2.3.1, 
Server Names. 
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2.2.2.1 Drive Mapping Conventions and Organization 

Mapping of workstation drive pointers to SAN or server disk volumes or folders is accomplished 
through a Windows Active Directory Login Script.  The following drive letters are reserved for 
Windows Active Directory installations: 

 

Pointer  Volume or Folder 

M: Reserved 

P: Public Applications 

Q: Installation and Upgrade Utilities 

S: Departmental shared directories and files 

T: Reserved 

U: Users Private Home Directory 

 

 Public (Shared) application software installed on a file and print server cluster must reside on a separate 
volume named "APPS". 

Example: P:\APPS 

 Each software application installed on the file and print server, or server cluster, must have its own sub-

folder. 

Examples: P:\APPS\EXCEL 

 P:\APPS\WORD 

 Shared Data stored on a file and print server cluster, shall reside in a volume named Data, and shall be 
mapped to the “S:\” drive pointer. 

Example <Cluster_name>:\DATA\<Department_NAME>\SHARE on a server cluster 

 Each Department’s SHARE folder will contain at least three sub-folders titled Org, Everyone and Projects.   

 Under the Projects folder will be two additional folders, one called “Active” and one called “Completed”.  

Active projects reside in the “Active” folder. 

 When staff identifies a project as being completed, the project folder will be moved to the “Completed” 

folder and all rights, except for “Browse” will be removed from the folder.  This will ensure that the final 

project documents remain unchanged, while still allowing authorized staff to review the old documents 

and use them as templates for new documents if desired.  The “Completed” folder will be set to archive 

its data. 

 Under the “ORG” folder will be subfolders with names corresponding to the various divisions within the 

department.  By default, only staff within a division will have access to a division’s folder.  These folders 

are intended to hold data for a specific division that would not normally be shared departmentally.  Staff 

from other divisions would not have access to these folders unless the division manager of the owning 

division gives their approval.  Having folders setup by divisions will simplify the process of identifying 

who is responsible for the contents of a folder.  

 The “S” and “U” drives should only be used to store business related files. 

 The Systems Administrator, at the direction of the Director, may from time to time remove any data 

deemed to be non-business related. 

 A folder called “Everyone” will be created in the Share folder.  All staff in the department will have full 

access to this folder to store and retrieve files that are not related to a project or a division’s day-to-day 

operations. 

 Additional shared folders, with access restricted to only specific users, if required, will be created in the 
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Share folder.  Access will be restricted through the use of Windows file and folder security permissions 

and access will be granted through the use of groups.  These groups will be named using the same name 

as the folder name.  

 In general, rights to any folder will be granted through the use of a group having the same name as the 

folder.  The group would have trustee rights to the folder, and users would be added to or removed 

from the group as needed.  All rights would be granted or revoked through the use of form PA-3624A.  

Designated staffs in each department are required to approve these requests. 

 A user “U” drive will be assigned to each standard Windows Active Directory account for use by each 

individual user to store business related data on the network.  Access to the “U” drive is restricted to the 

account owner only.  Users receive all rights to this folder”.  Users cannot share data on their “U” drive.  

Files should be shared only by using the Share, (“S”) drive.   

 Access to a user’s home directory, by anyone other than the owning user is prohibited and will be 

removed after notifying the end-user. 

 Installation files used in the installation of desktop software must reside in a sub-folder under the 

“APPS” volume 

Example  P:\APPS\Psoft  

 

2.2.2.2 Connecting LAN Devices to the Enterprise Network 

The Technology Department (TEC) is responsible for connecting all LAN devices to the Enterprise 
Network (PAWANET) provided they meet the Port Authority’s standards. 
 

2.2.3 Network Resources Security  

2.2.3.1 Server Physical Security 

All servers and communication equipment must be located in locked rooms or secured with a cable and lock 
with the keyboard secured or secured with access control technology to prevent tampering and 
unauthorized usage. 

2.2.3.2 Server Logical Security  

To safeguard the Port Authority’s Information Technology (IT) systems and data, TEC has implemented a 
number of processes and procedures, including the requirement that all users accessing the Port Authority’s 
networks authenticate to the Microsoft (MS) Windows Active Directory (Active Directory).  The Active 
Directory Service is a database containing descriptions of all network devices including servers, workstations 
and user accounts.   

 
In plain English, this means that by executing a login when you first power on your PC you are telling the 
network who you are.  This is accomplished by providing your Windows Username and password.  Just as 
you are issued an ID card for access to certain facilities, buildings or rooms you need to visit to perform your 
job, your Windows authentication grants you access to network resources, such as shared data volumes, 
software applications and network printers you use in performing your assigned tasks.  

 

TEC is responsible for providing all enterprise servers with the following protection of their logical resources:  

 Guard against unauthorized access.  

 Perform daily incremental backups of servers and authorized workstations and full backups 
weekly. 

 Store all monthly backups off site at a secure location and secure daily and weekly backups on-site 
in a locked area. 



Technology Standards for the Port Authority (Non-Confidential) – December 2015 

13 | P a g e  
 

 Test recovery procedures annually.  

 Use system and application passwords that conform to the Technology Services Department 
standards. 

 Control all remote access using the Port Authority’s Remote Access System. 

 Maintain current patch levels and critical security updates. 

2.2.4 Network Access and User Account Security 

2.2.4.1 Account Creation 

User accounts are created and managed in MS Windows Active Directory Services for the Windows network 
resources.  Documentation for the creation of user accounts and authority for access is maintained by the 
Customer Service Desk Manager. 

2.2.4.2 Time Restrictions 

Due to the fact that The Port Authority serves its clients 24 hours a day, we do not have Login Time 
Restrictions.  All staff may access their account 24 X 7. 

2.2.4.3 Concurrent Logins 

Login sessions will be limited to one connection per user. User accounts should not have the ability to 
login to multiple workstations after establishing one active connection to the network. 

2.2.4.4 Login Management 

These system-monitoring features are driven by group policy and must be active: 

• Restrict the count of incorrect login attempts to three before the account is locked out. 

• The time for which unsuccessful login attempts are retained to determine a possible 
intruder attack should be a minimum of 30 minutes before the counter is reset to zero. 

• The time for which a user account remains disabled before the account can be used 
again should be a minimum of 30 minutes. 

 

2.2.4.5 Password Management 

All user accounts must have passwords conforming to the following standards: 

 a minimum of 10 characters in length  

 contain at least two upper and lowercase alphabetic characters,  

 contain at least one number (0-9)  

 contain at least one special character (e.g.-+}:>_?&$%#). 

Examples of safe passwords: 

 an odd character in an otherwise familiar term, such as phnybon instead of funnybone;  

 a combination of two unrelated words like cementhat  

 An acronym for an easy to remember quote or phrase (see below)  

 a deliberately misspelled term, e.g., Wdn-G8 (Wooden Gate) or HersL00kn@U (Here’s looking at 
you).  

 Replace a letter with another letter, symbol or combination, i.e. replacing o with zero or a “to” 
with 2 or i with 1.  

 An easily phonetically pronounceable nonsense word, e.g., RooB-Red or good-eits .  

 Two words separated by a non-alphabetic, non-numeric, or punctuation character, e.g., PC%Kat or 
dog,~1#  

Choose a password using a phrase: 

One way to do this is to pick a phrase you will remember, pick all the first or last letters from each word and 

then substitute some letters with numbers and symbols. You can then apply capitals to some letters 
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(perhaps the first and last, or second to last, etc.)  

Examples Phrase  First Letters  Password  

“Double, double, toil and trouble; Fire burn, and 

cauldron bubble!”  

ddtatfbacb  Ddt@t:fb@cb  

”Every time I try to get out, they pull me back in.”  etittgotpmbi  3t1ttgoTpmb1  

“You Can’t Have Everything. Where Would You 

Put It?”  

ychewwypi  Uch3Wwup1?  

 

 Smartphones, where capable, shall leverage biometric access to provide the most security for the 
least inconvenience.  

 User passwords will require a change every 90 days.  

 All accounts will be granted the minimum level of access and permissions necessary to perform an 
assignment.  

 If a system account fails to satisfy the requirements of this policy, an administrator may place the 
account in “disabled” status until remedied.  

 Changes to an account’s access privileges require the appropriate managers to request new or 
modified access.  

 All users are required to read the Agency Computing Resource Administrative Instruction and sign 
an acknowledgement of the Agency IT Acceptable Use Code of Conduct policy prior to account 
activation.  

 Annually, all managers are required to certify that only authorized employees have accounts on 
Agency systems. Technology and the Office of the CSO will work with managers to provide them 
with the lists of employees and their accounts.  

Passwords are considered confidential data.  They protect the Port Authority’s network resources and 
grant system privileges and access.  Disclosure may result in unauthorized access to data, system files and 
transactions.  Passwords are also your signature and identify you as the individual who is responsible for 
the system activity. 

2.2.4.6 Modems and Switches 

Staff is prohibited from connecting dial-up modems and switches including wireless switches (e.g. 
Linksys wireless switches) to workstations that are simultaneously connected to PAWANET or another 
internal communication network unless approved by the Technology Department (TEC). 
 
Where modems have been approved, users must not leave modems and/or switches connected to 
personal computers in auto answer mode, such that they are able to receive in-coming dial-up calls. 

2.2.5  Remote Access System 

The use of local modems to establish direct dial connections to devices on the Port Authority’s network is 
prohibited.  Exceptions to this policy require the approval of the Technology Department’s Chief 
Technology Officer. 

 
The approved mechanism for remote access to the Port Authority network is through the Remote Access 
System (RAS).  The Remote Access System utilizes an Internet-based Virtual Private Network (VPN) tunnel 
established over the Internet linking remote users to the Port Authority Wide Area Network (PAWANET) 
(remote client to PA site).  It is designed to provide authorized Port Authority users with secure access to 
corporate applications and to files available on their departmental file servers.  Once connected to the 
PAWANET, users with PA-supplied laptops will have access to computing resources as if connected directly 
to the network. For users using non-PA remote desktops/laptops, once connected to the network, access to 
applications and resources is delivered through a thin-client environment consisting of a farm of Citrix 
XenApp/Microsoft Terminal Services servers capable of supporting 200 or more simultaneous users each.  
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There is no provided access to the user’s office PC desktop.  Port Authority offices without direct 
connection to the Port Authority Wide Area Network (PAWANET) can use this system to establish remote 
access to corporate applications located on PAWANET. 
 
RAS provides multiple security mechanisms to ensure that only authorized users gain access to the Port 
Authority’s computing resources and systems.  Through multiple security steps, the user must respond 
to security challenges.  After successful authentication verification, authorized users are provided with 
access to corporate applications and their departmental network resources. 
 

The Port Authority also supports corporate site-to-site VPN connections and utilizes 
Cisco equipment for these connections.   
 
Remote access is authorized on a case-by-case basis by the Chief Technology Officer. 

2.2.6 Hardware Standards 
The TEC Enterprise Architecture team is responsible for setting the Agency hardware standards.  As of 

August 2015, the hardware standards are as follows: 

Desktop, Laptop, CAD* Lenovo, Microsoft, Panasonic Tough Books 

High End Multimedia Workstation* Apple 

Printers HP, Lanier 

Routers and Switches Cisco 

Servers* IBM 

Smart Devices iPhone/iPad 

Storage Area Network (SAN) IBM (Entry Level and Mid-Range) 

 

*Note: To maintain optimal operating efficiency of the computing environment a standard “Refresh” age has 

been adopted.  The Agency standard refresh age is greater than or equal to 5 years.  TEC is responsible for 

the automatic replacement/upgrade of hardware that has exceeded the Agency standard age limit. 

2.2.6.1  Standard Servers  

A representative sample of standard servers is as follows (As of August 2015): 

Server Description IBM Model 

WEB Server, Small applications server xSeries 3550M4 

Medium applications server xSeries 3650M4 

Database Server, Multiple and Large application server xSeries 3850X5 

 

 
VMWare Clusters NEC Express 5800 series or IBM as 

stated above 

 

Each server shall have at least two (2) network interface ports to support a production, 
management and backup network, and redundant power supplies. 

 
The Port Authority manages servers models via a lifecycle process with a minimum ‘in service’ life of 
five (5) years. 
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2.3  Network Naming Conventions 

2.3.1    Server Names 

The Port Authority employs a naming convention for all servers within PAWANET.  That convention will 
be discussed during a solution implementation phase. 

2.4  Directory Services and Structure 

The Port Authority uses Windows Active directory to manage network resources and user access.  Port 
Authority departments are designated as organizational units (OU) and servers are network objects 
contained within the OU. 
 
All network printers should be created using Printer Properties Pro utility.  
 
Applications are distributed using Microsoft System Center Configuration Manager (SCCM).   
 
Applications are distributed based on the type of workstation and user definitions.   
 
Scheduling of distributions is performed in conjunction with client departments. 

2.5  System Backup and Recovery  
 
There are two Port Authority approved standard software products, used to perform scheduled server 
backups: 
 

 Upstream Reservoir is a centralized backup tool used to create data backups for all distributed 
systems. 

 FDR Upstream is a Mainframe based tool used to backup all Mainframe data. 
 
Backup data is stored on disk storage for prompt backup and restore.  Encrypted tape backup is stored 
remotely at a secure facility, and is required to assure off-site disaster recovery data storage.  All backup 
media and records must be treated with the same level of security and confidentiality as the original data. 
 
The System Administrator is responsible for verifying that system backups, both local and remote backups, 
can be used to restore the data.  Tests of the ability to successfully restore from both backup systems 
should be performed annually.  It is recommended that: 
 

 Tests of the ability to restore system and application files will be performed on a non-production 
server. 

 When incremental or differential backups are routinely used, the test restore procedure should 
incorporate both. 

 Immediately prior to performing the test restore procedure, do a special full backup on the 
directories being tested. 

2.5.1   Backup Logs 

The System Administrator will maintain the following logs for a period of two years: 

 Back-up activity 

 Rotation of back-ups 

 Usage/rotation of back-up media 

 Off-site data storage 
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2.5.2   Backup Scheduling 

The System Administrator is responsible for performing back-ups of data, application and system files.  
This must be as follows: 

 Weekly full back up of each server.  A full back-up is a back up of all files on the server. 

 Daily differential, incremental or full back up of each server or server cluster.  The type of back-up 
performed is dependent on time constraints and the amount of data to be backed up.  Incremental 
back ups are back-ups of all files changed since the last back up.  Differential back ups are back-ups 
of all files changed since the last full back-up. 

 A Grandfather, Father, Son (GFS) scheme based on a 33 tape rotation should be used to ensure 
complete back-up and recovery. 

2.6 Business Resumption Plan 

The vendors, providing IT services to the PA, shall work with the Technology Department (TEC) to develop a 
disaster recovery and contingency plan.  The System Administrator will participate in the planning, design, 
implementation, testing, updating and documentation of the plan.  Appendix 1 shows a recommended 
outline for such a plan.  The Business Resumption Plan shall be updated and tested at least annually. 

2.7 Telecommunications Standards for Enterprise Network Resources 

To see the standards for the following telecommunications components, please see the Appendix. 
 

Appendix 2 -   Communication Rooms/Closets Standards 
 
Appendix 3 -  Standard Cabling Schemes 
 
Appendix 4 -  Unified Wiring Specifications 
 
Appendix 5 -  Telephone Closet / IDF Termination Blocks 
 
Appendix 6 -  Workstation Jacks 
 
Appendix 7 -  Standard Switches 
 
Appendix 8 -  Workstation and Lateral Cable Identification Management 
 
Appendix 9 -  Fiber Optics Specifications for Network Services - PAWANET 

2.7.1  Closet and Telecommunications Room Access 

The following standards must be followed regarding access to closets and communication rooms: 

 All telecommunications rooms must be physically secured.  Remote locations, which are not 
secured, by a guard or within line of sight of personnel, must be secured by a card access system 
and/or video cameras. 

 The Network Connections (NC) group is responsible for installing routers, switches (along with Cisco 
Staff when applied) and station drops.  They also patch connections and troubleshoot LAN cabling. 

 System Administrators requiring routine maintenance of data communications equipment should 
call the Customer Support Desk when new devices or reconfigurations are required. 

2.7.2 Telecommunications Installation Contractor’s Responsibilities 
 

1. Adherence to all of the above specifications 

2. Assurance of labor harmony  

3. The contractor must supply all cable, blocks, brackets, connectors, jacks, housings, face 
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plates, special tools, etc., as necessary to perform an installation which is satisfactory to the 
Port Authority. 

4. The contractor must label every workstation (jack faceplate) and the corresponding cross 
connect point (punch down block or patch panel) in accordance with the cable identification 
management plan, as previously described. 

5. Install all Category 5e/6 cabling in the proper manner, with the appropriate number of twists, to 
maintain Category 5e/6 integrity and capabilities, as outlined in the TIA/EIA 568-B.2 standard. 

6. The contractor must ensure that cable connections are in accordance with standard 
telecommunications practices and that all cabling maintains normal connectivity and continuity. 

7. All materials must be agreed upon by PA Network Services prior to the start of installation. 

8. All computer or network communication rooms and closets are to be isolated, locked, and 
secured.  No other equipment, storage area, or smoking area are to be located in this room.  This 
room must provide appropriate cooling and ventilation.  Access to this room will be reserved to 
TEC staff and an agreed upon Facility Manager or designee of the site where the PAWANET 
equipment is located.  This procedure is to ensure the security and the integrity of the Port 
Authority's computer network and its users. 

2.7.3 Electrical Requirements 

The following power and receptacles should be installed to support different equipment 
requirements such as: 

 Standard 110/120 volt power receptacles 

 Standard and/or NEMA L6-30P 220/240 volt 30 amp power receptacles 

 Dedicated circuit breaker per AC feed, with alternate power source. 

 Server rack electrical requirements are specified in the appropriate design document. 

Currently, services obtained through the PA’s contract are required to have the APC 

(American Power Conversion)  UPS included in the delivered service. 

2.7.4  Telephone Company Interface 

The following items are needed for the telephone company interface, if needed for a specific vendor 
solution: 

a)  Install a dedicated wallboard for Telco demarcs (if none available for 
implementation) 
b)  Standard Telco demarcs: 

• P66 Block 

• Network Termination Unit (Rj48 interface) Smartjacks 

• Network Termination Unit (DB15-pin female interface) 

• Network Termination Unit (V.35/V.36 female interface) 

• Digital Signal X-connect (DSX) 

• Basic T1 CSU/DSU 

• Basic DS3 handoff coax/HSSI unit 

• High-speed dialup modems for network trouble-shooting when needed 

2.8  Documentation 
It is the responsibility of the System Administrator to update and maintain a library of all documentation 
designated as standard by the Port Authority.  These include archived system files and system backups.  
Vendors will be provided our “Guide to Systems Administration” during the implementation phase of a 
project.  The “Guide to Systems Administration” covers the provisioning and setup of computing & 
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networking resources to successfully implement a project within the Port Authority. Vendors will work with 
TEC during implementation to ensure proper setup, configuration and connectivity to PAWANET. 

3.0 Virus Scanning & Management 

3.1  Overview 
This section describes the standards for the prevention, detection and removal of computer viruses, 
(malware).  Its purpose is to minimize the risk and negative impact of computer virus infections in the work 
environment by establishing clearly defined roles, responsibilities and procedures for the effective 
management of computer viruses. 

3.2  Standards  
Standard virus protection software must be installed on all network servers and personal computers, and 
updated on a regular basis.  The Port Authority currently uses McAfee ePolicy Orchestrator (ePO) to monitor, 
manage and maintain the virus definition (DAT files) of the Agency desktop computing platform.  The McAfee 
ePO Management Agent, and VirusScan / AntiSpyware Enterprise, are part of the standard desktop core 
image.   

3.3  Acquisition and Installation 
The Technology Department maintains current versions of standard virus protection software and virus 
detection files, (DATs), including configuration-specific instructions for downloading and installing the 
software on network servers and desktops. 

3.4  Virus Detection and Response  
The Technology Department is responsible for responding to all virus outbreaks, as well as eradicating them 
and, where possible, preventing them.  

The speedy reporting of all computer viruses is essential for the protection of the information stored on Port 
Authority LANs.  Much of that information is important to the safety of the public, as well as the day–to-day 
business of the PA. 
If the anti-virus software has detected a virus and cleaned it, no further action is required on the end user’s 
part.  If the virus is not cleaned, or the end-user suspects that a virus still exists, the end-user should 
immediately contact the Customer Support Desk, and they will work to remove the virus.  The Technology 
Department will respond quickly to all such alerts by doing the following: 

 
Assess the risk  

 Confirm the existence of a virus.  

 Take appropriate measures to quarantine the virus so that it does not infect other Port 
Authority devices.  

Notify Appropriate Parties 

 Contact the originating party who introduced the virus to the Port Authority.  

 If it is a new virus, contact our antivirus vendor, McAfee, for further assistance.  

Remove the virus 

 Work with appropriate parties until the virus is removed.  
 

In addition, the Technology Department will report on all such outbreaks on a weekly basis.  The report must 
include: 

Support Ticket Number 
User Name 

Virus Name 
Information which was lost, (if any) 
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Time to correct the problem, (lost staff time) 
Virus Origin, (if this can be determined; Diskette, CD, Internet) 

 

4.0 Electronic Mail 

4.1 E-Mail Overview 

The Port Authority’s Electronic Mail System (E-Mail) is designed to facilitate business communication among 
employees, job shoppers, contractors, consultants, and outside business associates.  This E-Mail system is 
comprised of Microsoft Outlook desktop software accessing e-mail stored on Microsoft’s Office 365 
Exchange Online servers.  This solution also includes group calendaring and workgroup collaboration. 

4.2 E-Mail System Architecture 

The Port Authority’s E-Mail system is hosted by Microsoft as part of its Office 365 government cloud 
services offering.  Authorized Port Authority staff access their corporate e-mail through Microsoft Outlook 
desktop software as well as via Outlook Web App and through mobile devices.  The Office 365 Exchange 
Online system has multiple Exchange servers containing mailboxes and Public Folders, and performs 
Internet-based e-mail services including anti-spam and anti-virus e-mail checking.  More in-depth 
knowledge about the Microsoft Office 365 government cloud can be found on the Microsoft website. 

 
Office 365 is accessed using the Port Authority’s corporate user account which is hosted on the Port 
Authority’s active directory platform.  In addition, the Port Authority hosts DNS servers to satisfy requests 
from the Outlook client as needed. 
 
High-speed, secure, and redundant network connections provide access to the Internet including to 
the Office 365 cloud from the Port Authority network. 

4.3 E-Mail Environment:  Design Considerations and Infrastructure 
The Office 365 e-mail environment is further described below: 

 The e-mail system is comprised of Microsoft Outlook 2007 desktop software accessing e-mail stored 
in Microsoft’s Office 365 government cloud service. A current project will update the desktop 
environment to Office 365 Pro-Plus (Office 2013) and is tentatively expected to be completed by 
12/31/2015. 

 E-mail is protected by Microsoft’s Exchange Online Protection. 

 There are several forms of SMTP addresses used at the Authority.   

 Exchange Active Sync and a cloud-based MaaS360 Mobile Server is used to provide e-mail and 
calendar access and control to Apple iPads/iPhones and Windows Mobile devices. 

 Exceptions are governed by the Authority’s directory services structure and user account 
requirements. 

 Each individual e-mail message and its file attachments, the overall mailbox size limitations, and 
additional features are governed by the current Microsoft Office 365 government cloud 
specifications which can be found on Microsoft’s web sites.  

 This e-mail system also includes group calendaring and workgroup collaboration.   

 Public Folders are supported based on departmental and agency-wide requirements and, in 
general, are used for dynamic items for a form of workgroup collaboration. Email-enabled public 
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folders have been phased out and replaced by Office 365 Shared Mailboxes. Static documents like 
corporate policy statements are placed on the corporate intranet (EmployeeNet) and not on the 
Public Folders.  Documents requiring long-term storage are stored elsewhere such as on Windows 
file servers. 

4.4 Integrating Applications Server with Port Authority Email System  

4.4.1   Requesting SMTP Services 

The vendor will request SMTP services from and coordinate its work with the 

Technology Department. 

 
Port 25 needs to be available to utilize it for SMTP services. 

4.4.2 Email Restrictions 

The following restrictions are in place to protect the SMTP system and the “reputation” of 

Agency mail servers on the Internet: 

 

 Forged email headers are STRONGLY discouraged, but applications for circumvention will be 
entertained, and valid business justifications must be included.  The “From” and “Reply-to” fields 
should be valid users on the system sending email. 

 Settings: The maximum number of recipients per email is currently 90.  This includes “To”, “cc”, and 
“bcc”; maximum size with attachments is defined by O365 Limitations.  Emails that do not conform 
to these restrictions will be rejected by the SMTP servers. 

 Mail will be relayed only if your server has an entry in the SMTP access database. 

 
Note: SMTP logs are checked periodically for policy violations.  Repeated violations and failure to 
correct them will result in SMTP services being disabled for the offending system. 

5.0 Intranet 

5.1 Intranet Overview 
The Port Authority EmployeeNet (eNet) is intended to provide timely information and resources to 

employees via the web browser on their desktops.  eNet is a decentralized collection of web pages, data 

lookup services and applications that are managed as if they were a centralized enterprise resource.  It is 

accessible to all personal computer workstations on the Port Authority Wide-Area Network (PAWANET).  

eNet is housed on servers at the Teleport and PATC Data Centers.   

Examples of business information hosted on eNet include: 

Departmental Websites 

Directories 

Corporate Announcements 

Reference Materials 

Document Collections 

Library Services 

News Displays 

Enterprise and Departmental Applications 
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5.2 Direction of eNet Development 
eNet is intended to provide a convenient, timely and accurate source of information for Port Authority 

employees as well as providing access to enterprise and departmental applications.  The owner of content 

on eNet is responsible for authorizing its publication, its accuracy and timeliness. Technology Services 

provides a common infrastructure and technical support for those departments that electronically publish 

agency information or make available electronic resources.  Infrastructure standards are recommended to 

ensure compatibility and facilitate maintenance.  Departments requesting specific applications should 

discuss their requirements with eNet staff to determine a solution that best meets the department’s 

business needs.  

5.3 eNet Software Infrastructure Standards 
 

Category Software Name 

Browser: Microsoft Internet Explorer 

Browser Plug-in: Windows Media Player 

Adobe Acrobat Reader 

Macromedia Shockwave Player 

Web Server Software: Sun One Web Server 

Microsoft IIS 

Media Server Software Microsoft Media Server 

Application Server Software: Adobe Cold Fusion 10 

Development and Design Tools: Adobe CS5 

Database Oracle Database 

MS SQL Server 

MS Access 

Programming Language/Scripts ColdFusion MX 10 

JavaScript 

Search Engine UltraSeek (software) 

Google Mini Search Appliance (hardware) 
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Category Software Name 

MaxxCAT Search Appliance (hardware) 

Web Performance Monitoring: Google Analytics 

WebTrends Marketing Lab 2 

Content Management: Open Text Website Management 

5.3.1 Design Standards 
We have developed the following standards to ensure that all web pages on eNet have a consistent look, 

feel and navigation scheme, while providing creative flexibility.  

 

Departmental Web Site Standards 

Prescribed standards are assigned to only the following items: 

Resolution:   Pages are designed for optimal viewing at the 1024x768 setting. 

Page Width: Each page has a fixed page width of 960 pixels. 

Page Justification: The entire page is center-justified within the browser window. 

Page Layout: Each web page will follow the same, basic layout: 

A Global Navigation strip; 

A Masthead; 

A Local Navigation strip; 

A Body area (with a 1-column, 2-column or 3-column layout); 

A Footer. 

5.3.2 Accessibility Standards 
TEC’s eBusiness Unit is committed to making all eNet content accessible to persons with disabilities.  In order 

to ensure that all eNet web content is in compliance with accessibility standards and applicable legal 

requirements, contact the Webmaster via email at webmaster@panynj.gov, or call 212-435-3294. 

 

6.0 Workstation Hardware and Operating System Software 

6.1 Overview 

The Port Authority makes extensive use of computers (workstations) networked into an Enterprise Wide 
Area Network to accomplish its business objectives. For the purpose of this section, the term computer 
and/or workstation will be used to reference desktop, laptop and CAD computing devices.  In order to 
ensure compatibility with the agency’s enterprise network and to make optimal use of its resources, this 
section defines the standards governing workstations and their configuration and use. 

6.2 Workstation Operating System Standard 
 
The Port Authority’s standard operating system for workstations is Microsoft’s Windows 7.  The following 
are operating systems used within the Agency: 

 Microsoft Windows 7, Enterprise  

 Apple OS X 

mailto:webmaster@panynj.gov
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6.3 Workstation Configuration 

6.3.1 Workstation Naming Conventions 

All departmental workstations must contain a unique computer name which is the machine’s serial 
number. 
 
Example:  Workstation name: 23AAH86 

 
System Administrators are responsible for naming workstations and maintaining an up- to-date inventory 
of equipment and names used. 

6.3.2 Automated Software Distribution for Computers  

The Port Authority currently uses Microsoft System Center Configuration Manager (SCCM) 2012 to, at a 
minimum, do the following: 

 Install new, or upgrade existing, software on Agency desktop, laptop, and CAD 
computers. 

 Create packages to automate system tasks (e.g. data migrations of desktop computers, 
eDiscovery requests, etc.). 

 Bare Metal Provisioning of Servers. 

6.3.3 Remote Workstation Management 

The Port Authority also distributes software applications and upgrades via Microsoft’s SCCM.  Each 
workstation should have Microsoft System Center 2012 R2 Remote Control Viewer installed as part of the 
workstation client.  This will enable remote distribution and updates of software, hardware inventory and 
workstation troubleshooting.  Microsoft security patches are distributed through a PatchLink agent. 

6.3.4 Drive Mappings 

Computer drive mappings are automatically accomplished using a Microsoft login script.  The script is 
executed upon successful login to the Agency’s Microsoft domain. 

6.3.5 Standard Workstation Hardware Configurations 

The Technology Department is responsible for setting the computer hardware standards.  Standards are 
typically set annually, or as exceptions to meet business requirements.  The standards specify the 
approved hardware components required by the Agency for a specific computing platform (e.g. desktop, 
laptop, CAD).  The following is current workstation standard: 

 

Lenovo ThinkCentre M93p Tower 10A6S19900-PA (PC) 

Lenovo ThinkStation P500 30A6S0MM00 (CAD) 

Lenovo ThinkPad T440 20AWS2EV00-PA (LAPTOP) 

Microsoft Surface pro 

MONITORS 

NEC AccuSync AS203WMI-BK (20 Inch Wide Flat Panel) 
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NEC MultiSync EA244WM1-BK (24 inch Wide Flat Panel) 

  

6.3.6 Standard Workstation Software 

The following software is the standard Port Authority software for departmental workstations.  New 
computer installations should conform to the existing standard.   

6.3.6.1 Standard Workstation Software 

The following list is a compilation of the core software components found on each computer (commonly 
referred to as an image). 

 
Windows 7, Windows 8.1 
McAfee Antivirus 
Internet Explorer 
Microsoft Office Professional 
Printer Pro 
Java 
Lumension End-Point Protection 
Remote Access Software (for laptops) 
 

Because technology is rapidly changing, TEC should be consulted to obtain the most recent versions of 
standard software. 

6.3.7 Enterprise Software 
The following is a list of standard enterprise application software used in the Agency.  These applications are 

supported by third-party service providers: 

PeopleSoft 
SAP 
Enterprise Connect (Livelink) Content Management 
One Drive for Business 
SharePoint/Online 
Skype for Business 

6.3.8 Other Business Applications 
Other Enterprise applications are deployed on occasion to user workstations.  This includes systems like 

BudgetPro.  System Administrators are responsible for deploying the workstation clients and network server 

software according to standards provided by Technology Department: 

Current list of Enterprise applications, is shown below – 

 AutoCAD 

 BudgetPRO 

 Cognos Client Software 

 EBS (Emergency Broadcast System) 

 Enterprise Connect (Livelink) 

 HIDS,  

 Lumension (PatchLink),  

 McAfee Virus Scan and AntiSpyware Enterprise 

 MS SQL 
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 Oracle 

 PeopleSoft 

 Primavera 

 SAP 

 Schedulesoft 

 TRIM 
 

6.4 Workstation Security 
Workstation users and their managers are responsible for the security of computer equipment and 
safeguarding critical corporate data and access to Port Authority network resources.  This includes both the 
physical securing of equipment as well as logical safeguarding equipment and data. 

6.4.1 Physical Security 
The method of control should be based on the value of the equipment, the sensitivity of the data, its 
portability and the degree of exposure to theft.  The department’s Business Manager should make the 
appropriate determination of physical security required based on their best business judgment. 
 
The graph below provides general guidance to Business Managers in determining the level of physical 
security required. 
 

 
 
In all cases, laptops must be secured with a Lock/Cable product (e.g., Kensington). 

6.4.2 Logical Security 
The Technology Department (TEC) is responsible for providing for the security of computer resources and 
devices: 

 Workstations are protected with Microsoft directory security mechanisms. 

 Screen saver passwords are implemented with a maximum of a fifteen (15) minute time-out. 

 All critical data on a network drive are backed up nightly onto either external media or a network 
storage. 
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7.0 Distributed Systems Environment 

7.1 Overview 
A number of enterprise servers provide critical application and system services.  Different operating systems 
and configurations may be required for specific applications.  This section provides information on the 
standards for supported systems within the Port Authority.  

7.2 Microsoft Windows Servers 
The standard for general-purpose application servers and File and Print Computing is IBM servers.  Microsoft 

Windows 2008 Server (Enterprise) and 2012 Server are currently supported Operating Systems for 

application servers.  

7.2.1 Virtual Environment 

The standard for Virtualization Computing is IBM host servers.  The Port Authority will provide a VMware 

ESXi-based Guest Virtual Machine (VM) to operate all Contractor-provided applications software. 

All applications software will be capable of operating in a virtual environment under VMware ESXi server and 

will operate in a VMware ESXi-based Guest Virtual Machine (VM) on a ‘shared’ host-computing platform for 

Contractor application, unless performance or other requirements mandate a dedicated system.  

7.2.2 Windows Data Encryption 

For those applications that require additional data security measures, TEC offers additional tools that 
provide encryption services to protect the data stored in the application’s database or file and folders, even 
from authorized individuals that have physical access to the applications and database servers but not the 
decryption key.   

7.3 Unix 
Sun/Oracle Solaris and RedHat enterprise Linux are the currently supported UNIX operating system for 

infrastructure and corporate servers. 

7.3.1 Unix Security 

Unix and Linux servers must be physically and logically secured from unauthorized access.  Operating 
system logical security is defined by the Technology Department (TEC). 

7.3.2 Backup 

Critical system backup must be performed regularly (daily and/or weekly) utilizing our centralized backup 
strategy and associated tools.  Extra copy of backup is kept offsite for disaster recovery purposes if 
required. 

7.3.3 Download Scripts in the Unix/Linux Environment  
 The script must be written in a generally supported language: Perl, Korn shell, PowerShell.  

PowerShell will be consistent with Microsoft standards and best practices. 

 The script must be limited in access, as well as the script’s owner’s user account.  The owner of the 
script should be able to read, edit, and execute the script, but no one else (with the exception of the 
root or administrator accounts).  

 If the content being downloaded is public information or widely available on the Internet, File 
Transfer Protocol (FTP) may be used. 
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 For all other content, Secure FTP must be used, and a key exchange made with the entity who is 
providing the content.  A username and password must be used when retrieving the content. 

 If the entity cannot accommodate the use of SFTP, ftp may be used as long as the content is 
encrypted with a secure, widely used utility like PGP.  

 Information and guidance on securing passwords should follow Recommendations of the National 
Institute of Standards and Technology. 

7.4 z/OS  

z/OS (currently release 1.5) is the IBM-supplied operating system on the IBM 2096-R07.  This 
hardware/software supports multiple users and multiple applications.  Provided on this platform for 
transaction-processing applications are TSO/E, ISPF, and CICS.  The database is DB2, although other file 
structures are also supported.  The Agency is dis-investing from this operating system and it will not be 
used to support additional applications. 

7.4.1 Databases 

Oracle 11gR2 or higher and MS/SQL Server 2008/2012 or higher are the supported database platforms for 
Port Authority systems.  Auditing trail enabled for all database accounts with administrator privileges. 

7.4.2 Geographic Information System 

The Geographic Information Systems (GIS) is built on an ESRI platform using ArcGIS for Desktop  version 
10.2 and ArcGIS for Server version 10.2.  GIS data are stored in geodatabases using SQL Server 2012. 

7.5 Application Security 

TEC recognizes the critical importance of application security and maintains a Best Practices document 
containing rules and recommendations for purchased applications, and those developed in-house. 

 

7.6 Server Physical Security 
 
All servers and communication equipment must be located in locked rooms or secured with a cable and lock 

with the keyboard secured to prevent tampering and unauthorized usage.  The Business System Manager is 

responsible for determining the appropriate access control method (receptionist, metal key lock, magnetic 

card door locks, etc.)  This person must also maintain a list of persons authorized to enter secured areas.  

Technology Department staff is available to provide technical assistance in making this determination. 

7.7 Load Balancing – Failover Architecture  
Depending on the requirements of the application, load balancing and failover architectures are 
supported. 

8.0 Vendor Provided Dedicated Systems 

8.1 Overview 
Vendor Provided Dedicated Systems refers to the application software and possibly the computer hardware 
that may be furnished and/or installed by an outside contractor.  These systems are usually procured 
through either a Request for Proposal (RFP), or a “Low Bid” contract and are specifically engineered to 
support a dedicated application. 
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These systems generally support Capital Projects, which are usually large scale, multi-year engagements, 
requiring specialized technical and management staff, as well as, Systems Integration support.  These 
projects normally have significant construction components and require the coordination, design and 
support from many diverse Engineering and Technology disciplines. 
 
On all technology related projects a representative from the Technology Department (TEC) provides a single 
point of contact for technology oversight, accountability, adhering to standards and systems integration, 
which is required under the Roles and Responsibilities of the Director and is expected by our client 
departments.   
 

To ensure a successful project implementation and honoring our responsibility to the Agency and our 
customers, one of the steps undertaken by TEC is to provide guidance and focus attention on, adherence to 
and compliance with the Port Authority Technology Standards.   
 
By following the Technology Standards, it enables the Port Authority to  

 Leverage large discounts negotiated in the various requirements contracts. 

 Ensure that the seamless integration of equipment with other existing systems.  

 Ensure that long-term maintenance and systems administration contracts are focused on the same 
product lines.   

 Ensure that the relevant sections of the Technology Standards are included in either, the basic 
design of a low bid contract or as requirements in an RFP.  Responses to RFP’s shall be reviewed for 
their compliance with the Technology Standards.  

 Deployment, integration and testing shall be monitored by TEC to ensure that equipment or 
infrastructure is not duplicated, that the integration and migration plan will not adversely affect 
existing systems, and to integrate new systems under existing maintenance contracts where 
applicable. 

In cases where a specific vendor or system is so specialized that it normally does not adhere to the 
hardware, software, infrastructure and operations standards of the Technology Standards, the vendor shall 
be directed to work with TEC in exploring all options.  If an exception is required, the vendor should work 
with TEC to prepare the necessary business case scenarios to receive written concurrence from the CTO for 
this deviation from the Port Authority Technology Standards. 

8.2 Physical Security Technology Standards 

8.2.1 Agency Standard for Digital Video Recording, Access Control and Alarm 

Monitoring 
Based upon the Agency’s investment and positive experience with commercial leaders in access control and 
alarm monitoring application, CCTV and Digital Video recording technologies. The Agency  has developed a 
standard for these business functions. 
 
The Port Authority has long recognized the need for a corporate architecture for its security systems that 
would allow us to integrate digital video and access control recording compatible technologies agency-wide.  
Using these standards will improve the Agency’s security posture and will permit us to leverage additional 
operations and business benefits while keeping our operations resources, maintenance and support costs at 
a minimum.   
 
The standard will also improve: 

 Access to and the sharing of information from a centralized location 

 Centralized monitoring of all facilities from an Emergency Operations Center 
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 The operational and cost-effectiveness of adding a variety of modular features to the core systems, 
such as paging, e-mail, fire systems, facility management, etc.   

 Alarm notification, response, and acknowledgement 

 Operational flexibility for facility and Public Safety staff  

 Single learning curve  

 Reduce the cost for maintenance and system administration 

8.2.2 Situational Awareness Platform Software 
 
The Situational Awareness Platform Software (SAPS), is a software application that allows multiple, 
independently manufactured and installed security, life safety, and building systems to all interoperate 
under a single, common operating picture, giving a user access to information spreading across multiple 
systems as if they were all one single system.  This “common view” is made even more valuable by the 
incorporation of powerful, rules-based tools within the SAPS system, which allows intelligent linking of 
seemingly unrelated events into “Situations” that represent patterns of activity that pose a threat to security 
or site-wide operations. 
 
The SAPS objective is to monitor the identity and event data from the various systems, identify incidents and 
anomalies, and detect trends that could be a threat to our facilities.  SAPS turns data into actionable 
intelligence when an incident is detected.  SAPS have the capability to automatically alert the security 
operations staff and push the information to security control centers and first responders. 

 Provide a software platform to enable integrating the various electronic systems across all agency 
sites 

 Provide a single software perform solution for situational awareness. 

 Provide a single system database for reports 

 The SAPS will provide transparent notification of security related events for all agency security 
systems. 

8.3 Communications Infrastructure Standards  
The Port Authority Standard for Communications Infrastructure is Cisco.  This applies to all future systems, as 
well as, upgrades to existing systems.  This standard ensures the interoperability of all deployed systems and 
permits the full integration of systems into PAWANET.  In addition, all Cisco equipment either designed in a 
low bid contract or specified in an RFP must be purchased through the Cisco Requirements contract, which is 
administered by TEC and permits the Agency to purchase equipment, maintenance and support services 
under the high discounts negotiated in the Requirements Contract.  
 
This standard applies but is not limited to; Layer 2 and 3 Ethernet switches, Routers, Wireless Access Points 
(WAP), Mobile Access Routers (MAR), GIG E (Gigabit Ethernet) switching and networking and SONET 
(Synchronous Optical NETwork) equipment.  Deviation from this standard requires the written consent of 
the CTO. 

8.4 Server Infrastructure Standard 
The Port Authority’s standard platform for File & Print and Application servers is IBM. 

 
Technology Department has contracted discounted pricing with our service provider for its servers and 
hardware support.  In order for the agency to take full advantage of these savings, any new Application 
servers or File & Print servers must be built using IBM hardware purchased by TEC.  This includes turnkey 
and distributed systems where File & Print or Application servers are specified in the design.  Any 
replacement File & Print or Application servers must be IBM servers.  Deviation from this policy will not be 
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allowed without prior approval of the CTO or his designee. 

9.0 Wireless Technologies 

9.1 Wireless Standards 

9.1.1 Purpose and Scope 
This section references the standard policies and procedures for all wireless devices and technologies 
including voice and data capabilities that store, process, transmit or access data.  This includes but is not 
limited to commercial and unlicensed wireless networks and laptops, cellular devices, scanning devices, 
messaging devices (email devices) and PDAs. 

9.1.2 General Policy 
Employees will only use PA owned wireless devices to store, process, transmit or access PA data. 

9.1.3 Personal Area Networks - PAN 
PAN technologies should not be used for transmitting information without encryption. 
 
Bluetooth security alone is unacceptable because it is not encrypted and does not use Federal Information 
Processing Standardization (FIPS) 140-1/2. 

9.1.4 Wireless Local Area Networks – WLANs 

9.1.4.1 Overview 

Business requirements have arisen throughout various Port Authority locations for the  
improved use of Wireless LAN technology to facilitate local user mobility.  Research performed on the 
different technologies support the use of Cisco as opposed to various wireless vendors in an attempt to 
produce a standard that will provide the agency with a secure, robust and scalable solution as WLAN’s 
continue to grow within the agency. 
 
In summary, the current Port Authority Wireless LAN standards are based upon IEEE 802.11n draft 2.0 
technologies.  (802.11n is backwards-compatible with existing 802.11a/b/g network adapters.) 
 
The physical infrastructure is now based upon a centralized WLAN architecture that relies upon Cisco 
wireless bridges, access points, mesh routers and newly implemented controllers.  WLAN’s should be 
standardizing on the 4404 and 4402 controllers at this time as described further in this document. 
 
Wireless LAN technology is continually developing with rapidly evolving industry standards, government 
regulations, and vendor products.  As a result, the WLAN Standard presented in this document will likely be 
superseded in the future as the technology and products change. 

9.1.4.2 Scope 

The scope of this document shall present some standards for the Agency Wireless LAN and the specification 
of all devices and configurations. 

9.1.4.3 Principles 

 At the highest level, the principles for the Wireless Standard are based upon the following attributes: 

 Security - use of strong encryption (e.g. WPA-TKIP /  WPA2- AES) for use as authentication of all 
traffic on a port-to-port basis, with the use of credentials stored on a back-end RADIUS server 
utilizing key distribution.  
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 Scalability - with LWAPP access points & use of LWAPP tunnels 

 Reliability - via authentication of users to the networking enterprise mode. 

 Manageability - via secured ports and VPN / FW access. 

9.1.4.4 Compliance Requirements 

All specifications defined in this section may be effective upon approval of and complete concurrence with 
TEC’s CTO, to update wireless standards and policies as per IEEE and Wi-Fi Alliance Standards 

9.1.4.5 Device Specifications 

The following sections will provide the various hardware components, and related firmware versions, that 
are specified for use in the Port Authority’s WLAN solution. 

9.1.4.6  Access Point (AP) Standard 

Standards Details: 
o 3600 AP’s are the agency standard for WLAN deployment.  These AP’s have 802.11n 2.0 

radios.  Backward compatible to 802.11 a/b/g.  
o 1310 AP/ Bridge is certified for use in unique situations where both internal and external 

antennae are supported. The major distinction is that of a more rugged chassis designed 
for higher-stress outdoor-type conditions.  3250 mobile routers for mesh deployments. 

o AP Deployments will be Lightweight Access Point (LWAP) 
o AP Standard Summary: 

a) Two cables per pull during wiring for wired to wireless. 
b) AP’s & controller placements via RF propagation results. 
c) PA supported standard AP’s need to be verified with TEC 
d) If wireless is primary connection-‘load-balance’ AP’ cabling connection to two 

different network switches 
o WLAN Controller Standard  

This standard is in the process of being upgraded to Network Control System (NCS) & 
Identity Services Engine (ISE) Appliance to accommodate more advanced wireless 
deployments. 

9.1.4.7 Best Practice 

The following information is industry best practices for wireless hardware implementation used for the 
Agency’s deployments, not for wireless device configuration practices. 
 
WLAN Best Practices Add-ons: 

1. Ensure that the PA maintains an up-to-date wireless hardware inventory. 
2. Identify rogue wireless devices via wireless intrusion prevention systems ( IPS ) 
3. Enable automatic alerts on the wireless IPS 
4. Perform stateful inspection of connections. 
5. Augment the firewall with a wireless IPS 
6. Mount AP in location that do not permit easy physical access 
7. Secure handheld devices with strong passwords 
8. Enable WPA and WPA2 under ENTERPRISE mode 
9. Synchronize the AP’s clocks to match networking equipment. 
10. Manage remote physical locations of all access points which support an isolated network that 

needs access to PAWANET for server farms and internet access.  
11. Maintain cryptographic strength range from 128-bits to 256-bits with matching symmetric 

algorithms AES-128 to AES-256 
 
Wireless Control System (WCS): 
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1. Single license 
2. Secure “WIRELESS LOCATION APPLIANCE” with real-time client tracking & RF fingerprinting 
3. Secure Windows-Based deployment as minimum, for example, windows server 2003; intel 

dual-core; 3.2 GHz; 4-GB RAM; 80-GB hard drive; IPS devices; IOS firewall routing; HTTP port 
80; HTTPS port 443. 

4. Multi-homed server (i.e., two NIC cards) 
5. Secure WCS and IIS (i.e ,internet information service), installation sequence 
6. Create configuration group ( configurate multiple controllers) 
7. Secure auto provisioning with filtering 
8. Secure WCS with RF modeling for heat map planning 
9. Secure 15 second alarm summary refresh 

9.1.4.8 Portable Electronic Devices (PEDs) – Cell Phones, PDAs, messaging devices, laptops and 

tablets 

If a device receives information via a wireless technology, and that device allows that information to be 
placed directly into the corporate network at the workstation level, then all perimeters and host-based 
security devices have been bypassed.  Therefore, the following procedures apply: 

 PEDs connected directly to a PA wired network via a hot sync connection to a workstation is not 
permitted to operate wirelessly at the same time.  Wireless solutions could create backgrounds into 
corporate networks.   

 IR, Bluetooth and 802.11 peer to peer should be set to “off” as the default setting.  Mobile code 
should be downloaded only from trusted sources over assured channels. 

 Anti-virus software are required on devices and workstations that are used to synchronize/transmit 
data, if available.  Where not available on a device, disable the synchronization capability or provide 
server or workstation based handheld anti-virus protection. 

 PEDs are easily lost or stolen therefore approved file system/data store encryption software is 
required. 

 PEDs need to be capable of being erased or overwritten to protect data. If the device is no longer 
needed and cannot be erased or overwritten, it must be physically destroyed. 

9.1.4.9  Cellular and Wireless Email 

Cellular and wireless e-mail devices are subject to several vulnerabilities (e.g. interception, scanning, remote 

command to transmit mode, etc).  Therefore, the following procedures apply: 

 Must have end-to-end encryption. 

 PC based redirectors are not allowed as it requires the PC to be active at all times only server based 

redirectors will be used. 

 The use of LANS and Wireless transmitters, i.e. Bluetooth etc. by PANYNJ personnel using PANYNJ 

equipment is strictly prohibited 

9.1.4.10  Synchronization 

Some synchronism systems will operate even if the workstation is locked and the wireless or handheld 
device is not registered with the sync application on the workstation.  As long as the workstation is on, the 
user is logged on, the data application client (e.g. MS Outlook) is active, and the “hot sync” cable is attached 
to the workstation; any person can place a compatible wireless or handheld device in the “hot sync” cradle 
and download data.  Therefore, the following procedures apply: 

 “Hot sync” cable or cradle has significant security risks, therefore perform “hot sync”, and then 
remove immediately once “hot sync” operation is complete. 

 Secure ”hot sync” cables and cradles.  

 Use only PA approved third party sync access control software installed on all workstations.  

 PA owned devices may only be synchronized with PA owned computer systems 
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9.1.4.11 Responsibilities of Technology Department 

 Monitor and provide oversight of all PA wireless activities, insure interoperability of wireless 
capabilities across the agency. 

 Develop appropriate technical standards for secure wireless and handheld solutions. 

 Establish a formal coordination process to ensure protection of PA information with PA information 
systems employing wireless technologies. 

 Review and evaluate wireless technologies, products, solutions that meet PA requirements. 

 Identify approved monitoring mechanisms for wireless devices to ensure compliance with policy. 

 Periodically review approved wireless technology standards and procedures to ensure products and 
solutions remain compliant. 

 Support risk management activities associated with evaluating wireless services 

 Act as central coordination point and final approval authority for any exceptions to this policy. 

 Define or approve acceptable wireless devices, products, services and usage. 

 Provide immediate consultation to PA units. 

 Adhere to wireless procedures and standards, establish procedure for reviewing and approving 
requests for using wireless devices to store, process, or transmit information. 

 Establish procedures for periodically reviewing approved wireless devices and services to ensure 
that the business requirement for device/service/system is still valid and meet current PA guidance. 

 Establish procedures for inventory and control of wireless devices and equipment. 

 Establish procedures and implementation plans for auditing wireless connections to the network. 

 Provide user training. 

9.1.4.13 Responsibilities of Wireless and Handheld Device Users 

 
• Coordinate all requests through Technology Department… 
• Read and follow standards. 
• Access information systems using only approved wireless hardware, software, solutions and 

connections. 
• Take appropriate measures to protect information, network access, passwords and equipment. 
• Use approved password policy and bypass automatic password saving features. 
• Use extreme caution when accessing PA information in open areas where non-authorized persons 

may see PA info (airport lounge, hotel lobby). 
• Protect PA equipment and information from loss or theft at all times, especially when traveling. 
• Keep current anti-virus software on devices. 
• Use appropriate Internet behavior (e.g. approved downloads). 
• Exercise good judgments in efficient cooperative uses of these resources and comply with current 

and future standards of acceptable use and conduct at all times. 
• Report any misuse of wireless devices, services or systems to management. 

9.2 Cellular Phone & Wireless Modem  
The Port Authority obtains cellular service under governmental contracts.  All orders for cellular service or 
equipment must be placed under these contracts.  If the contract service provider cannot meet the 
requirements, a memorandum requesting approval to obtain cellular service outside of the contracts must 
be sent to the CTO. 

9.3 Technology Mobile Device Policy 

9.3.1 Introduction 
Mobile devices are a class of handheld computers that currently offer limited functionality with compact size 
and portability.  Additional functionality such as Word and Excel are already included in many Mobile 
devices, with further enhancements predicted. 
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In order to better serve the PA, and to limit the expense of supporting a wide variety of Mobile device 
hardware and software, Technology Department will support the use of the Windows and Apple IOS based 
devices. 
 
With a Mobile device, a user can maintain their calendar, address book, to-do list, and e-mail on a platform 
that is very portable and easy to use.  Integration with Outlook makes it possible for users to keep identical, 
synchronized copies of data on both the desktop application and the Mobile devices. 

9.3.3 Software 
The current version of Apple IOS software are supported. 
Microsoft ActiveSync is used for connecting to the corporate E-Mail system. 
Any software found to interfere with normal operation must be uninstalled in order to receive support from 
Technology Department. 

9.3.4 Support 
Support for Mobile devices hardware and software is provided by Technology Department through the 
Customer Support Desk.  TEC will support the physical hardware connection (PDA cradle to PC) and software 
to support this connection.  No software can be added to company owned mobile devices without TEC’s 
assistance and CTO approval. 

9.3.5 Training 
Training will be available covering basic mobile devices use and integration with Outlook at the time of 
installation of the equipment.  Training classes for the mobile devices may be provided in the future 
depending on user demands. 

9.3.6 Acquisition 
The PA will purchase Mobile devices for employees with a business need for the mobile device.  Employees 
are responsible for obtaining management approval.  TEC also recommends that a protective case 
(preferably a zippered case) be purchased to reduce damage to the units. 
Since the PA owns the device, if an employee leaves the PA, the device is returned to the Director’s office of 
their department. 

9.3.7 Personal Acquisition 
Employees, who purchase their own mobile devices, will not be allowed to connect to the PA corporate 
network or equipment, unless approved by Technology Department.   
Customer Support Desk personnel will support all PA owned and authorized mobile devices. 

9.3.8 Data Security Considerations 
Users should carefully consider what type of information they store on their mobile. Extreme caution should 
be taken when using company confidential data on the mobile units.  
 
All mobile devices accessing corporate resources are to be password protected. 

9.3.9 Data Backup 
Though it does not happen often, it is possible to lose or damage the data that resides in the mobile devices. 
Technology Department will provide assistance in attempting to recover files or data from data corruption. 
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Appendices 
 

Appendix 1 -- Business Resumption Plan Document Format 
 
I. PURPOSE 

 
o Goals and objectives of plan 
o Benefits obtained if plan properly implemented 

 
II. SCOPE OF PLAN 
 

o Planning assumptions 
o Facilities and resources included in plan 

 
III. NOMENCLATURE 
 

o Recovery terms 
o Definitions and acronyms 

 
IV. DISASTER SEVERITY DEFINITION 

 
Define level of potential disaster based on impact to critical functions.  Explain what degree 
of operational disruption would constitute each level of disaster: 

o catastrophic  
o serious  
o major  
o limited 

 
V. OPERATIONS RECOVERY PROCEDURES (Procedures for recovering services) 
 

1. Indicate time frames in which essential operational/business functions must 
be resumed. 

 
2. Specify sequence of operations recovery events and individuals responsible for 

activity.  Note any specific activities required for particular levels of disaster 
severity.  For example: 

 
o Notifications 
o Preliminary evaluation 
o Activate operations recovery personnel 
o Coordinate with emergency personnel 
o Evaluate recovery options and issue directive which details:  

 Assigned tasks 
 Project schedule/time frame 
 Coordination required 
 Identify relocation activities, if required 
 External/internal status updates 

 
3. Identify items required for backup of critical functions.  For example: 

 
o Alternate work site  
o Hardware/software  
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o Personal computers 
o Necessary software packages 
o Documentation 
o Peripherals (printers, modems, etc.)  
o Databases 
o Emergency equipment  
o Communications  
o Transportation  
o Supplies 
o Security 
o Operations and procedures manuals 

 
VI. OFFICE/FACILITY BUSINESS SITE RESTORATION PROCEDURES  
 (Procedures for restoring physical facilities) 
 

o Identify restoration responsibilities  
o Assess damage 
o Develop restoration plan/time frames 

 
VII. BRP UPDATE PROCEDURES 
 

o Specify responsibility for updating and communicating BRP changes 

o Indicate frequency of review/update 
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Appendix 2 -- Communication Rooms/Closets Standards 
 

SPACE 
All data communication rooms must be designed with required and estimated space to meet immediate 
requirements, as well as, future growth. 
 
ENVIRONMENTAL 
The following conditions must be met: 
 

a) Doorways/Entrances must be designed to support at least the minimum space requirements of 
90”Hx72” Wx60” D. 

b) The room’s cooling capabilities must be sufficient to support the heat dissipation requirements for 
the equipment.  This requirement will be measured in minimum and maximum BTUs powered by 
AC-powered systems.  Equipment specs will be supplied by TEC upon request. 

c) Backup UPS systems are necessary to avoid equipment damage in case of site power failure. 

d) Telco demarcs must be located in a central location with sufficient space to house Telco 
termination equipment. 

e) The room should be designed with the appropriate fire safety regulations. 

f) Cables trays must also be installed in the communications room ceiling where appropriate, to 
support the routing of data communications and Telco cables. 

g) Basic 24”W/30”D/84”H cabinets with 19” racks must be installed to house communications 
equipment such as: routers, switches, hubs, DSUs/CSUs and monitors. 

h) To create more wall space the use of wall mount racks can be installed, however, all wall cabinets 
must support rear access to the equipment.  Appropriate sized plywood must be installed prior to 
mounting racks.  

i) Category 5e/6 cable must be terminated in wall/rack mounted patch panel.  

j) Fiber patch panel must be installed in fiber IDF panel with SC female interface.  

k) The fiber must be neatly tie wrapped and enclosed in flexible inner-duct.  

l) Telephone access must be installed in the appropriate location to provide for basic trouble-
shooting and vendor support. 

m) All communications equipment and cabinets must have ample room for easy access and proper 
ventilation. 
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Appendix 3 – Standard Cabling Schemes 

a) Teflon-coated cables will be installed per fire code regulations. 

b) Overhead cable trays and drop post must be installed for cable routing. 

c) Cabling scheme must be used to label and identify all cables.  All cables must be neatly tie-
wrapped. 
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Appendix 4 -- Unified Wiring Plan 
To satisfy existing and future voice and data communications requirements, while minimizing the need 
for wiring changes and additions, the Port Authority has adopted the following lateral wiring 
specifications for all workstations being constructed.  This plan is applicable to all PA locations, 
except when specifically noted. 

 
LATERAL CABLE: 
Voice and data telecommunications requirements for each workstation will be provided by a 
combination of three individual cables, installed between the workstation and the serving telephone 
closet / intermediate distribution frame (IDF), in a "home run" configuration. All cabling installed will be 
of plenum type, fire retardant (FEP) rated. 
Cable specifications: 

 
(3) Cables capable of supporting Category 5e/6 capabilities as outlined in the TIA/EIA-568-B.2 
standard.  Specifically: 

 
Gauge: 24 AWG Pair  

Size: 4 

Insulation: Plenum, fire code rating (FEP) 

 

Cable allocations will be as following: 

Cable #1: Voice**  

Cable #2: Data 

Cable #3: Data 
 

• *100.0MHz is the speed the PA wants to deliver to the desktop. 
 

• **Cable #1 is to be split in the workstation to support 2 telephones. 

Technical specs for the Cat 5e/6 cable is as follows. 
 

TECHNICAL DATA--ELECTRICAL 

  
Horizontal 

 
Patch 

 
 

Frequency 

MHz 

 
Attenuation 

dB/100 m max. 

 
 

Next dB 

min. 

 
Attenuation 

dB/100 m max. 

 
 

Next dB 

min. 
 

1 2 62.3 2.4 62.3 

4 4.1 53.2 4.9 53.2 

10 6.5 47.3 7.8 47.3 

16 8.2 44.2 9.8 44.2 

20 9.3 42.7 11.1 42.7 

31.25 11.7 39.8 14.1 39.8 

62.5 17 34.3 20.4 34.3 

100 22 32.3 26.4 32.3 
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TECHNICAL DATA--PHYSICAL 

  
CMR 

 
CMP CM (Patch)* 

 
Conductor diameter-in. (mm) 

.020 
(0.52) 

020 
(0.52) 

024 
(0.61) 

 
Cable diameter-in. (mm) 

.195 
(5.0) 

165 
(4.2) 

215 
(5.5) 

 
Nominal cable weight-lb./kft. (kg/km) 

21 
(31) 

 21 
(31) 

 23 
(34.2) 

 
Max. installation tension-lb. (N) 

25 
(110) 

25 
(110) 

25 
(110) 

 
Min. bend radius-in. (mm) 

1.0 
(25.4) 

1.0 
(25.4) 

1.0 
(25.4) 

* Patch cables utilize stranded tinned copper conductors 

 
 

PARAMETRIC MEASUREMENTS 

  
Horizontal 

 
Patch 

Mutual Capacitance 4.6 nF/100 m nom. 5.6 nF/100 m nom. 

DC resistance 9.38 Ohms/100 m Max. 9.09 Ohms/100 m max. 

Skew 45 ns/100 m max. 45 ns/100 m max. 
 

Velocity of 
72% nom. Non Plenum 72% nom. 

Propagation 72% nom. Plenum  

Input Impedance 100 + 15% 0.7772-100 MHz 100 + 15% 0.772-100MHz 

 ISO/IEC 11801  

 
 

COLOR CODE 
 

TEMPERATURE RATING 

Pair 1 White/Blue Blue Installation 0 degrees C to +50 degrees C 
Pair 2 White/Orange Orange Operation -10 degrees C to +60 degrees C 

Pair 3 White/Green Green   

Pair 4 White/Brown Brown   
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Appendix 5 -- Telephone Closet / IDF Termination Blocks 
Lateral Data cabling serving each workstation will be terminated on a CAT5e/6 patch panel (RJ45 face, 110 
punch rear) in the telephone closet.  For analog phone service, termination is to be on 110 blocks in 
telephone closet, allowing access to the telephone riser.  For data, a patch cord is installed between patch 
panel and IT device.  The patch panel can be mounted on the wall with a wall mount kit or in a rack if one is 
needed and should be appropriately numbered with the workstation number.  The patch panel must be 
capable of supporting Category 5e/6 the TIA/EIA-568-B.2 standard.  The patch panel shall have a swing away 
faceplate or rack mountable. 
 

NOTE:  The Category 5e/6 patch panel should be equivalent to the AMP SL series 110Connect 
Category 5e/6 patch panel or approved Category 6 patch panel. The number of ports may 
vary. 

 
Each workstation shall be assigned a unique station identification number. 
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Appendix 6 -- Workstation Jacks 
Workstations will be equipped with various components of the AMP Communications Outlet system (AMP 
equivalent can be used with TEC approval).  Each workstation will be installed with (1) double-gang jack 
housing box and matching face plate, capable of securely mounting three Category 5e cables or Category 6 
and four modular data connectors, maintaining the integrity of category 5e/ Category 6 capabilities as 
outlined in the TIA/EIA-568-B.2 standard.  All workstation jacks will be wired in accordance with the 
TIA/EIA-568-B.2 standard.  All modular jacks are to be labeled in accordance with TEC number schema. 
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Appendix 7 -- Standard Switches Inside the Department 

 
Any switches in the following Cisco series are acceptable (Vendors will consult with the Technology 
Department (TEC) to determine the appropriate switch configuration at the time of proposal submission): 

Cisco 3000 series  – low capacity 

Cisco 4000 series – medium capacity 

Cisco 5000 series – medium capacity 

Cisco 6000 series – high capacity 

Cisco Nexus 7000 series – high capacity 

Cisco Nexus 9000 series – medium and/or high capacity 
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Appendix 8 -- Workstation and Lateral Cable Identification Management 
 
WORKSTATION AND LATERAL CABLE IDENTIFICATION/MANAGEMENT (Facility) 
 
All lateral cabling installed to workstations at the Port Authority Facilities must be 
designated in accordance with the Port Authority's workstation and lateral cable 
identification code: This code consists of two elements, as follows: 
 

1 - Room number or department name (acronyms are acceptable). 

2 - Workstations (3 numeric digits) 
 
The cable identification code for Workstation 10 in room 3801 at LGA CTB is 3801-010. The cable 
identification code for Workstation 15 in PA Automotive shop is Auto-015 
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Appendix  9  – Fiber Optic Specification for Network Services - PAWANET 

 
General Scope of Work 

 
 

1. Conduct a walk thru based on the specific Scope of Work for the job in question. 
2. Note that all diagrams and or sketches that may be provided are approximates and not to scale. 
3. All fiber optic cable is to be installed in rigid conduit or, where applicable, in plenum rated flexible 

inner duct. 
4. Contractor shall furnish and install fiber optic cable as designated in the specific Scope of Work. 
5. Fiber optic cable type for interoffice use shall be loose tube, with aramid yarn water block: 

 Singlemode Fiber – 8.3/125/250 micron diameter (core/cladding/coating) manufactured by 
General Cable or approved equal. 

6. Fiber optic cable attenuation from the factory, before installation, shall not exceed:  

 Singlemode – 4db per km @ 1310nm/.3 db per km @ 1550nm 
7. All fiber optic cable is to be labeled on each end and at any junction or patch panel with, 28 gauge, 2” 

wide embossed with ¼” high letters.  The labels are to be fastened to the fiber optic cable using 
sealed wrap around labels or pliable Velcro ties. 

8. Fiber optic cable shall be installed in accordance with the manufacturer’s specifications.  Any portion 
of the cable damaged during installation will be repaired or replace by the contractor without any 
additional cost to the Port Authority of New York New Jersey. 

 
Fiber Optic Terminations 

 
1.   Fiber optic terminations will use SC connectors unless otherwise specified in the 

Scope of Work. 
2.   Fiber optic terminations shall not yield more than 1db per mated (at the bulkhead) 

connector. 

 
Fiber Optic Testing 

 
1. Fiber optic testing shall be performed by the contractor and certified fiber optic technicians. 

 
Fiber optic technicians will be prepared to complete test procedures with the following equipment: 

 Source and power meter testing to provide optical loss measurements. 

 Reference test cables and mating adapters that match the cables to be 
tested. 

 Cleaning materials – lint free cleaning wipes and pure alcohol. 

• OTDR test set with the proper launch cables and adapter types. 

 Power loss testing from both ends. 
 
2.   Fiber optic technicians will perform OTDR test on all terminated fibers unless otherwise 

noted in the Scope of Work. 
 
3.   Fiber optic test results shall be recorded, and reports provided to the PA in hardcopy and via a 

readable txt file (PDF or RTF is acceptable). 
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Appendix 10 -- Public Telephone Ordering Standards 

Technology Department (TEC) staff is responsible for the management of the permit for public telephone 
service are available to answer any questions and provide direction for any matter relating to public 
telephones.   

 
General Standards 

All public telephone requests – that is both coin and non coin in any Port Authority space or 
any area of the tenant space – both “public” and “club” locations will be coordinated by the 
Port Authority to cover both New York and New Jersey. 

 
Process 
When the Facility, Property Manager, tenant or their representative (e.g. designer, architect, general 
contractor) has a public telephone requirement, they will contact the Technology Department (TEC) 
whom will review the request and provide coordination with the appropriate service provider. 
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