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Section 2: Digital Signatures & Seals

2.1 Digital Signatures

A digital signature is represented in a computer as a string of bits. A digital signature is computed using a set of
rules and a set of parameters that allow the identity of the signatory and the integrity of the data to be verified.
Digital signatures may be generated on both stored and transmitted data. A digital signature algorithm allows
an entity to authenticate the integrity of signed data and the identity of the signatory. The recipient of a signed
message can use a digital signature as evidence in demonstrating to a third party that the signature was, in fact,

generated by the claimed signatory.

Digital signatures may be purchased from one of the following trusted third-party verifiers:
Adobe Entrust
IdenTrust
Cosign
DocusSign
GlobalSign

Any design professional that wishes to use a company other than the ones listed above, may request approval
from the Port Authority Quality Assurance Division. Upon satisfactorily demonstrating compliance with the
criteria above, QAD will authorize submission of the digital signature from that company.

2.2 Digital Seals

Digital seals (eSeal) is an electronic image of your professional seal (i.e. jpeg, tiff, dxf). This will be integrated
with your digital certificate (Digital Signature), which is applied using the Adobe Software.

Digital signatures may be purchased from one of the following companies:

Presto Direct LLC
Acorn Sales Company Incorporate

Example:

For more information please refer to: THE PORT AUTHORITY DIGITAL SIGNATURE & SEAL POLICY
**Provide PDF Link**
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2.3 Digital Certificate

A set of data that uniquely identifies a key pair and an owner that is authorized to use the key pair. The certificate
contains the owner’s public key and possibly other information and is digitally signed by a Certification Authority
(i.e., a trusted party), thereby binding the public key to the owner.

2.4 Certificate Authority

The entity in a (PKI) Public Key Infrastructure (a frame that is established to issue, maintain and revoke public
key certificates) that is responsible for issuing certificates and exacting compliance with a PKI policy.

2.5 Secure Hash Algorithm

Typically used with other cryptographic algorithms, such as digital signature algorithms and keyed-hash
message authentication codes, or in the generation of random numbers (bits).
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2.6 Setting up your Digital Seal

Using Adobe Acrobat Standard or Pro.
(Note: Adobe versions may differ slightly. Some versions you may need to click on ‘Signatures’ instead of
‘Security’ in the preferences below)

o From the Main Menu > Select Edit > Preferences > Signatures (or Security) > More...

o Under ‘Digital Signatures’ — ‘Creation & Appearance’ pop-up window will appear.

Categories:
Digital Signatures

Full Screen

General Creation & Appearance

Page Displa
2 Lo = Control options for signature creation
= Setthe appearance of signatures within a docurnent

30 & Multimedia
Accessibility
Action Wizard Werification
Adobe Online Services
Catalog

Color Managernent
Content Editing
Convert Fram PDF Identities & Trusted Certificates
Corwert To PDF
Ermail Accounts

= Contral how and when signatures are verified

= Create and manage identities for signing

= hanage credentials used to trust documents
Formns

Identity

Internet Document Timestamping
JawaScript
Language = Configure timestarmp server settings
Measuring (20}
Measuring (30)
Measuring (Gea)

Multitnedia {legacy)
Multirnedia Trust (legacy)
Reading

Rewiewing

Search

Security

Security (Enhanced)

Signatures

Spelling
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Sdobe Default Security

CAdES-Equivalent

[ ] Show location and contact information

[l Include signature's reviocation status

[ ]Wiew documents in Preview Mode

Enable Review of Document Warnings:

Brevent Signing Until Warnings Sre Rewviewed:

Wrhen certifying a docurment

Mewver

[#] Use modern user interface for signing and Digital ID configuration

[ ]Enable CryptoTakenkit frarmewark suppart

Appearances

Edit...

Duplicate

Delete

Cancel
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o ‘Configure Signature Appearance’ pop-up window will appear. Create an appearance for both New York

Seal and the New Jersey Seal

o Configure Graphic > Import Graphic > File...

Title: |New York Seal
Preview
Digitally signed by your
common name here

Date: 2020.04.11
14:48:23 -04'00'

Configure Graphic

Shows O No graphic Import Graphic from:
O Napne
Configure Text
Shows [ Name [Lscation [ Distinguished name logs
[v] Date [[]Reason [[] adoke Yersion [¥] Labels
Text Properties
Text Direction: @) Auto O Left to right O Right to left

Digits: | 0123456789 v

oK | [ cancal

Title:  [New Jersey Seall
Presiew

Digitally signed by your
common hame here
Date: 2020.04.11
14:48:23 -04'00"

Configure Graphic

Show: () Mo graphic Import Graphic from:
O Mame
Configure Text
Show: [WMame  [Ilocation [ Distinguishedrame  [¥llage
[¥] Date [[Reasan [[] Adabe Version [¥] Labels
Test Properties
Text Direction: @) Auto O Leftto right ) Right to left

Digits: | 0123456782 v

K | ‘ Cancel
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‘Select Picture’ pop-up window will appear > Browse...

Browse..,

| | Cancel

Create an appearance for both New York Seal and the New Jersey Seal

/PATCCSRYI/CAD/ENG/DIMSION |

Browse.. | File: [/PATCCSRVI/CAD/ENG/DIMISION |

Browse,

78

seet®

Yeuy

1 out of 1irmages

Cancel

1 out of 1images

| Cancel

April 2020
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2.7 Setting up your Third-Party Verified Digital Signature

Once you have procured your third-party verified digital signature you need to add this system certificate and
private key to your Adobe Acrobat in order for you to digitally sign and seal documents.

Using Adobe Acrobat Standard or Pro.

o Open a document that needs to be digitally signed and sealed > Select ‘Certificate’

File Edit View Window Help
Home  Tools New York - Professi.. X @ signin

BEEEHEQ @O 5 KR MO - B BBAT| O L

ﬁ Create PDF

New York
Professional Digital Signature & Seal

52 EditPDF

[5 exportPoF
Comrment

=[] organize Pages

i Enhance Scans

O Protect

AR Fill & sign

Prepare Form

Compare Files

@ More Tools
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o Select ‘Digitally Sign’

Eile Edit ¥iew Window Help

Home Tools New York - Professi.. x @ sSignin
BEERQ OO [ H | KN MO - BRBEA T O L
Certificates = [ Tmestamp g, Validste Al Signanres @l Certify (Visiole Signature) @ Certify (nvisible ) X

New York
Professional Digital Signature & Seal

0 Select ‘OK’ and Click and drag to draw the area where you would like the signature to appear on the
document.

signature to appear, Once you finish dragging out the desired area, you will be
taken to the next step of the signing process,

@ Using wour mouse, click and drag to draw the area where you would like the

[ liDa not show this message again:
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0 Once the area is selected, a ‘Sign with a Digital ID’ pop-up window will appear. Select ‘Configure New
Digital ID’

Sign with a Digital ID ¥

Choose the Digital 1D that you want to use for signing:

Continue

=
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o ‘Configure a Digital ID for signing’ will appear. > Select ‘Use a Digital ID from a file’ > Continue

Configure a Digital ID for signing x

D e Select the type of Digital ID:

create a digital
sighature. The rmost secure
Digital 1D are issued by = Use a Sighature Creation Device
trusted Certificate { @

authorities and are based on

secure devices like smart
card or token, Some are
hased on files,

Configure a smart card or token connected to vour
computer

Use a Digital ID from a file

“ou can also create a news : i A :
Digital ID, but they provide a Impaort an existing Digital ID that vou have obtained
lowy lewel of identity as a file

disUrance,

@ Create a new Digital ID
Q@  Create wour self-signed Digital 1D

Confinue

0
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Find a Digital ID file

Digital 1D files generally
hawve a PEX or P12 extension
and contain the public key
file (Certificate) and the
associated private key file,

To sign with a digital ID
available as a file, follow the
prommpts to browse and
select the file and type the
password protecting the
private key,
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‘Find a Digital ID file 'pop-up window will appear. Select ‘Browse’

Browese far a Digital 1D file, Digital 1T files are password protected. You
cannot access the Digital ID if vou don't know its password,

D)

Enter the Digital ID password

( Create New Digital 1D ) ( Back )

Continue

April 2020
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0 ‘Locate your digital ID File’ will appear. (.pfx file is a single, password protected certificate archive that
contains the entire certificate chain plus the matching private key.)

A || =« Digital Signatures and Seals > Samples » Zearch Samples

Organize = Mew folder

3 This P
_‘JBD Ohbjects Ignature Certif]

B Desktop @ 2020-01-15 Rufino F Martinez.pfx

Dacuments % 2020-01-15 Rufino F Martinez_encr.pfx

@ Encreption backup.pfx

* Downloads ]
Signature backup.pfx

J'! MALsic

&= Pictures

m Yideos
S50 Windous
=g (1) WPATCCSRWT
= (P WPATCCSRY
= (2 WPATCDERY

<

File narne: Digital ID Files (*p12,*.pf)

Cancel
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o Find a Digital ID file 'pop-up window will appear. Enter the Digital ID password > Continue

Find a Digital ID file w

Browse for a Digital [D file. Digital 1D files are password protected. You

Digital 1D files generall T : :
J : - cannot access the Digital 1D if yvou don't know its password,

hawe a PEX or P12 extension
and contain the public key

file (Certificate) and the : : o
associated private key file, P OADYShared\Rufino Martinez)\ (00 TCAP LEAMND, Digits

To sign wiith a digital |0
awvailable as a file, follow the Enter the Digital ID password
prompts to browse and
select the file and type the
passweord protecting the
private ke,
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2.8 How to Apply your Digital Signature

o0 Open the document that needs to be Digitally Signed. Select the area that needs to be signed.

File Edit Yiew Window Help
Home Tools PA 531.pdf x @ signin

BEE8EHQ OO 5| M MOEE - p BAT| L

Find your tools here

THE PORT AUTHORITY OF NY & NJ
PA 531

&Y Create PDF

Tenant Mame. Tenant Fitout
o S :
e At 3y s oo s ity  Looaion JFK InteMmational Airport
e
pE bl — Py

52 EditPoF

[3 exportroF

7 oy aen D oy s 13 oo e
TN i AOH 5 FETaNS, 1 3y It Par Tovee Rarear ana i s 0411172020
i omdtionsset o i e e = ik

Comment

P o L, dsm, Pemie. Lonstan e .o A o Bnas o sternt

5[] organize Pages

B Echance Scans

O Frotect
A, Fill & Sign

Rmmm‘ezmcnumdzsmmsna Prepare Form

Foons . 313 8887 e, sacrzsen
-

Compare Files

ovneen onancoe comrcanon
e s e e e S st s e
o S B Certificates

iy
mcRay e oAt 5 e o s v
S S o 10 o W S = bt e

@ More Tools

= ]

4112020

Part Thiee: Design Approval (FOR PAUSE ORLY)

me [ FubAsproval [ witnheia. Sutiect to the fallowing conditons
= || conastional Approval

-

Store and share files in the
Document Cloud

Learn Mare
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o ‘Sign with a Digital ID’ pop-up window will appear. Choose your ‘Digital ID file’ > Continue

Sign with a Digital ID ¥

Choose the Digital 1D that you want to use for signing:

. @ Rufino F Martinez (Digital ID file) View Details

lssued by |GC CA 1, Expires: 2021.03.28
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o ‘Sign as Rufino F Martinez’ pop-up window will appear > Appearance > Scroll down to Standard Text

Sign as "Rufino F Martinez"

Standard Text

Appearance
Standard Tewxt
M e Yark Seal

R
Martinez

Enter the Digital 10 FIN ar Pasasword. .

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
17:45:13 -04'00"

Yiew Certificate Details

April 2020
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o ‘Sign as Rufino F Martinez’ pop-up window will appear > Enter the Digital ID PIN or Password...>Sign

Sign as "Rufino F Martinez" X

Appearance  Standard Text v
1 Digitally signed by
RUfI no F Rufino F Martinez

Date: 2020.04.11

Martinez 17411 000

Yiew Cartificate Details
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0 ‘Save As PDF’ pop-up window will appear > Save

e Mock-UP TAR . > Phase | Design TCAP Farms

Search Phase | Design TCAPF... 2 |

Organize « Mew folder

) 30 Objects | Rl
B Desktop
Docurments

* Downloads

J'! FAusic

=] Pictures

m Videos

S50 Windours
= (1) WVWPATCCSRY
= (P NWPATCCSRY

Marme

= pa, 531 pdf

"L TaL PR 1 02.pdf
"L TAL PR 1 03.pdf
= TAL Ph 1 M pdf
= Tas Ph 1 08pdf

Date modified

4171,/2020 5:40 PrA
32018 253 AM

52720193 710:49 Ak
5/27201910:49 AkA
426/ 207 324 Abkd

Type

Adobe Scrobat D
Adobe Acrobat D...
Adobe Acrobat D,
Adobe Acrobat D...
Sdobe Acrobat D,

s (0 WPATCDSRY v | €|

Save as type: |Adobe PDF Files (*.pdf]

# Hide Folders

April 2020
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o0 Once the document is saved you will notice the blue ribbon across the top of the document to indicate the
document has been digitally signed.

File Edit Yiew Window Help

Home Tools PA 531_Signedpdf % @ signin

B EHQ 0@ 5 rMOE - g BRAT O L

Find your tools here

THE PORTAUTHORITY OF NY & NJ

PA 531

Tenant Alteration Application
APPLIEAMT ST READ THE TERMS EHOCOMOMONS Tomareiame TGN FitOUL
LD v o £

ey o e
Ly e
e B s & e
Ltk ras, At e RM-1234
P R ey WA Nunber
e e St e A 3
R e T T e 041112020

Part One: Information to be furmished by Applicant (awsio ouriesee or per o regures rmaser
Parmiecen = her e Aad . eri s g S 2o . e 3 A, B A

&8 Create PDF

52 EditPOF

[8 EexportPoF
Comment

5[] organize Pages

B Enhance Scans

O Frotect
A, Fill & Sign

Prepare Form

Compare Files

e Certificates

@ More Tools

'
Jane Do 123 Concessions, New York, New York

RUBNO F Martinez s - ooee
—— E

Fart Thice: Design Approval (FOR PAUSE ONLY)
e Ful Approval ] withne. Subject o the fllowing cendibons

Pt
Py

[

o
04/1172020 Store and share files in the
Document Cloud

Learn Mare

Jangary 2013
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2.9 How to Apply your Digital Signature & Seal

0 Open the document that needs to be Digitally Signed & Sealed. > Select ‘Certificates’

File Edit View Window Help

Home Tools TAAPh 2 12pdf X @ signin

BB EQ OO swrp KOO (= FBEAET ©~L

Find your tools here

THE PORT AUTHORITY OF NY & NJ
TAAPh2 12

Y Create PDF

A/EOR Certification

Request for Partial inspection e

Rt Chacaiat TA i €2 vy o JFK International Alrport
TANarber  RM-1234

TAA Titie Retail Tenant Fitout

Tenant Fitout

52 EditPOF

D, Export PDF
[ [ ———
Comment

Projest AEOR
Fim name_ ABC Archtiects 5[] organize Pages
onnsess 123 Main Street, New York, New York =

rene  (212) 1234567 £ RMartinez@ABCArchitects.com ¥ Enhance Scans
Locaton of Compieiea wor Elnve Dy Dws O Protect
Deseripton of Completed Work ADOVE ceiling inspection.

A Fill & sign

Prepare Form

. i sadtian,
hiave been resolved to the satstaction of the Port Autharty of New York and New Jersey (PA).

1 enty. 1 the best of my knowiedge. that al installation(s). materias, equipment, and special inspections under s Alieration Compare Files
Appication inciuded in this poron of PA. the New York City

Butding Code New York Caty). 3 B
® “Yerh State (for Gjﬁ Certificates

Chedk one.

@ More Tools
alarms have been

TAA work.
Bases upon the sbove. sl sress
their intended beneficial occupancy and use.

of the space | ares | squpment hereunder

Submitted By
wame 7 RUIING Martinez, Principal
o 04/11/20

Type of License [pe Flra

Licerrze Number

Store and share files in the
To be submitted under cover letter from AEOR. Document Cloud
o Leamn Mare
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o Select ‘Digitally Sign’

File Edit View Window Help
Home  Tools TAAPh 2 12pdf % @ signin

B8 RQA QOO s 5| A MO e« - R BET|© &
Certificates~ {‘énmesmp g veleste Al signanures @ Cartty Wisole Signature) @) Certity (nvisble Signacure) X

THE PORT AUTHORITY OF NY & NJ
TAAPh212

A/EOR Certification
Request for Partial Inspection

Refer to Checkiist TAACK 12

FFQ):@E

chack ona eheck ono
Ooroscupncy Beyarma
o
[ ——

Froma REOR
Fum e ABC Archilects
s rress 123 Main Street, New York, New York
Phoe  (212) 1234567

ocation of Completed Work_[Flwve Dwr D w
Deserption of Comalesd Work ADOVE cailing inspection.

< - o ad

In additon, 3l Ricer
have been resclved io the satisfaction of the For Authority of New York and New Jersey (PA).

1 ceriy, 1o the best of my knowedge, that si nsislston(s), materiss, squpment, snd specisl Inspections undsr s ARerston
Apglicatn inckided in Bis parsan of the werk the New York. City
Buiding i New Yark Ciy). e L in New Jarsey), the
Buiding Code of i al ather

Cheek one

b, 7ee  RUfNO Martinez, Principal
D 04/11720

Type of License [pe [Fra

To be submitted under cover letter from A/EOR.
Document cannot be aitered.
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0 Select ‘OK’ and Click and drag to draw the area where you would like the signature and seal to appear on
the document.

Using ywour rmouse, click and drag to draw the area where you would like the
sighature to appear, Once you finish dragging out the desired area, wou will be
taken to the next step of the signing process,

[iDo not show this message again;

o ‘Sign with a Digital ID’ pop-up window will appear. Choose your ‘Digital ID file’ > Continue

Sign with a Digital ID e
Choose the Digital ID that you want to use for signing:
O] @ Rufino F Martinez (Digital ID file) View Details

lzsued by IGC CA 1, Expires: 2021.03.28
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o ‘Sign as Rufino F Martinez’ pop-up window will appear > Appearance > Scroll down to select the
appropriate state seal ‘New York Seal’

Sign as "Rufino F Martinez" X

Appearance ( Create ) ( Edit )

Standard Tewxt

Mewy ork Seal

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
18:46:40 -04'00"

4 e lersey Seal

U Lock document after signing View Certificate Details

I 1
Enter the Digital 10 FIN ar FPassword.. '_

April 2020 Section 2: Digital Signatures & Seals Page 24



PORT
AUTHORITY
:\IY NJ

AIR LAND RAIL SEA

TCAP Portal — SharePoint Guidance Handbook

0 ‘Sign as Rufino F Martinez’ pop-up window will appear > Select ‘Lock document after signing’ > Enter the
Digital ID PIN or Password...>Sign

Sign as "Rufino F Martinez" X

Appearance  New York Seal v ( Create ) ( Edit )

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
18:48:16 -04'00"

“iew Certificate Details
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0 ‘Save As PDF’ pop-up window will appear > Save

- v | e Mock-U., » Phase | Construction TCAP Farms Zearch Phase Il Construction ... @ |

Organize « Mew folder

_J 3D Obijects [~ Mame Date modified Type
B Desktop

Docurments

* Downloads

J'! FAusic

[E=] Pictures

m Videos

S50 Windouws

= (] WRATCCSRY

= (P WPATCCSRY

= (0 WPATCDSRY v || <]

Mo iterns rmatch your search,

File name: | TAA Ph 2 12.pdf

Save as type: |Adube PDF Files (*.pdf)

# Hide Folders Cancel
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o0 Once the document is saved you will notice the blue ribbon across the top of the document to indicate the
document has been digitally signed.

File Edit View Window Help

Home Tools TAAPh 2 12_Signe.. X @ signin

BEHEQ O@® s pHl KrMEE - ERAEAT| O L

e Find your tools here

D THE PORTAUTHORITY OF NY & NJ ﬁ Create PDF
TAAPh212
: 52 EditPOF
@ A/EOR Certification Tonant Fitout
Request for Partal Inspection L
2 Ruter Checkist TAR CK 12 I, - jonal Alrport [8 ExportPOF

Check ona Check ane

O For cccupancy Deyara

Mot cosnpaney  Exchaing srea
CEmemercyWorkd

e I
TAA Title Retail Tenant Fitout Comment

Promet AEOR [l organize Pages
Firm Naeme ABC Archiiects = -
rutaservss 123 Main Street, New York, New York i3 Erhance Scans
12) 1234567 RMartnez@ABCArchitects com
S — O Frotect
Flwre Owv [Iw
Deserption of Compietes ek Above cefing inspection. . Fill & Sign

Certficaton Prepare Form

amached 1 s form s stiton. al

gy Compare Files
1 cary. e best of my brwecge, Sat il mtalaionis), materal, squpment. and specal mspectons under this Afsraton
- e e ork City

Buiding Cod {for properies located in New York Cify). the Uriform Consinuction Code ffor properties located in New Jersey), the éﬁ Certificates
York State ol ciher

Chedk one

@ More Tools
@ e : : ; .

TAAwert.

their intended beneficial cccupancy and use.

Submed By
wame e RUfiNO Martinez, Principal
Date 0411120

Type oiticemse [IrE Elma

Store and share files in the
s .04 Document Cloud
To be submitted under cover letter from OF N

Learn More
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2.10 How to Apply your Digital Signature & Seal on Multi-page Documents

o0 Open the multi-page document that needs to be Digitally Signed & Sealed. > Select ‘Certificates’

File Edit Yiew Window Help
Home  Tools Architecturalpdf  x @ signin

BEBEQ| OO o | KM MOEO® - g BAT| O Z

Y Create PDF
52 EditPoF
I}. Export PDF

Comment

E[] organize Pages
0%; Erhance Scans
O Protect

A, Fill & sign

ETguress Life Safety Plans Prepare Form

Compare Files

DRAWN BY: CHECKED BY: E.'I@ Certificates

DEF
T o @ More Tools

ASNOTED | 03292019

Project 1234

A-100
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o Select ‘Digitally Sign’

File Edit View Window Help
Home Tools Architectural pdf %

@ signin
BEAREQ QO ' H | MNMOE - R BEAT| O L
Certificates [Bnmemmp [ Valoste Al Signawres @ Certify visible Signaturey @ Certify (nvisible Signature)

® oD

e
Egress Life Safety Plans

DRAWN BY: | CHECKED BY:
ABC DEF

SCALE: DATE:

AS NOTED | 03292019

Project 1234

A-100

0 Select ‘OK’ and Click and drag to draw the area where you would like the signature and seal to appear on
the document.

Using your mouse, click and drag to dravw the area where you would like the
signature to appear. Once wou finish dragging out the desired area, you will be
taken to the next step of the signing process,

[ e not show this rmessage again
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0 ‘Sign with a Digital ID’ pop-up window will appear > Choose your ‘Digital ID file’ > Continue

Sign with a Digital ID %

Choose the Digital 1D that you want to use for signing:

(o) @ Rufino F Martinez (Digital 1D file) Wiew Details
lssued by: IGT CA 1, Expires: 2021.03.28
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o ‘Sign as “Rufino F Martinez” pop-up window will appear > Appearance > Scroll down to select the
appropriate state seal ‘New York Seal’

Sign as "Rufino F Martinez" X

DD

Standard Tewxt

M York Seal

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
18:46:40 -04'00"

4 Mew lersey Seal

U Lock document after signing View Certificate Details

I 1
Enter the Digital 1D PIN or Password. .. '_
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0 ‘Sign as Rufino F Martinez’ pop-up window will appear > DO NOT SELECT ‘Lock document after signing’ >
Enter the Digital ID PIN or Password...>Sign

Sign as "Rufino F Martinez" X

Appearance  New York Seal v ( Create ) ( Edit )

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
20:14:12 -04'00’

View Cartificate Details
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0 ‘Save As PDF’ pop-up window will appear > Save

4| |« ContractDo.. » Mack Contract Document Set

Search Mock Contract Docu..,

Organize = Mew folder

Bz w

P 30 Objects
B Desktop
Documents
* Dowenloads
J': hlusic

&= Pictures
B videos

S50 Windouws

™ Mame

" Architectural.pdf
"\ Electrical.pdf

"L Fire Alarm.pdf

"L Fire Protection.pdf
?—: General Motes.pdf
" Mechanical.pdf
"L Plumbing.pdf

= () WPATCCSRY
== (P PATCCSRY

- (0 WPATCDSRY v | [ <

Date modified

471,/2020 2:29 PhA
471/2020 8:29 PAA
4172020 @29 P
471/2020 2229 PrA
41,2020 8:29 PhA
4171,/2020 @30 PA
471,/2020 &30 PR

Type

Adobe Acrobat D,
Adobe Acrobat D...
Sdobe Acrobat D,
Adaobe Scrobat D...
Adobe &crobat D...
Adobe Acrobat D,
Adobe Scrobat D...

File name: | Architectural_Digitally Signed & Sealed.pdif]

Save as type: |Adobe PDF Files (*.pdf]

# Hide Folders

Cancel

Save

April 2020
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o0 Once the document is saved you will notice the blue ribbon across the top of the document to indicate the
first document of the multi-page document has been digitally signed and sealed.

File Edit Yiew Window Help
Home  Tools Architectural Digita.. @ signin

BEBAEQ | OO O | K MEO (sx- K BEAT| O L

Certificates ~ G Digitally Sign [ Time Stamp g, Validate All Signatures s Certify (visible Signature)

Rufino Martinez, NCARB
Registered Architect
Digitally

signed by
Rufino F
.| Martinez
" /) Date:
%z 20000411
20:06:22
-04'00"

—
Egress Life Safety Plans

CHECKED B7:
DEF

SCALE: OATE:

ASNOTED | 03292019

Project 1234

A-100
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0 Scroll down to the next page select ‘Digitally Sign’

File Edit View Window Help
Home Tools Architectural Digital,, x @ Sign In

BEEQ OO :p KR BOB (sx-FBET ©2

Certificates = D Digitay sign | [By Time Stamp gy, Validate Al Signatures  §)g Certty (visible Signature)  §) Certiy (rvisible Signature)

Rufino Marnez, NCARB
Regstered Architect

THE
Construction Plan

CHECKED BY:

DEF

3 DATE:
AsNOTED | 03.29.2019

Project 1234

A-101

0 Select ‘OK’ and Click and drag to draw the area where you would like the signature and seal to appear on
the document.

sighature to appear, Once you finish dragging out the desired area, you will be
taken to the next step of the sighing process,

@ Using wour mouse, click and drag to dravw the area where you would like the

[ Do not show this message again;
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0 ‘Sign with a Digital ID’ pop-up window will appear > Choose your ‘Digital ID file’ > Continue

Sign with a Digital ID ¥

Choose the Digital 1D that you want to use for signing:

) @ Rufino F Martinez (Digital ID file) View Details
lssued by: IGC CA 1, Expires: 2021.03.28
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o Sign as Rufino F Martinez’ pop-up window will appear > Appearance > Scroll down to select the
appropriate state seal ‘New York Seal’

Sign as "Rufino F Martinez" X

G G

Standard Text

Mew York Seal

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
18:46:40 -04'00"

4 Mew Jersey Seal

U Lock document after signing Wiew Certificate Details

Enter the Digital 10 PIN or Password... Sign
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0 ‘Sign as Rufino F Martinez’ pop-up window will appear > DO NOT SELECT ‘Lock document after signing’ >
Enter the Digital ID PIN or Password...>Sign

Sign as "Rufino F Martinez" X

Appearance  New York Seal v ( Create ) ( Edit )

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
20:14:12 -04'00’

Yiew Cartificate Details
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41*| e« Contract Do,

» Mock Contract Document Set

w E,b| | Search Mock Contract Docu..,

Organize - Mew folder
P 30 Objects ki
B Desktap

Documents
‘ Dowenloads

J‘J hlusic
[&] Pictures

m Wideos

(T WWindows

Mame

"L Architectural Digitally Signed & Sealed.pdf
" Architectural.pdf

"L Electrical.pdf
"L Fire Alarm,pdf

ﬂ{ Fire Protection, pdf
1: General Motes, pdf

" Mechanicalpdf

Date modified

412020 218 PR
AAT2020 G292 PRI
412020 G292 PR
412020 G292 PRI
412020 G292 PRA
42020 629 PhA
412020 &30 PR
412020 &30 PR

Adobe Acrobat D,
Adobe Scrobat D,
Adobe Acrobat D,
Adobe Acrobat D,
Adobe Scrobat D,
Adobe Acrobat D...
Adobe Acrobat D,
Adobe Acrobat D,

"L Plumbing.pdf
== (1) VWPATCCSRY

= (P WPATCCSRY
- () \WPATCDSRY v | [ <]

File name: | Architectural Digitally Signed & Sealed.

Save as type: |Adobe PDF Files (*.pdf)

# Hide Falders

0 ‘Save As’ pop-up window will appear > *...Replace existing file?’ > Yes

Submission\TCAP Portal Guidance Handbook\Wack-LIP TaL,
SubmissionhContract Documents\Mock Contract Document
Sebirchitectural Digitally Signed & Sealed.pdf

0 Py haredyRufing Martinez, 00 TCAP LEAMDigital TAL,

The file already exists,
Replace existing file?
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This process will be repeated until all documents have been digitally signed & sealed within the multi-
page document.

IMPORTANT
When digitally signing and sealing the last page of the multi-page document you will need to ‘lock the
document after signing’.

0 ‘Sign as Rufino F Martinez’ pop-up window will appear > Select ‘Lock document after signing’ > Enter
the Digital ID PIN or Password...>Sign

Sign as "Rufino F Martinez" X

Appearance  New York Seal v ( Create ) ( Edit )

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
18:48:16 -04'00"

“iew Certificate Details

April 2020 Section 2: Digital Signatures & Seals Page 40



PORT
AUTHORITY
INY NJ

AIR LAND RAIL SEA

TCAP Portal — SharePoint Guidance Handbook

0 ‘Save As PDF’ pop-up window will appear > Save over the previous file

» Mock Contract Document Set

4"[*| e« Contract Da..,

w E,b| | Zearch Mock Contract Docu..,

(0]

Organize =
3D Objects
B Desktop

Docurments
* Dowenloads

J'ﬂ hlusic
[&] Pictures

E YWideos

(0D Windows

Mew folder

ki Marne

™ Architectural Digitally Signed & Sealed.pdf
" Architectural.pdf

ﬂ_—L Electrical.pdf

™ Fire Alarm.pdf

™ Fire Protection.pdf

-.’_: General Motes,pdf

1: techanical.pdf

" Plumbing.pdf

w0 W PATCCSRY
= (P} \WRPATCCERY

= (0 WPATCDSRy v || < |

File name:

Date modified

47172020 818 PR
4172020 629 PR
4172020 629 PR
4172020 629 PR
4172020 629 PR
41172020 629 PR
4172020 630 PR
4172020 630 PR

e

Type

Adobe Acrobat D,
Adobe Acrobat D,
Adobe Acrobat D,
Adobe Acrobat D,
Adobe Acrobat D,
Adobe Acrobat D..,
Adobe Acrobat D,
Adobe Acrobat D,

Architectural Di

Save as type: ‘Adobe PDF Files (*.pdf)

# Hide Folders

‘Save As’ pop-up window will appear > ‘...Replace existing file?’ > Yes

PaosDAShared\Rufing Martinezy 00 TCAP LEAMPDigital TAL
Submission\TCAP Portal Guidance Handbook\WMock-LIP Tam,

SubmissionhContract Documents\Mock Contract Document
Setybrchitectural Digitally Signed & Sealed.pdf

The file already exists,
Replace existing file?
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o0 Once the last document is digitally signed and seal and saved you will notice the blue ribbon across the top
of the document to indicate all the documents of the multi-page document have been digitally signed. You
will also notice that since the document was locked you no longer have the ability to digitally sign the
document.

File Edit View Window Help

Home Tools Architectural Digital.. X @ Sign In
BEEHQ @O o | KM OB (=x- B REAT| S L

17,0 Certificates~ (% Digitally Sign [ Time Stamp g Validate Al Signatures )y Certfy (visiole Signature) @ Certity (nvisible Signature)

Rufino Martinez, NCARB
Registered Archiect

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
20:18:52 -04'00'

TLE
< Egress Life Safety Plans

DRAWN BY. | CHECKED BY:
ABG DEF

SCALE: DATE:
ASNOTED | 03292019

Project 1234

A-100
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File Edit View Window Help

Home Tools Architectural Digital.. % Sign In
. s
BEOEQ @O 5| A MEE xR BAT| O Y

5,8 Certificates ~ 5 Digitally Sign [ Time Stamp é Validate All Signatures s Certify (visiole Signature) @ Certify (nvisible Signature) X

@%E'ﬁl

Rufino Martinez, NCARB
egistered Architect

Digitally
signed by
Rufino F

DRAWN BY: | CHECKED BY:
ABC DEF
'SCALE: DATE:

AsNOTED | 03292019

Project 1234

A-101

File Edit View Window Help
Home Tools Architectural Digital.. % @ Sign In

BEEEQ @O o KM MHOB (==- g BET| O L

2.3 % Digitally Sign [ Time Stamp g9 Validate All Signatures @ Certify (Visiole Signaturey @ Certity visible Signature)

Rufino Martinez, NCARB
Registered Architect

SCALE: DATE:
AsnoTED | 03202019

Project 1234

A-102
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File Edit View Window Help

Home Tools Architectural Digital., x @ Sign In
BEOEQ @@ 5| A MEE - mBAT| O Y

(5.8 Certificates ~ % Digitally sign  [By Time Stamp g Validate Al Signatures @)y Certify (Visible Signature) @ Certiy (nwvisible Signature) X

Rufino Martnez, NCARB
Regstered Architect

Digitally signed
Rufino F Martinez
[Date: 2020.04.11
20:54:20 -04'00"

TLE
Finish Schedule

DRAWN BY: | CHECKED BY:
ABC DEF
'SCALE: DATE:

AsNOTED | 03292019

Project 1234

A-103

File Edit View Window Help
Home Tools Architectural Digital.. X @ Sign In

BEEHHEQ OO o KM MO (==x- 3 BET|OL

& £ Digitally Sign [ Time Stamp g Validate All Signatures @ Certfy (visiole Signature) @ Certity (nvisible Signature)

Rufino Martinez, NCARB
Registered Archiect

Digitally signed by
Rufino F Martinez
Date: 2020.04.11
20:58:33 -04'00"

TE
Details

DRAWN BY. | CHECKED BY:
ABC DEF
SCALE: DATE:
AsnoTED | 03202019

Project 1234

A-104
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2.11 Design Professionals — Digitally Signing & Sealing Documents

ALL Design professionals that are taking responsibility for the work submitted through the Tenant Alteration
Application (TAA) process will need to digitally sign and seal their documents. This includes but is not limited to
the following: Architect/Engineer of Record and all consultants (Structural, Mechanical, Electrical, Plumbing,
Fire Alarm, Fire Protection, etc.) associated with the scope of work.

2.12 Professional Digital Signature & Seal Form

All design professionals that will be digitally signing and sealing documents shall complete the Professional
Digital Signature & Seal Form. Once completed, this form shall be used by the Port Authority Quality Assurance
Division — Design Standards Unit to confirm that the digital signature and seal is in compliance with the criteria
outlined in The Port Authority Digital Signature & Seal Policy.

Eile Edit View Window Help

Home Tools Architectural Digital... New York - Professi.. %

BEEQ @O 1 H | rBEE - RRAT © 2L

New York

Professional Digital Signature & Seal

R®>oDB

Company: port Authority of New York & New Jersey
AQress: 4 World Trade Center, New York
Design Professional's Name: Rufino Martinez

Email rmartinez@panynj.gov

Provide Professional Digital Sgnature & Seal in box below:

5, Digitally signed
\ by Rufino F
Martinez
/ Date: 2020.04.08
06:31:44 -04'00'
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2.13 How the Port Authority of New York & New Jersey Verifies the ‘Digital Certificate’

Once the Quality Assurance Department — Design Standards Unit receives the Professional Digital Signature &
Seal Form we review the digital certificate to confirm that the digital signature and seal is in compliance with the
criteria outlined in The Port Authority Digital Signature & Seal Policy.

o Opening the document, we can determine by the blue ribbon across the top of the document that indicates
the document has been digitally signed.

File Ecit View Window Help

Home Tools New York - Professi.. %

EBRA OO o KRMOG v - ERBAEAT O 2

New York

Professional Digital Signature & Seal

&%D@l T

Company. Port Authority of New York & New Jersey
Address: 4 Worid Trade Center, New York
Design Professional’'s Name: Rufino Martinez

Email. fimartinez@panynj.gov

. Digitally signed
“Ne\ by Rufino F
Martinez
/ Date: 2020.04.08
06:31:44 -04'00'
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0 Double clicking on the digital signature & seal will bring us to the ‘Signature Validation Status’

Provide Professional Digital Signature & Seal in box below:

Digitally signed
by Rufino F

¥i° |*| Martinez

Saners geryunkoon) o )20.04.08

06:31:44 -04'00

O The ‘Signature Validation Status’ pop-up window will appear > ‘Signature Properties...’

5,1* Signature validity is UMEMOWM,

% -The document has not been rmodified since this signature was applied.
- The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates,

Signature Properties..,

April 2020
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0 The ‘Signature Properties’ pop-up window will appear > ‘Show Signer’s Certificate...

Signature walidity is UNENOWN,

Signing Tirne: 2020/04,/08 06:37:44 -04' 00

Walidity Summary
The docurnent has not been modified since this signature was applied.

The certifier has specified that no changes are allowed to be made to this
docurment,

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates,

Sighing time is fram the clock on the signer's computer,
Signature wwas validated as of the signing time:
2020/04/08 06:31:44 - 0400

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built.

Revocation checking was not performed.

Show Sigher's Certificate..,

Advanced Propetties.., Walidate Signature
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O The ‘Certificate Viewer’ pop-up window will appear.

IMPORTANT

YOU CANNOT SELF-SIGN YOUR DIGITAL SIGNATURE. Design Professionals signatures and seals shall
meet the requirements of Digital Signature Standard (DSS) established by the National Institute of Standards
and Technology and published by the United States Department of Commerce in publication, Federal
Information Processing Standards Publication (FIPS PUB) 186-4 (2013).
verifiable by a trusted third party. A digital signature algorithm allows an entity to authenticate the integrity of
signed data and the identity of the signatory. The recipient of a signed message can use a digital signature as
evidence in demonstrating to a third party that the signature was, in fact, generated by the claimed signatory.

The digital signature must be

0 The ‘Certificate Viewer’ pop-up window below indicates a ‘Self-Signed Certificate’
THIS IS NOT A VALID DIGITAL SIGNATURE.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

the selected entry.

Show all certification paths found

Rufino F. Martinez <rufino.m Surnrnary

1_[ Rufino F, Martinez

Issued by:  Rufino F. Martinez

Walid frorn: 202070410 135213 -4'00°
\ Walid to: 202570410 13:52:13 -04'00°

Intended usage:

Cigital Signature, Encrypt Document

WRONG
Self-Signed

@ This is a self-signed certificate, The selected certificate path is valid,

The path validation checks were done as of the signing tirme:
202070410 12:52:54 -04'00

April 2020
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o0 The ‘Certificate Viewer’ pop-up window below indicates a ‘Certificate Authority’ is issued by a verifiable

trusted Third Party.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

the selected entry.

[] Show all certification paths found

Rufino F Martinez <rufino.mz

rSummary |Detai|s I Rewvocation | Trust I Palicies | Legal Notice\

Q Rufino F bartinez
Unaffilisted
Issued byt 1GC CA1
ldenTrust
Walid frorn:  2019/03/28 17:28:55 -04'00"
Validtor  2020/03/27 172855 -04'00°

Intended usage:

Digital Signature, Mon-Repudiation, Client
Authentication, Email Protection

v CORRECT

Certificate Authority Attached

m ]

-ﬂ Export.,

@ The selected certificate path is valid,

The path wvalidation checks were done as of the signing time:

2019703428 18:53:03 -04' 00"

April 2020
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0 Select the ‘Trust’ tab on the ‘Certificate Viewer’ pop-up window > Select ‘Add to Trusted Certificates...’

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[#] Showr all certification paths found

a5t Global Cormrnon Root CA Summary | Details | Rewocation | Trust | Palicies | Legal Motice
CCAA
Rufing F Martinez <rufino.msz This certificate is not trusted.

Trust Settings

3 Sign docurnents or data
W Certify docurments

Execute dynamic comtent thatis embedded in a certified
docurnent

Execute high privilege JavaScripts that are embedded ina
certified document

Perfarm privileged systern operations (hetworking,
printing, file access, etc.)

Add to Trusted Certificates..,

< m [»

@ The selected certificate path is valid.

The path validation checks were done as of the sighing time:
2020/04/08 0&:31:44 -04'00"
‘Walidation Model: Shell

April 2020
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0 The ‘Acrobat Security’ pop-up window will appear > ‘OK’

If wou change the trust settings, you will need to revalidate any signatures to see the
change.

Trusting certificates directly frorm a docurment is wsually urivise, Sre you sure you
weant to do this?
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0 The ‘Import Contact Settings’ pop-up window will appear > Select ‘Certified documents’ > ‘Dynamic content’
> ‘Embedded high privilege JavaScript’ > ‘Privileged system operations’ > ‘OK’

Certificate Details
Subject:  Rufino F Martinez <rufino.mart@gmail.corm =
[ssuers  [GC CA T

sage: Digital Signature, Non-Repudiation

Expiration: 3/27/2021 10:03:12 PMA

Trust

A, certificate used to sign a document rmust either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed, Revocation
checking is not performed on or abowve a trust anchor,

[] Use this certificate as a trusted root

If signature walidation succeeds, trust this certificate for
[] Signed docurments or data
[ Certified documents
[ Dynarnic content

[#] Ernbedded high privilege JavaScript

¥ Privileged systern operations {networking, printing, file access,
etc.)
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0 The ‘Certificate Viewer’ pop-up window will appear > ‘OK’

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

the selected entry.

[ Showw all certification paths found

A5t Glabal Camman Root CA,
SCA
Rufino F Martinez <rufino.mz

<] m >

Sumrmary | Details | Rewocation

This certificate is not trusted,

Trust Settings

#  Signdocuments or data

B Certify docurnents

Execute dynaric content that is ernbedded in a certified

docurment

Execute high privilege JavaScripts that are ernbedded in a
certified docurment

Perfarm privileged system operations (networking,
printing, file access, etc.)

Paolicies | Legal Motice

Add to Trusted Certificates...

@ The selected certificate path is walid,

The path walidation checks were done as of the signing tirme:
2020/04/08 06:31:44 -04'00°

Walidation kadel: Shell

April 2020
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0 The ‘Signature Properties’ pop-up window will appear > ‘Validate Signature’

Signature wvalidity is UMEMNOMWAM,

&,

Signing Tirme: 20200408 06:31:44 -04' 00"

Walidity Sumrmary
The document has not been modified since this signature was applied,

The certifier has specified that no changes are allowed to be made to this
document,

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates,

Signing time is from the clock on the signer's computer,
Signature was walidated as of the sighing time:
2020704708 0&31:44 -04' 00

Signer Info

The path from the signer's certificate to an issuer's certificate wwas successfully
built,

Revocation checking was not perfarmed,

Showe Signer's Certificate..,

Advanced Properties... Walidate Signature
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o0 Select ‘Close’. Once refreshed, the document will display a blue ribbon across the top of the document
that indicates the validated status of the signature.

Signature validity is UMNEMNOMT,

&,

Signing Tirme: 2020/04,/08 06:37:44 -04'00

Walidity Summary
The docurnent has not been modified since this signature was applied,

The certifier has specified that no changes are allowed to be made to this
docurnent,

The signer's identity is unknown because it has not been included inyour list of
trusted certificates and none of its parent certificates are trusted certificates,

Sighing time is from the clock on the signer's computer,
Signature was walidated as of the signing time:
202070408 06:31:44 -04' 00

Signer Info

The path from the signer's certificate to an issuer's certificate wwas successfully
built.

Rewvocation checking was not performed.

Showe Sigher's Certificate..,

Advanced Properties.., Walidate Signature
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o0 Opening the document, we can see a green check mark on the blue ribbon across the top of the document,
this indicates that the document has been digitally signed and successfully verified.

File Edit Yiew Window Help
Home  Tools Neve York - Professi.. x

BEBAEQ @ /5| K MOG -3 BAT| O L

@ signin

L=

H

@ New York
&

Professional Digital Signature & Seal

Company: Port Authority of New York & New Jersey
Address: 4 World Trade Center, New York
Design Professional's Name: Rufino Martinez

Email: rfmartinez@panynj.gov

Digitally signed
\ by Rufino F
*| Martinez
/ Date: 2020.04.08
06:31:44 -04'00'
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2.14 Resolving Errors Prior to Submission

It is the responsibility of the design professional to ensure that their digital signature and seal are submitted
without error. All errors must be resolved prior to submittal. Submissions that display ‘At least one signature is
invalid’ on the blue ribbon across the top of the document, will NOT be accepted. This means the Document
has been altered or corrupted since it was signed. This can happen if someone alters the document after it was
digitally signed, or it could be that someone else tried to digitally sign the document after it was already digitally
signed by someone else.
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% At least one signature is invalid.

2.15 Changes After Digitally Signed and Sealed

It is the responsibility of the design professional to ensure that there are no changes to the PDF document once
it is digitally signed and sealed. Changes that are made after it is digitally signed and sealed will invalidate
the signature. Submissions that display ‘Signed and all signatures are valid, but with unsigned changes after
the last signature’ on the blue ribbon across the top of the document, will NOT be accepted.
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L Signed and all signatures are valid, but with unsigned changes after the last signature.
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